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B FOREWORD  -  WELCOME  AND  PERSPECTIVE 
ON  UNRESTRICTED  WARFARE 

Ronald  R.  Luman 


INTRODUCTION 

Thank  you  all  for  coming  to  the  Third  Annual  Unrestricted 
Warfare  Symposium.  We  are  here  today  to  share  ideas  on  the 
DoD  campaign  plan  for  the  war  on  terror.  Our  nation  is  facing 
tremendous  challenges  from  both  state  and  nonstate  actors,  who 
are  using  unconstrained  methods  of  conducting  warfare.  I  started 
this  symposium  series  in  2006  because  I  am  convinced  that  an 
integrated  community  of  strategists,  analysts,  and  technologists 
can  be  more  creative  in  meeting  those  challenges  than  communi¬ 
ties  working  separately. 

I  would  also  like  to  acknowledge  our  cosponsors:  OSD 
Policy,  Department  of  State's  Coordinator  for  Counterterrorism, 
and  the  National  Intelligence  Council,  as  represented  by  Dr.  Tom 
Mahnken,  Ambassador  Dell  Dailey,  and  Mr.  Dan  Flynn. 

I  would  like  to  take  a  few  minutes  to  talk  about  the  theme  of 
the  symposium — what  unrestricted  warfare  is  and  what  is  it  not. 
Unrestricted  warfare  spans  three  of  the  four  quadrants  of  the  DoD 
policy  illustration  of  modern  warfare.  The  chief  characteristic  of 
URW  is  unrestricted  use  of  measures,  not  unrestricted  strategies 
or  objectives.  Surprise  and  deception  are  often  involved,  as  are 


Dr.  Ronald  R.  Luman  is  Head  of  the  National  Security  Analysis  Department 
at  The  Johns  Hopkins  University  Applied  Physics  Laboratory.  Dr.  Luman 
now  addresses  a  wide  range  of  national  security  issues,  building  upon 
a  broad  base  of  technical  experience  in  areas  such  as  ballistic  missile 
guidance  systems,  unmanned  undersea  vehicles,  mine  warfare,  missile 
defense,  and  intelligence  systems,  with  particular  emphasis  on  systems 
engineering. 
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integrated  attacks  to  exploit  more  than  one  vulnerability  of  a  con¬ 
ventionally  stronger  opponent. 

The  battlefields  have  also  moved  into  different  domains.  Today 
and  tomorrow,  we  will  discuss  some  of  the  linkages  between  ter¬ 
rorism  and  other  cultural,  economic,  and  financial  areas. 

Our  new  adversaries  are  organized  in  small  units,  not  large 
military  forces.  They  are  cell  structured  and  integrated  within  nor¬ 
mative  societies,  not  apart.  Technology  has  given  them  a  global 
reach. 

We  have  seen  unexpected  and  dynamic  alliances  between 
state  and  nonstate  actors  that  are  difficult  to  trace  and  enable  the 
few  to  impact  the  many.  Most  surprising  and  interesting  is  that 
small-scale  events  that  we  formerly  would  have  considered  tacti¬ 
cal  engagements  now  have  immediate  strategic  implications. 

We  call  this  kind  of  conflict  unrestricted  warfare  because  the 
enemy  takes  actions  that  cause  shock  and  fear,  offend  us,  and  even 
generate  disbelief  in  the  American  mind.  Some  recent  attacks  in 
Iraq  illustrate  violation  of  our  cultural  sensibilities  and  norms.  A 
disabled  man  in  a  wheelchair  was  wheeled  into  a  police  station, 
where  explosives  underneath  his  seat  detonated,  killing  a  deputy 
commander.  In  addition,  there  have  been  reports  of  mentally 
impaired  women  being  used  to  carry  out  suicide  attacks.  Further, 
al  Qaeda  has  made  a  renewed  commitment  to  top  9/1 1 . 

With  respect  to  information  warfare,  the  President  of  Iran  has 
the  temerity  to  twist  the  IAEA  [International  Atomic  Energy  Agency] 
report  to  validate  his  claims  of  a  peaceful  nuclear  program.  This 
kind  of  disinformation  is  very  difficult  for  us  to  understand.  We 
continue  to  be  surprised  that  the  enemy  uses  techniques  that  we 
would  not  consider  using  ourselves. 

The  objective  of  this  symposium  is  to  pull  together  a  commu¬ 
nity  to  develop  new  approaches  to  combat  unrestricted  warfare. 
The  first  year,  we  focused  on  defining  aspects  of  the  challenge. 
The  second  year,  we  tried  to  push  a  little  closer  to  solution 
approaches.  We  had  two  strategy  panels,  an  analysis  panel,  two 
technology  panels,  and  panels  on  the  information  domain  and 
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the  physical  domain.  This  year,  we  are  focusing  on  the  CWOT 
[Global  War  on  Terror]  campaign  concept. 

Briefly,  there  are  two  direct  and  three  indirect  lines  of  opera¬ 
tion  in  the  campaign  plan.  Our  Keynote  Speaker,  Admiral  Eric 
Olson,  will  address  these  in  more  detail.  Also,  we  have  to  remem¬ 
ber  that  for  deterrence  purposes,  it  is  important  to  have  a  robust 
homeland  defense — if  I  can  show  that  I  am  resilient  to  attacks, 
my  enemy  is  less  likely  to  attack.  Thus,  resilence  is  becoming  well 
recognized  as  a  valuable  complement  to  prevention. 

So  what  ideas  are  we  coming  up  with?  We  have  discovered, 
obviously,  that  we  need  to  press  on  with  nonkinetic  approaches 
for  combating  new  threats.  Also,  deterrence,  dissuasion,  and  con¬ 
flict  have  to  be  tailored.  Different  parties  value  different  issues. 
The  analysis  community  probably  faces  a  particularly  severe 
challenge  to  define  metrics  relevant  to  modern  warfare. 

We  do  not  understand  URW  well  enough  to  apply  quantita¬ 
tive  technologies  amenable  to  modeling  and  simulation,  so  there 
has  been  a  reemergence  of  competitive  games  and  war  gaming. 
We  have  to  approach  these  in  a  structured  way  so  that  results 
are  repeatable  and  we  can  validate  them.  As  General  Cartwright 
pointed  out  last  year,  technology  may  enable  us  to  shorten 
response  times  and  protect  our  networks  and  information. 

Why  is  working  together  so  important?  Each  of  the  communi¬ 
ties  needs  something  from  the  others.  For  example,  the  strategy 
community  needs  to  understand,  through  rigorous  analysis,  the 
risks  and  benefits  of  different  courses  of  action  and  strategic  pos¬ 
tures.  They  also  need  to  understand  the  potential  effects  of  tech¬ 
nology  on  the  information  and  the  physical  domains.  Analysts 
need  to  understand  what,  in  a  strategic  sense,  is  valued  in  the 
geopolitical  domain  in  order  to  develop  supporting  measures  of 
effectiveness.  Also,  analysts  need  to  know  enough  about  tech¬ 
nology  to  understand  the  concepts  and  represent  them  in  their 
analyses. 

Technologists  need  to  understand  what  strategists  want  to  do 
across  a  full  range  of  warfare  to  influence  areas.  Technologists 
also  need  to  understand,  in  context,  the  value  of  their  particular 
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technological  approach.  Otherwise,  people  can  advocate  ideas 
that  may  not  have  significant  value  added.  An  integrated  com¬ 
munity  will  enable  us  to  develop  tailored  deterrence  postures  and 
courses  of  action,  prioritize  ideas  and  systems,  and  guide  our  sci¬ 
ence  and  technology  investments. 


Featured 

Papers 
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ADMIRAL  OLSON'S  KEYNOTE  ADDRESS 

I  applaud  the  theme  of  this  year's  symposium.  It  marries  strategy, 
technology,  and  analysis  in  support  of  the  U.S.  War  on  Terrorism 
as  a  campaign.  Johns  Hopkins  is  certainly  an  ideal  place  to  bring 
together  those  disciplines.  This  year,  the  Department  of  Defense 
campaign  strategy  against  terrorism  is  the  framework  underly¬ 
ing  our  discussions.  This  is  a  Concept  Plan  (CONPLAN)  that  was 
crafted  at  the  United  States  Special  Operations  Command  head¬ 
quarters.  It  was  a  new  effort  and  an  innovative  way  of  approach¬ 
ing  strategies  that  required  significant  time  and  staffing.  It  was 
approved  by  the  Secretary  of  Defense — first  Secretary  Rumsfeld 
and  then  Secretary  Gates — and  in  this  venue,  serves  as  a  founda¬ 
tion  for  study  toward  the  integration  of  technology,  analysis,  and 
policy. 

As  DoD's  supporting  plan  to  the  national  implementation 
plan  (designated  as  such  by  the  Secretary),  it  is  both  the  guiding 
plan  within  the  Department  of  Defense  and  the  supporting  plan 


Admiral  Eric  T.  Olson,  eighth  commander  of  U.S.  Special  Operations 
Command  (USSOCOM),  leads  joint  special  operations  forces  and 
conducts  operations  worldwide.  He  is  a  Naval  Special  Warfare  officer, 
a  graduate  of  the  Naval  Academy,  and  has  earned  an  M.A.  in  National 
Security  Affairs  at  the  Naval  Postgraduate  School.  His  studies  in  Arabic 
and  French  at  the  Defense  Language  Institute  have  served  him  in 
SEAL  Team  operations  and  the  Naval  Special  Warfare  Development 
Group.  He  has  commanded  at  every  level,  including  in  Israel,  Egypt, 
Tunisia,  and  as  a  Joint  Specialty  Officer  and  Political-Military  Affairs 
sub-specialist  on  Africa  and  the  Middle  East.  His  awards  include  the 
Distinguished  Service  Medal  and  Silver  Star. 
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in  the  interagency  environment.  Hence,  this  framework  (depicted 
in  Figure  1)  is  the  focal  point  of  this  conference  and  has  author¬ 
ity  within  the  Department  of  Defense  and  influence  in  the  inter¬ 
agency  environment. 


Strategic  Aims 


It  is  certainly  the  single  best  source  from  which  to  draw  DoD 
strategy.  It  is  supported  by  regional  War  on  Terrorism  plans  crafted 
by  each  of  the  geographic  combatant  commanders  around  the 
world,  which  detail  specific  actions  required  to  implement  the 
strategy.  Requirements,  suggestions  for  force  allocation,  and 
application  can  then  be  drawn. 

In  other  words,  this  document  has  operational  application  as 
well  as  resource  application  within  the  DoD.  Again,  the  United 
States  Special  Operations  Command  is  the  crafter  and  remains 
the  custodian  of  this  plan.  The  plan  is  reviewed  periodically.  It  is 
in  another  review  now,  and  I  will  talk  about  one  change  that  we 
have  recommended  as  a  part  of  this  review  process.  I  was  there 
for  the  crafting  of  the  plan  so  I  can  give  some  perspective  on  how 
it  was  derived. 
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DEFINING  TERMS 

This  is  a  symposium  on  unrestricted  warfare,  which  is  not 
a  doctrinally  defined  term.  When  I  am  asked  periodically  what 
is  the  most  difficult  thing  I  have  done  since  9/11,  my  answer  is 
"define  terms."  Nothing  means  what  it  used  to.  A  lot  of  the  terms 
that  we  currently  use  are  not  doctrinally  defined,  and  they  mean 
different  things  within  the  Department  of  Defense,  across  the 
United  States  Government,  and  certainly  when  we  work  with  our 
international  partners. 

War  does  not  mean  what  it  used  to.  There  is  unrestricted  war¬ 
fare,  irregular  warfare,  the  new  variety  of  counterinsurgency  war¬ 
fare,  guerilla  warfare — a  term  that  has  dropped  off  the  map — and 
unconventional  warfare.  We  refer  to  the  War  on  Terrorism,  but 
war  in  this  country  means  something  different  when  translated 
into  most  other  languages. 

Intelligence  certainly  has  a  different  meaning  now  than  it  had 
in  the  past.  Some  of  the  more  dramatic  terms  like  detainee  and 
torture  do  not  have  exactly  the  same  meanings  that  they  used  to. 
It  is  essential  that  we  define  those  terms  because  words  are  how 
we  frame  our  discussion  and  our  actions.  We  have  to  get  it  right, 
and  I  fear  that  we  are  a  long  way  from  doing  that. 

THE  LONGVIEW 

Unrestricted  warfare  and  irregular  warfare  characterize  the 
nature  of  the  warfare  that  we  are  experiencing — and  will  experi¬ 
ence  for  the  foreseeable  future.  I  am  convinced  that  we  are  many 
years  from  arriving  at  a  coherent  approach  to  unrestricted  warfare, 
let  alone  some  resolution  of  it.  I  was  quoted  around  November 
of  2001  as  saying,  "This  is  going  to  go  on  long  enough  that  the 
people  who  are  currently  serving  aren't  going  to  be  the  solution; 
it  is  the  people  who  are  in  high  school  who  are  going  to  end  up 
solving  this  thing." 

Some  of  the  people  I  was  talking  about  in  high  school  have 
already  passed  through  service  and  left.  I  am  convinced  now  that  I 
severely  undershot  the  mark  when  I  talked  about  the  high  school¬ 
ers.  We  have  to  be  prepared  for  unrestricted  warfare,  irregular 
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warfare,  unconventional  warfare,  and  all  the  other  kinds  of  war¬ 
fare  that  are  coming  together  in  this  new  world  in  which  we  live. 
We  still  have  to  continue  to  prepare  for  major  combat  operations 
against  a  significant  peer  competitor.  Clearly,  the  ability  to  con¬ 
duct  major  combat  operations  is  not  a  subset  of  the  capabilities 
that  you  develop  for  unrestricted  or  irregular  warfare,  and  the 
ability  to  conduct  irregular  warfare  is  certainly  not  a  subset  of 
capabilities  that  you  develop  to  fight  major  combat  operations. 

Doing  both  requires  a  holistic  government  approach — even 
an  international  approach.  We  have  to  be  prepared  to  act  in  a 
proactive  and  sustained  manner.  We  must  take  care  of  the  people, 
equipment,  and  the  intellectual  approach  that  will  enable  us  to 
act. 


"This  is  going  to  go  on  long  enough  that  the  people  who 
are  currently  serving  aren't  going  to  be  the  solution;  it  is 
the  people  who  are  in  high  school  who  are  going  to  end  up 
solving  this  thing." 


The  type  of  warfare  that  we  fight  on  the  ground  is  not  deter¬ 
mined  by  our  forces  on  the  ground;  it  is  determined  by  our  adver¬ 
saries,  and  we  need  to  be  responsive  enough  to  adjust  rapidly  to 
what  they  throw  at  us.  We  need  to  have  the  agility  to  transcend 
the  spectrum  of  conflict.  In  many  cases,  we  fight  at  various  levels 
of  conflict  simultaneously. 

THE  PLAYERS 

There  is  no  dominant  player  within  the  interagency  environ¬ 
ment  with  respect  to  unrestricted  or  irregular  warfare.  There  is  no 
referee  or  conductor  with  a  wand,  who  is  guiding  investment  in 
irregular  warfare  capabilities  development  or  allocation  of  forces. 
It  is  not  too  much  of  an  exaggeration  to  say  that  as  coherent  as 
thought  may  be  within  the  Pentagon  on  this  issue,  it  is  not  truly 
coherent. 

Outside  the  Pentagon,  in  other  units  and  organizations,  var¬ 
ious  groups  are  engaging  in  what  I  would  call  random  acts  of 
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pursuit  of  irregular  warfare  excellence — without  real  discipline 
behind  them,  without  a  coordinating  body,  and  largely  self-initi¬ 
ated.  There  is  no  clearinghouse  of  ideas  on  how  to  develop  capa¬ 
bilities  to  counter  unrestricted  warfare. 

The  great  value  of  this  symposium  is  that  it  brings  the 
Department  of  Defense,  other  agencies,  international  players,  and 
industry  and  nongovernmental  organizations  together  to  discuss 
these  issues  and  help  arrive  at  an  intellectually  based  solution. 
Lengthy  discussions  across  organizational  lines  will  be  needed  to 
arrive  at  a  much  more  coherent  approach. 

RESPONSIBILITIES  OF  THE  SPECIAL 
OPERATIONS  COMMAND 

We  have  been  assigned  some  specific  responsibilities  with 
respect  to  the  campaign  against  global  terrorism  by  the  Secretary 
of  Defense,  by  the  President,  and  through  the  Unified  Command 
Plan.  We  are  in  this  position  because  of  the  history  of  Special 
Operations  Command.  We  were  well  postured  to  do  what  the 
nation  asked  us  to  do  following  the  events  of  9/1 1  and  have  con¬ 
tinued  to  do  so  through  the  changes  in  the  world  since  then. 

The  Special  Operations  Command  is  a  unique  command. 
Among  the  ways  in  which  we  are  unique  is  our  two-part  mis¬ 
sion  requirement.  The  first  part  is  to  organize,  train,  equip,  and 
deploy  capable  Special  Operations  Forces  (SOF)  to  serve  combat¬ 
ant  commanders  around  the  world.  In  this  case,  serving  combat¬ 
ant  commanders  includes  coordinating  with  ambassadors,  U.S. 
Country  Teams,  and  other  agencies  around  the  world. 

Special  Operations  Command  was  created  by  an  act  of 
Congress,  uniquely  so  among  the  nine  combatant  commands.  We 
were  afforded  certai n  authorities  and  a  budget.  As  the  Commander 
of  Special  Operations  Command,  I  have  combatant  commander 
authorities,  as  you  would  expect.  I  also  have  many  service  chief¬ 
like  authorities,  military  department  secretary-like  authorities,  and 
head  of  defense  agency-like  authorities  with  respect  to  research, 
development,  and  acquisition  authorities. 
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We  can  invent  our  own  technologies.  We  can  come  up  with 
the  idea,  invest  in  the  R&D,  and  field  the  technology — all  within 
the  authorities  of  Special  Operations  Command.  Those  authorities 
were  intended  to  streamline,  simplify,  and  enable  us  to  field  items 
more  quickly  than  other  agencies  of  our  government  can,  includ¬ 
ing  the  Services.  We  are  almost  at  that  point,  and  although  we  are 
still  beholden  to  processes  and  certifications  by  the  Services,  we 
do  have  flexibility  that  other  organizations  do  not  have. 

A  jewel  of  Special  Operations  Command  is  the  budget  that  I 
am  specifically  provided  by  the  Congress — for  investing  in  opera¬ 
tions  that  are  peculiar  to  Special  Operations — materials,  services, 
and  supplies.  It  is  provided  to  me  directly  and  then  monitored  so 
that  I  do  the  right  things  with  it. 

The  second  part  of  our  mission  is  to  plan  and  synchronize 
operations  against  terrorist  networks.  This  part  of  the  mission  is 
derived  from  the  Unified  Command  Plan,  signed  by  the  President. 
That  document  assigns  each  of  the  combatant  commanders  roles 
and  missions.  It  says  the  Commander  of  the  United  States  Special 
Operations  Command  is  the  lead  combatant  commander  for 
planning,  synchronizing,  and,  as  directed,  conducting  operations 
against  terrorists  and  terrorist  networks  globally. 

What  does  that  mean?  We  had  to  figure  it  out  as  we  went 
along.  It  evolved  from  a  statement  by  Secretary  Rumsfeld  at  a 
press  conference  in  2003  in  which  he  said,  "I  hereby  designate 
the  United  States  Special  Operations  Command  as  the  supported 
command  in  the  Global  War  on  Terrorism."  He  did  not  tell  us 
what  he  meant  by  that,  and  he  did  not  tell  anybody  else  that  they 
were  supporting. 

We  codified  this  language  in  the  Unified  Command  Plan.  So 
what  does  it  mean  to  plan,  synchronize,  and,  as  directed,  conduct 
Department  of  Defense  operations?  We  must  consider  not  just 
Special  Operations  but  Department  of  Defense  operations  in  a 
Global  War  on  Terrorism.  What  it  has  come  to  mean  over  time  is 
that  every  day  we  plan  operations.  The  strategic  plan  you  will  see 
today  is  a  manifestation  of  that  directive. 
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Every  day  we  synchronize  plans — not  operations.  We  syn¬ 
chronize  plans  and  planning  at  Special  Operations  Command, 
and  that  is  a  distinction  that  we  have  grown  comfortably  into 
through  a  series  of  battle  rhythm  events,  global  synchroniza¬ 
tion  conferences,  and  daily  video  teleconferences  with  all  of  the 
combatant  commanders.  The  interagency  plays  a  part  in  a  robust 
way.  Every  morning  down  in  Tampa,  about  120  interagency 
representatives  come  to  work  on  our  compound,  and  about  70 
Special  Operations  representatives  go  to  work  in  other  agencies 
of  government.  That  is  an  example  of  synchronization  of  plans 
and  planning  to  address  the  Global  War  on  Terrorism.  Whoever 
is  responsible  for  executing  the  plan  synchronizes  the  operations 
themselves,  if  you  are  a  combatant  commander  wondering  what 
United  States  Special  Operations  Command  is  doing  synchroniz¬ 
ing  operations  globally. 

The  following  list  shows  the  core  activities — and  that  is  the 
legal  term — of  the  Special  Operations  Command  related  to 
Special  Operations.  We  do  not  claim  ownership  of  any  of  them; 
we  claim  niche  tasks  specific  to  Special  Operations  in  all  of  them. 
The  core  activities  that  we  have  invested  our  resources  in  since 
we  were  created  almost  21  years  ago  are: 

1.  Counterproliferation  of  Weapons  of  Mass 
Destruction:  Actions  taken  to  locate,  identify, 
seize,  and  destroy  or  capture,  recover,  and  render 
such  weapons  safe. 

2.  Counterterrorism:  Actions  intended  to  respond  to 
or  preempt  terrorist  activity  against  us,  including 
offensive  measures  taken  to  prevent,  deter,  and 
respond  to  terrorism. 

3.  Special  Reconnaissance:  Battlefield  information 
gathering  for  specific  target  development,  al  lowi  ng 
SOF  to  acquire  information  about  the  capabilities, 
intentions,  and  activities  of  an  actual  or  potential 
enemy. 
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4.  Direct  Action  Operations:  Raids  and  assaults  that 
are  peculiar  to  Special  Operations  and  are  usually 
smaller  and  more  surgical  than  other  forces, 
including  short-duration  strikes  and  other  small- 
scale  offensive  actions  taken  to  seize,  destroy, 
capture,  recover,  or  inflict  damage  in  denied 
areas. 

5.  Unconventional  Warfare:  A  broadly  misunder¬ 
stood  term  and  clearly  not  the  opposite  of  con¬ 
ventional  warfare;  specifically,  those  operations 
normally  of  long  duration  and  conducted  by,  with, 
and  through  indigenous  or  surrogate  and  paramil¬ 
itary  forces  of  other  nations  for  purposes  of  mutual 
benefit  and  interest. 

6.  Foreign  Internal  Defense  (FID):  U.S.  participation 
i  n  the  programs  of  a  foreign  government  to  free  and 
protect  its  society  from  subversion,  lawlessness, 
and  insurgency.  This  normally  is  training  actively 
with  foreign  forces  in  their  country. 

7.  Civil  Affairs  Operations:  Activities  that  establish, 
maintain,  influence,  or  exploit  relations  between 
military  forces,  civil  authorities,  and  the  civilian 
population. 

8.  Information  and  Psychological  Operations: 

Designed  to  convey  selected  information  to  influ¬ 
ence  the  behavior  of  foreign  governments,  orga¬ 
nizations,  groups,  or  individuals;  truth-telling  for 
a  purpose. 

9.  Synchronizing:  Directing  forces  in  time,  space, 
and  purpose  to  achieve  maximum  effect. 

Note  that  FID  [Item  6]  focuses  on  enhancing  the  internal 
security  of  other  nations,  primarily  through  unit-to-unit  engage¬ 
ment  and  training  events.  Most  of  our  activities  around  the  world 
are  in  the  category  of  foreign  internal  defense.  They  could  involve 
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a  Special  Forces  A-team,  a  SEAL  platoon,  or  some  other  small 
tactical  element  of  our  force  working  in  a  remote  place  with  a 
handful  of  counterparts.  We  send  the  best  available  unit;  the  host 
nation  handpicks  its  participants  because  this  is  the  most  presti¬ 
gious  training  that  they  will  get  all  year.  Very  important  relation¬ 
ship  building  occurs  during  these  foreign  internal  defense  events. 
Special  Operations  Command's  forces  are  in  about  61  countries, 
and  about  30  of  those  countries  relate  to  FID. 

Civil  affairs  operations  [Item  7]  represent  the  softer  side  of 
warfare:  nation  building  and  humanitarian  assistance.  Under 
the  umbrella  of  civil  affairs  operations,  we  do  not  paint  schools 
and  dig  wells,  but  we  help  determine  which  schools  need  to  be 
painted  and  where  the  wells  should  be  dug.  We  normally  con¬ 
tract  with  local  forces  to  do  that  so  everybody  wins. 

Information  operations  [Item  8]  will  be  the  subject  of  much 
greater  discussion  later  in  this  forum.  Information  operations  are 
primarily  designed  to  interrupt  or  influence  adversary  systems 
and  networks  while  protecting  our  own.  I  describe  psychological 
operations — another  broadly  misunderstood  term — as  truth-tell¬ 
ing  to  influence  behavior  in  the  population  that  has  been  selected 
for  that  operation.  Generally,  this  new  behavior  is  intended  to 
prevent  bad  acts  from  occurring. 

I  talked  about  synchronizing  Department  of  Defense  efforts 
in  the  GWOT.  What  I  left  out  is  counterproliferation  of  weapons 
of  mass  destruction.  That  is  at  the  top  of  the  list  because  failure 
to  prevent  proliferation  has  the  most  significant  consequence — 
the  highest  regret  factor,  if  you  will.  It  is  interdiction  of  supplies, 
materials,  precursors,  weapons  systems  at  the  point  of  storage, 
somewhere  in  transit,  or  at  the  point  of  receipt  with  specialized 
skills  to  render  those  items  safe  as  they  are  interdicted.  That  is  the 
menu  to  which  we  apply  our  intellectual  capital,  our  people,  and 
our  money. 

CONPLAN  7500 

The  purpose  of  Special  Operations  is  typically  to  gain  access 
and  establish  relationships  in  countries  where  we  have  a  par¬ 
ticular  interest.  Considering  those  who  wish  to  do  us  harm,  we 
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have  to  isolate  that  threat,  defeat  that  threat,  and  then  prevent  the 
reconstitution  and  reemergence  of  that  threat. 

As  Figure  1  shows,  we  start  with  a  friendly  association  of 
people  and  organizations.  We  call  this  the  Global  Combating 
Terrorism  Network.  FHowever,  there  is  no  such  thing.  If  I  ask  a 
room  full  of  people  to  raise  their  hands  if  they  are  a  member 
of  the  Global  Combating  Terrorism  Network,  they  generally  do 
not  know  what  I  am  talking  about.  Clearly,  military  organizations 
feel  that  they  are  part  of  that  network.  Other  agencies  of  govern¬ 
ment  feel  it  to  varying  degrees.  Partners  in  the  Global  War  on 
Terrorism — some  by  treaty,  some  by  coalition  membership,  some 
by  simple  agreement  of  goals — are  members,  as  are  nongovern¬ 
mental  organizations  and  the  global  industry.  I  would  say  that  the 
network  is  a  loose  association  of  organizations  that  share  a  goal 
of  contributing  to  a  planet  that  is  inhospitable  to  terrorist  activi¬ 
ties.  That  is  all  it  is.  Everybody  contributes  in  their  own  way,  some 
more  formally  than  others. 

TWO  APPROACHES 

This  friendly  environment  can  get  at  the  enemy  or  adversary 
in  two  ways.  We  call  them  approaches:  the  direct  approach  and 
the  indirect  approach.  We  have  divided  them  into  five  lines  of 
operation,  a  doctrinal  term  for  a  series  of  actions.  The  lines  within 
"Isolate  the  Threat"  connote  violence  (Figure  1 ).  These  direct  lines 
of  operation  are  disrupting  violent  extremist  organizations — that 
is  the  polite  way  of  saying  capture,  kill,  interdict,  and  disrupt  ter¬ 
rorists  and  terrorist  networks  to  prevent  them  from  harming  us 
in  the  near  term — to  deny  access  to  and  use  of  weapons  of  mass 
destruction  by  violent  extremist  organizations,  many  of  whom 
have  declared  their  intent  specifically  to  acquire  and  use  weap¬ 
ons  of  mass  destruction  to  kill  great  numbers  of  people  in  the  U.S. 
and  in  other  nations  with  whom  we  are  partnered.  These  lines  of 
operations  are  conducted  largely  by  the  military;  certainly,  the 
DoD  is  in  the  lead  for  the  direct  approach.  The  direct  approach  is 
urgent,  necessary,  chaotic,  and  kinetic,  and  the  effects  are  mostly 
short  term. 
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In  the  indirect  approach,  we  enable  partners  to  combat  vio¬ 
lent  extremist  organizations  by  contributing  to  their  capabilities 
through  training,  equipment,  transfer  of  technology,  war  games, 
etc.  DoD  is  not  the  lead  agent  for  deterring  tacit  and  active  sup¬ 
port  for  violent  extremist  organizations  where  the  government  is 
either  unwilling  or  unable  to  remove  terrorist  sanctuaries,  nor  for 
eroding  the  underlying  support  and  getting  at  the  root  causes  of 
terrorism — the  economic  depression,  the  extremism,  the  intimi¬ 
dation  that  contribute  to  the  development  of  terrorists  and  enable 
recruiting  and  other  terrorist-related  activity.  Other  agencies  of 
our  government,  international  organizations,  and  other  nations 
need  to  lead  this  effort.  DoD  admittedly  has  a  greater  capacity 
to  do  those  sorts  of  things  than  most  of  the  other  agents  of  our 
government. 

It  is  probably  fair  to  say  that  we  are  leading  the  direct  approach 
from  the  front,  and  we  are  leading  the  indirect  approach  from 
behind.  We  are  providing  powerful  support  to  other  agencies  to 
undertake  these  efforts,  particularly  enabling  partners  to  combat 
violent  extremist  organizations.  These  efforts  are  urgent  and  nec¬ 
essary.  They  are  decisive  in  their  impact.  They  buy  time  to  have 
their  decisive  effect.  We  will  not  kill  our  way  to  victory,  nor  talk 
our  way  to  victory.  We  will  behave  our  way  to  success  in  a  global 
campaign  against  terrorism. 

These  efforts  shape  and  stabilize  the  environment,  which 
impacts  the  enemy  in  the  long  term.  People,  units,  and  capabili¬ 
ties  cannot  be  categorized  as  direct  or  indirect;  only  activities 
can  be  categorized  as  direct  or  indirect  and  only  at  the  time  that 
they  are  occurring.  Sometimes  they  are  intertwined  and  occurring 
simultaneously  (Figure  1). 

A  great  example  is  what  Special  Operations  forces  are 
doing  on  most  days  in  Iraq  and  Afghanistan:  training  with  the 
Afghan  National  Army,  Afghan  National  Police,  and  Iraqi  Special 
Operations  Forces  at  a  very  high  level — conducting  raids  and 
assaults  with  them  as  well  as  eating,  sleeping,  living,  working, 
planning,  and  fighting  with  them.  When  these  forces  fight,  it  looks 
like  the  direct  approach.  They  look  like  us,  they  move  like  us,  they 
shoot  like  us,  they  hop  in  and  out  of  High  Mobility  Multipurpose 
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Wheeled  Vehicles  (HMMWVs)  like  us,  they  separate  the  non- 
combatants  from  the  combatants,  and  take  all  of  the  actions  to 
meet  the  objective.  Through  night-vision  video,  you  cannot  tell 
them  from  us.  It  looks  like  disrupting  violent  extremist  organiza¬ 
tions  when  they  burst  into  a  house  and  apprehend  the  bad  guys 
in  that  house.  The  ultimate  effect  is  enabling  partners  to  combat 
violent  extremist  organizations  themselves  so  that  eventually  we 
can  leave — and  they  will  have  the  capability  to  control  their  own 
destiny.  That  intertwining  happens  several  times  a  night,  in  several 
places  across  Iraq  and  Afghanistan,  and  it  consumes  most  of  our 
force  on  any  given  day.  I  want  to  emphasize  that  these  are  the 
decisive  effects.  Disrupting  violent  extremist  organizations  has 
had  a  powerful  effect  in  Iraq,  in  particular,  and  we  are  seeing  a 
dramatic  withering  of  al  Qaeda's  capability. 

In  Iraq,  the  emphasis  has  got  to  be  on  unrestricted  warfare, 
which  is  exactly  the  focus  of  this  symposium  and  of  the  major 
discussion  that  we  are  having  across  DoD  and  across  the  world 
on  irregular  warfare,  and  it  is  a  fundamental  way  ahead  for  the 
Department  of  Defense.  SOCOM's  role  in  Homeland  Defense  is 
to  treat  it  as  an  away  game,  not  as  a  home  game.  SOCOM  is  less 
concerned  about  aspects  related  to  the  continental  U.S.  in  this 
plan. 

OPERATIONAL  METRICS 

In  action,  Figure  2  illustrates  what  I  just  talked  about.  Figure  2 
is  what  I  call  the  7  by  7  model:  7  months  by  the  7th  Special  Forces 
Croup  (Airborne)  out  of  Fort  Bragg,  North  Carolina,  and  com¬ 
manded  by  a  SF  Colonel.  At  this  time,  it  was  Colonel  Ed  Reeder, 
who  was  on  his  fourth  consecutive  rotation  to  Afghanistan  with 
the  same  headquarters.  He  had  a  force  of  about  2,400  people, 
Combined  Joint  Special  Operations  Task  Force-Afghanistan,  from 
March  through  September  2007.  They  conducted  2,882  opera¬ 
tions,  where  the  operation  was  expected  to  be  nonkinetic,  with 
no  anticipation  of  an  exchange  of  gunfire. 

They  did  anticipate  an  exchange  of  gunfire  2,41  6  times,  where 
they  killed  3,41 6  enemies.  They  also  treated  50,005  local  nation¬ 
als  in  medical,  dental,  and  other  kinds  of  clinics.  By  the  way,  the 
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humanitarian  projects  listed  in  Figure  2  have  huge  impact  on  the 
people.  They  dropped  1 .4  million  pounds  of  aid  and  supplies  in 
places  that  would  not  have  otherwise  received  any  supplies. 

Combined  Joint  Special  Operations  Task  Force 

Led  by  7th  SFG(A)  From  01  Mar  07  ^  30  Sep  07 


OPERATIONAL 

METRICS 

Total  Operations: 

5,351 

Kinetic  Ops: 

2,469 

Non-Kinetic  Ops: 

2,882 

Troops  in  Contact: 

506 

Weapons  / 

Total  EKIAs: 

3,416 

AMMO  Caches: 

293 

Detainees: 

83 

Medical/Veterinarian 

Public  Affairs 

Civil  Action  Projects: 

84/16 

Press  Releases: 

201 

Local  Nationals  Treated: 

50,005 

Psychological  Ops 

Total  Medical  Evac  OPS: 

177 

Missions: 

957 

Civil  Affairs  Ops: 

484 

Print  Products: 

1,650,178 

Air  Drops/  Qty 

859/1.389  Mil  lbs 

Leaflets  Dropped: 

912,619 

Civil  Engineering  Projects 

Kaito  Radios: 

7,970 

Complete: 

85  ($1,498,932) 

CJSOTF -  A 

Current: 

47  ($910,739) 

Radio  Stations: 

19 

Pending: 

35  ($845,493) 

Radio  Broadcasts: 

1,480 

Afghans  Employed: 

1,347 

Novelty  Items: 

168,212 

Shuras  Conducted: 

304 

USAID  Projects 

Key  Leader  Engagement 

953 

Complete: 

14  ($982,000) 

Ongoing: 

9  ($690,000) 

Figure  2  Operational  Metrics  -  Seven  Months  in  Afghanistan 

They  established  19  radio  stations  for  psychological  opera¬ 
tions  capability  and  action.  To  make  sure  that  someone  would 
be  listening  to  those  radio  stations,  they  distributed  almost  8,000 
radios.  It  is  an  exaggeration,  but  when  these  guys  go  out,  they  set 
up  three  tables — the  first  table  is  food,  and  everybody  runs  to  the 
food  line.  If  the  second  table  is  medical  supplies,  everybody  gets 
out  of  the  food  line  and  gets  into  the  medical  line.  If  the  third  table 
is  radios,  everybody  gets  out  of  the  medical  line  and  gets  into  the 
radio  line  because  what  they  are  really  starving  for  is  communi¬ 
cation.  This  was  an  interagency  operation  in  partnership  with  the 
U.S.  Agency  for  International  Development  (USAID),  which  has 
capability  but  not  great  capacity.  SOCOM  was  in  a  supporting 
role  supplying  USAID.  You  can  see  the  level  of  engineering  proj¬ 
ects.  These  are  culverts,  bridges,  and  school  houses — all  tremen¬ 
dously  important  in  the  places  where  they  go. 
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That  force  of  about  2,400  people  employed  1,347  Afghans. 
They  became  dominant  players  in  the  local  economy  in  these 
remote  places  where  they  were — an  A-Camp  or  a  firebase  in 
Afghanistan,  typically  in  the  middle  of  nowhere,  at  risk,  and 
behind  barricades  and  barbed  wire.  Living  inside  that  camp  were 
15  to  20  Americans,  100  Afghan  police  or  security  forces,  and  a 
handful  of  interagency  representatives  who  were  there  for  intel¬ 
ligence  or  aid  purposes.  The  soldiers  who  lived  in  that  A-Camp 
left  that  base  every  day.  For  example,  a  shura  is  an  organized 
meeting  of  local  leaders  that  takes  place  at  a  predetermined  place 
and  time.  A  Special  Forces  A-Team  commander  shows  up,  a 
mid-twenties  captain  with  a  huge  responsibility,  who  negotiates 
with  these  leaders  for  any  number  of  things:  "Flow  can  we  help? 
Flow  can  we  engage?  What  do  you  know  that  we  might  want  to 
know?" 

The  captains  went  to  those  meetings  304  times  in  seven 
months.  In  addition,  there  were  less  formal  meetings,  where  mili¬ 
tary  on  a  routine  patrol  would  stop  in  a  village  and  talk  to  the 
village  elder.  There  were  953  of  these  meetings.  A  total  of  1,257 
engagements  with  local  leaders  in  the  course  of  seven  months 
kept  them  busy.  This  mixture  of  threat  isolation  and  the  increase 
of  friendly  freedom  emphasizes  my  point  that  it  is  not  units  or 
people  that  are  following  the  path  of  one  line  of  operation  or 
another  (direct  or  indirect);  it  is  their  intertwining  actions  that 
have  a  powerful  effect  on  the  battlefield  (Figure  1 ). 

PRIORITIES 

I  am  going  to  go  quickly  through  my  priorities,  which  I 
have  listed  in  Figure  3,  because  it  lets  me  highlight  a  couple  of 
other  things.  Every  commander  has  priorities.  I  have  told  the 
people  at  my  command  if  they  are  going  to  copy  one  thing  and 
put  it  under  glass  on  their  desktop,  this  is  it.  This  is  one,  two, 
three — A,  B,  C — mission,  people,  stuff.  That  is  the  way  we  are 
addressing  things  at  our  command. 
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Deter,  Disrupt,  Defeat  Terrorist  Threats 

•  Plan  and  Conduct  Special  Operations 

•  Emphasize  Culturally  Attuned  Engagement 

•  Foster  Interagency  Cooperation 

Develop  &  Support  Our  People  &  Families 

•  Focus  on  Quality 

•  Care  for  Our  People  and  Families 

•  Train  and  Educate  the  Joint  Warrior/Diplomat 

Sustain  &  Modernize  the  Force 

•  Equip  the  Operator 

•  Upgrade  SOF  Mobility 

•  Obtain  Persistent  Intelligence,  Surveillance, 
and  Reconnaissance 


Figure  3  Priorities 

Cultural  Engagement:  Project  Lawrence 

Under"Deter,  Disrupt,  and  DefeatTerroristThreats"  in  Figure3, 
I  want  to  highlight  cultural  engagement.  I  do  not  mean  sprinkling 
language  dust  and  culture  dust  on  the  masses;  I  mean  making 
people  expert  so  that  they  can  engage.  The  measure  of  success  is 
not  75%  accuracy  in  machine  translation;  the  measure  of  success 
is  exchanging  photographs  of  their  families  after  several  years  of 
engagement  with  the  same  people  in  the  same  place. 

I  am  embarking  on  what  I  call  Project  Lawrence.  We  need 
our  Lawrence  of  Arabia,  our  Lawrence  of  Pakistan,  our  Lawrence 
of  Paraguay,  our  Lawrence  of  Indonesia,  and  our  Lawrence  of 
Mali — and  we  are  woefully  inadequate  as  a  department  at  devel¬ 
oping  and  sustaining  those  kinds  of  people.  All  of  our  systems 
actually  discourage  it. 

When  it  comes  to  fostering  interagency  cooperation,  I  cannot 
solve  interagency  cooperation,  but  I  can  contribute  my  share  to 
the  interagency  cooperation  challenge.  It  is  much  better  than 
it  has  ever  been  by  a  long  shot.  The  farther  you  get  away  from 
Washington  or  Tampa,  the  better  it  is.  As  people  are  focusing  on 
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what  is  going  to  happen  that  day  and  that  week,  policy  tends 
to  stay  out  of  it.  Even  within  policy,  we  are  seeing  much  higher 
levels  of  cooperation  than  we  have  ever  had.  I  do  not  buy  the 
horror  stories  about  interagency  cooperation;  I  think  it  is  pretty 
good  but  just  needs  to  be  better.  What  we  are  seeing  is  what  I  am 
calling  second-  and  third-generation  interagency  contact.  People 
who  worked  together  in  one  place  in  the  world  are  reporting 
someplace  completely  different  and  finding  former  colleagues.  It 
has  had  a  powerful  effect.  In  another  1  5  or  20  years,  this  will  just 
be  the  way  it  always  was. 

Equipment 

I  will  talk  about  the  third  priority  in  Figure  3,  "Sustaining  and 
Modernizing  the  Force,"  particularly  the  equipment,  because  the 
technology  resides  in  the  equipment.  We  must  equip  the  opera¬ 
tors  to  fight  and  survive  in  the  environments  in  which  we  ask 
them  to  work.  We  need  the  technological  edge  and  survivabil¬ 
ity  in  virtually  all  that  we  do — in  night  operations,  in  maritime 
operations,  and  in  the  full  range  of  optics. 


"What  I  want  to  highlight  here  is  this  cultural  engagement. 
I  do  not  mean  sprinkling  language  dust  and  culture  dust  on 
the  masses;  I  mean  making  people  expert  so  that  they  can 
engage." 


We  used  to  think  of  SOF  mobility  mostly  as  aviation,  but 
more  and  more  now,  it  is  ground-based  mobility.  Those  of  you 
who  are  familiar  with  Army  Special  Forces  know  that  not  too 
many  years  ago,  of  our  five  Special  Forces  Groups,  only  one  was 
mounted.  Only  one  was  even  assigned  vehicles.  Now,  everybody 
is  mounted.  We  have  got  some  sort  of  an  advanced  vehicle  for 
about  every  four  soldiers  in  our  organization.  We  are  purchasing 
the  RG31  and  the  RG33  medium-mine  protective  vehicles  as  fast 
as  we  can. 
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We  fielded  45  RG31s  to  Afghanistan  just  before  Christmas. 
They  were  out  to  the  camps  and  operational  by  about  the  end 
of  January.  We  are  now  down  to  43;  two  of  them  were  totally 
destroyed  by  lEDs  [improvised  explosive  devices].  Eight  people 
were  involved,  and  all  eight  are  alive.  If  they  had  been  in  any 
other  vehicle,  we  would  have  lost  eight  soldiers. 

The  final  priority  listed  in  Figure  3  is  obtaining  persistent  ISR 
[intelligence,  surveillance,  and  reconnaissance].  I  am  learning 
that  the  platforms  are  essential,  but  the  bottlenecks  are  not  in 
platforms — they  are  mostly  in  people.  It  is  people  who  are  trained 
to  operate  and  analyze  the  products  of  these  systems;  it  is  ramp 
space,  hangers,  bandwidth,  and  training  areas.  It  all  contributes 
to  ISR  capability  and  capacity. 

All  of  these  need  to  move  together.  As  one  falls  behind,  it 
slows  down  the  whole  ISR  system.  So  we  are  investing  heavily 
in  these  things,  and  I  have  testified  to  Congress  and  others  that 
persistent  ISR  systems  are  our  number  one  priority  within  the 
Department.  ISR  contributes  to  force  protection,  it  contributes  to 
battlefield  awareness,  and  it  enables  the  people  in  these  remote 
camps  to  determine  dominant  terrain.  You  do  not  know  where 
the  enemy  is,  so  you  move  out;  when  you  take  your  first  round, 
you  find  out  where  the  enemy  is.  Now  we  can  move  to  tactical 
dominance  rather  than  move  to  contact  if  we  have  the  right  sen¬ 
sors  over  the  battlefield. 

ISR  is  a  very  important  capability  in  the  manhunting  piece  of 
what  we  do.  You  have  all  seen  that  bit  about  the  reversing  of  the 
triangle:  find,  fix,  and  finish.  It  used  to  be  easy  to  find  and  harder 
to  finish.  Now  it  is  harder  to  find  but  much  easier  to  finish.  In  the 
manhunting  piece,  the  specific  application  of  all  kinds  of  sensor 
systems — overhead  sensor  systems,  ground  sensor  systems,  and 
human  sensor  systems — is  essential  to  finding  an  elusive  enemy 
who  is  living  and  hiding  within  the  local  population.  That  is  much 
of  what  has  eroded  al  Qaeda's  capability  in  Iraq  over  the  last  three 
or  four  years. 
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QJscA  SESSION  WITH  ADMIRAL  OLSON 

What,  in  your  opinion,  is  the  major  priority  concerning  personnel 
development? 

I  ADM  Eric  Olson  -  SOCOM's  nine  areas  of  responsibility 
require  that  we  train  and  educate  the  warrior/diplomat  (Figure  4). 
You  have  to  train  and  educate  the  warrior,  and  you  have  to  train 
and  educate  the  diplomat.  Many  people  can  do  both  very  well. 
What  we  do  not  have  are  incentives  to  be  great  warriors.  We  do 
not  have  very  many  incentives  within  the  Department  of  Defense 
to  be  great  diplomats. 


Counterproliferation  of  Weapons  of  Mass  Destruction 

Counterterrorism 

Special  Reconnaissance 

Direct  Action 

Unconventional  Warfare 

Foreign  Internal  Defense 

Civil  Affairs  Operations 

Information  and  Psychological  Operations 

Synchronize  DoD  Efforts  in  the  GWOT 


Figure  4  SOCOM's  Areas  of  Responsibility 

Our  promotion  systems  are  wrong,  and  our  schooling  systems 
are  wrong,  but  I  am  taking  that  on.  When  I  identified  training  in 
these  nine  priorities,  I  did  so  to  remind  everybody  that  it  is  very 
important.  I  initially  used  the  term  diplomat,  but  when  I  started 
briefing  it  around,  I  had  a  lot  of  interagency  objection  to  my  use 
of  the  word.  I  have  decided  now  that  I  really  like  it.  It  is  exactly 
the  right  word.  The  power  here  is  that  it  reminds  our  people  that 
they  really  are  diplomats.  They  will  go  places  that  other  agencies 
will  never  go.  They  will  meet  people  and  work  with  them  in  a  way 
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that  other  agencies  never  will  and  for  a  sustained  period  of  time. 
They  will  work  over  years  in  a  career  in  a  way  that  other  agencies 
will  never  reach.  That  makes  them  diplomats,  like  it  or  not.  So 
they  have  got  to  strap  that  on  as  part  of  their  mindset. 


What  challenges  are  faced  with  military  and  industry  relations? 


^  ADM  Eric  Olson  -  A  lot  of  challenges  exist,  and  in  many  cases, 
industry  prefers  not  to  be  closely  associated  with  military  activity. 
It  works  against  them.  If  that  is  the  case,  then  we  have  got  to  bring 
them  in  around  the  edges,  learn  from  them,  and  let  us  enable 
them.  I  think  we  are  moving  down  that  road  slowly.  We  have  got 
good  contacts — at  least,  we  have  had  good  conversations — with 
industry,  but  we  have  a  long  way  to  go. 


There  is  a  general  reluctance  to  be  closely  associated  with 
military  activity.  What  we  are  seeing  is  that  the  more  they  un¬ 
derstand  the  (indirect)  side,  the  closer  the  cooperation.  There  are 
many  instances  now  where  we  are  working  with  nongovernmen¬ 
tal  organizations  in  remote  places  running  medical  and  dental 
clinics.  It  is  a  good  partnership,  and  it  is  hard  to  tell  who  is  who 
once  you  get  them  out  there.  Especially  in  the  medical  field,  there 
are  a  lot  of  people  who  are  looking  for  the  opportunity  to  go  out 
and  do  exactly  that  sort  of  thing.  We  are  their  venue  for  doing 
that.  So  it  is  creeping  up  on  us  in  a  healthy  way.  We  still  have  a 
long  way  to  go,  though. 


.  Sir,  when  you  talked  about  diplomats,  what  is  the  difference 
between  your  conception  of  a  soldier  diplomat  and  what  the 
British  had  in  19th  century  India  with  their  political  officers?  One  of  the 
things  that  made  the  British  political  officer  so  successful  is  that  he  lived 
with  the  tribes,  say  theBashtoon,  Northwest  Frontier  Province,  for  an  entire 
career.  How  can  we  develop  a  career  process  that  would  support  that? 


|  ADM  Eric  Olson  -There  is  no  way  we  can  do  it  now  given  our 
current  systems.  That  is  what  I  was  getting  at  when  I  was  talking  of 
Lawrence  of  wherever.  We  do  need  to  be  able  to  steep  people  in 
cultures  and  languages  far  beyond  what  we  are  able  to  do  now.  Just 
when  I  get  a  guy  where  I  want  him  after  four  or  five  consecutive 
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assignments — a  language  school,  an  embassy,  another  agency  of 
government,  etc. — I  guarantee  that  he  is  nonpromotable. 

The  difference  between  a  diplomat  and  a  British  political  offi¬ 
cer  is  that  one  is  an  assigned  position.  We  need  to  understand 
that  all  of  our  soldiers  are  unavoidably  diplomats,  and  they  have 
to  conduct  themselves  accordingly. 

We  talk  about  winning  hearts  and  minds  or  fighting  an  ideo¬ 
logical  battle,  but  I  do  not  fully  subscribe  to  that.  I  think  that  it  is 
much  deeper  than  that,  and  we  have  a  long  way  to  go  before  we 
understand  how  deep  it  is.  It  is  much  less  about  ideology  if  you 
accept  that  the  root  word  of  ideology  is  "idea,"  and  ideas  can  be 
influenced  by  logic.  I  think  that  this  is  really  more  about  geneal¬ 
ogy  and  theology  more  so  than  ideology. 

It  is  about  blood  lines  and  tribal  associations  that  go  back  a 
millennium.  It  is  not  about  what  you  think  but  what  you  believe. 
There  is  a  bridge  between  thought  and  faith  that  we  are  having 
a  hard  time  understanding.  I  think  it  is  going  to  take  people  truly 
steeped  in  the  culture,  who  can  then  coach  us  into  the  kind  of 
thought  that  we  need  to  approach  this  for  the  long  haul. 

I  am  not  saying  that  this  is  missionary  work.  We  are  not  trying 
to  convert  them.  It  is  about  understanding  how  agreeing  to  certain 
behaviors  will  be  of  mutual  benefit. 
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1.2  AL  QAEDA  ON  THE  RUN  OR  ON  THE 
MARCH? 

Bruce  Hoffman 


Six  and  a  half  years  into  the  Global  War  on  Terrorism,  the 
United  States  stands  at  an  important  crossroads.  Certainly  the 
great  progress  that  we  achieved  during  the  initial  phases  of  the 
struggle,  particularly  in  the  first  two  or  three  years,  were  tremen¬ 
dous  achievements.  When  we  liberated  Afghanistan;  when  we 
destroyed  al  Qaeda's  training  camps  and  its  operational  basis  and 
command  and  control  nexus  in  Afghanistan;  when  we  succeeded 
in  killing  and  capturing  75  percent  of  al  Qaeda's  leadership,  at 
least  as  it  existed  on  September  1 1,  2001;  and  when  our  allies 
and  partners  throughout  the  world  apprehended  or  killed  more 
than  four  thousand  al  Qaeda  operatives  are  all  testament  to  this 
progress.  I  think  the  problem  now  is  that,  in  recent  years,  much 
of  what  signals  success  and  progress  has  been  threatened  and, 
in  some  specific  cases,  been  reversed.  Today  al  Qaeda,  which 
once  was  most  definitely  on  the  run,  is  now  arguably  on  the 
march.  This,  at  least,  was  the  conclusion  both  of  the  National 
Intelligence  Estimate  that  was  released  last  July  and  indeed  of  the 
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new  Homeland  Security  strategy  that  was  unveiled  only  the  previ¬ 
ous  October. 

Perhaps  more  important  is  our  ability  to  deter  terrorists  from 
attacking  the  most  desirable  and  lucrative  targets  from  their  point 
of  view,  and  the  most  consequential  targets  from  our  perspective 
have  been  cast  into  doubt.  Eighteen  months  ago,  we  very  fortu¬ 
nately  unmasked  a  plot  by  al  Qaeda  to  simultaneously  bomb  at 
least  seven  American  and  Canadian  airliners  while  in  flight  from 
the  United  Kingdom  to  the  United  States  and  Canada.  This  plot 
was  enormously  significant. 

First,  unlike  the  conventional  wisdom  at  that  time,  this  was 
not  a  plot  by  entirely  independent,  self-radicalized,  self-moti¬ 
vated,  and  self-selected  terrorists  but  rather  a  group  of  individu¬ 
als  commanded  and  directed  by  al  Qaeda  from  its  base  in  South 
Asia.  Second,  much  like  many  other  al  Qaeda  plots  before  9/1 1, 
this  one  involved  a  multi-year  planning  process.  Perhaps  most 
worrisome  though  is  that  this  plot  contradicts  the  belief  prevalent 
at  the  time  that  a  degraded  or  diminished  al  Qaeda  was  capable 
only  of  striking  at  softer,  more  accessible  targets  like  metros,  com¬ 
muter  trains,  hotels,  and  tourist  destinations.  This  attack,  however, 
was  directed  against,  arguably,  the  most  internationally  hardened 
target  set  since  9/1 1 :  commercial  aviation. 

Equally  troubling  is  our  ability  to  deter  al  Qaeda  from  attack¬ 
ing  precisely  those  target  sets  that  it  deems  the  most  attractive 
and  most  important.  During  the  months  leading  up  to  this  plot's 
unmasking,  we  captured  at  least  one  of  the  known  al  Qaeda  com¬ 
manders  responsible  for  planning  and  implementing  the  attack. 
We  killed  another  one,  yet,  rather  than  being  derailed,  al  Qaeda 
merely  appointed  a  third  individual — at  the  time  its  operational 
commander  in  Kunar  Province,  Afghanistan,  Abu  Ubaydah  al- 
Masri — to  assume  control  of  this  operation. 

The  state  sponsors  of  terrorism  who  were  once  dormant  and 
cowering  in  the  immediate  aftermath  of  9/11 — particularly  Iran 
and  Syria — are  now  not  only  threatening  but  also  active  in  sup¬ 
porting  and  assisting  terrorist  activities,  not  least  against  our  own 
forces  in  Iraq. 
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Finally,  those  terrorist  groups  with  global  reach,  those  groups 
that  were  not  jihadi  groups,  in  the  aftermath  of  the  9/1 1 ,  attacks 
had  become  quiescent,  had  lain  dormant,  like  Hezbollah,  and 
the  Tamil  Tigersare  now  is  more  active  and  provocative.  How  has 
this  been  able  to  transpire?  How  is  it  that  now  six  and  a  half  years 
into  the  war  on  terrorism  we  are  at  this  crossroads  where  many  of 
our  successes  are  challenged  or,  in  some  cases,  have  been  slowly 
reversed? 

I  think  one  answer  is  that  our  adversaries  have  shown  them¬ 
selves  to  be  enormously  flexible  and  adaptive.  They  have  changed, 
adjusted,  and  demonstrated  an  ability  to  overcome  even  our  most 
consequential  countermeasures.  Our  adversaries  are  almost  like 
the  archetypal  shark  in  the  water  that  has  to  constantly  move  for¬ 
ward  to  survive,  adjusting  and  adapting  its  course  but  nonetheless 
pressing  forward.  The  question  we  have  to  ask  is  how  have  we 
changed?  How  have  we  adapted  and  adjusted?  Certainly  we  have 
undertaken  at  least  two  series  of  massive  bureaucratic  reorgani¬ 
zations  resulting  in  the  creation  of  the  Department  of  Homeland 
Security,  the  Director  of  National  Intelligence,  the  National 
Counterterrorism  Center,  and  of  our  intelligence  community. 
Certainly  we  have  imposed  on  ourselves  ever  higher  levels  of 
security. 

Equally  critically,  we  have  to  ask  to  what  extent  have  we  fun¬ 
damentally  changed  our  mindset  and  approach  given  what  we 
see  are  highly  adaptive  and  highly  evolutionary  adversaries?  In 
this  respect,  what  are  some  of  the  challenges  we  face  in  effec¬ 
tively  countering  the  irregular  warfare  threats  of  the  21st  cen¬ 
tury  that  will  be  so  predominant  in  the  decades  to  come?  In  one 
respect,  I  think  there  is  good  news,  and  a  year  ago  I  might  not 
have  been  quite  so  positive.  What  we  have  seen  is  the  military's 
ability  to  adapt  and  adjust  in  ways  that  would  largely  have  been 
unimaginable  six  and  a  half  years  ago.  The  United  States  military, 
until  very  recently,  has  had  an  overwhelming  conventional  war¬ 
fare  mindset  that  was  based  predominantly  on  an  enemy-centric 
conception  that  employed  mass  firepower  and  maneuver. 

What  we  have  seen  in  recent  years,  what  I  saw  very  clearly 
in  Afghanistan  last  week  with  the  82nd  Airborne,  is  a  shift  in  our 
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military  units  deployed  to  counter  our  regular  adversaries  from 
an  enemy-centric  mind  set  to  a  far  more  population-centric  ori¬ 
entation,  an  orientation  that  is  based  as  much  on  guile  as  it  is  on 
firepower  and  involves  techniques  such  as  human  terrain  map¬ 
ping  (intelligence  based  on  cultural  and  linguistic  understanding), 
anthropological  knowledge,  immense  cooperation  with  host- 
nation  security  forces,  and  understanding  of  the  local  populace. 
This  has  in  turn  strengthened  the  capacity  of  indigenous  forces  to 
face  these  threats. 

Despite  this  major  shift,  further  challenges  remain.  We  need 
to  move  away  from  the  anachronistic  footprint  that  a  conven¬ 
tional  warfare  approach  still  perpetuates.  In  other  words,  in  addi¬ 
tion  to  the  80,000  additional  ground  forces  that  Congress  recently 
allocated  to  the  army  and  marines  to  confront  our  current  chal¬ 
lenges,  we  need  to  build  up  our  training  capacity  and  our  ability 
to  enable  locals  to  better  prepare  to  defend  themselves  against 
these  threats. 

In  this  respect,  Lieutenant  Colonel  John  Nagel  was  absolutely 
right  in  his  formulation.  Rather  than  the  80,000  more  ground 
forces,  he  said  the  money  should  have  gone  to  20  thousand  new 
trainers.  One  of  the  challenges  we  face,  particularly  at  a  time  of 
declining  resources  in  a  military  that  is  already  overstretched,  is 
not  only  to  increase  our  ground  combat  forces  but  also  to  build 
up  the  training  capacity  that  will  in  turn  build  the  capabilities  of 
our  local  allies. 

This  training  will  be  absolutely  essential  to  reduce  the  big  U.S. 
footprint  that  has  often  been  used  by  our  adversaries  against  us 
to  portray  our  nation  building  and  other  humanitarian  assistance 
activities  as  occupation  and  repression.  The  biggest  challenge  we 
face  is  not  so  much  in  the  military  and  not  so  much  in  the  realm  of 
kinetics,  or  even  in  transforming  the  military,  but  in  transforming 
our  ability,  not  just  to  actively  combat  and  engage  terrorists  but  to 
break  the  cycle  of  recruitment  and  regeneration  that  sustains  our 
adversaries. 

One  of  our  main  challenges  is  knowing  the  audience  of  our 
message.  We  are  at  a  point  where  we  realize  this.  However,  we 
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are  still  not  at  a  point  where  we  are  able  to  implement  an  under¬ 
standing  that  fighting  al  Qaeda  and  its  jihadi  confederates  effec¬ 
tively  involves  not  exclusively  killing  and  capturing  them  but  also 
fundamentally  and  indisputably  watering  down  al  Qaeda's  brand. 
Only  in  this  way  can  we  challenge  the  continued  appeal  that 
resonates  from  al  Qaeda  and  the  jihadi  message.  Here  we  face 
enormous  challenges.  Ten  years  ago,  Professor  Gabriel  Weimann 
of  Haifa  University  undertook  a  landmark  study  of  terrorist  use  of 
the  Internet. 

In  1 998,  he  counted  fewer  than  50  terrorist  or  insurgent  groups 
that  had  Internet  sites.  Today,  a  decade  later,  there  are  more  than 
7,000  active  terrorist  and  insurgent  sites.  Beyond  any  measure 
of  doubt,  it  is  very  clear  that  our  adversaries  have  seized  on  the 
Internet,  the  Worldwide  Web,  bulletin  boards,  and  chat  rooms  as 
central  means  of  communicating  their  message  to  an  audience 
that  they  believe  remains  receptive  to  it.  What  have  we  done  in 
response? 

To  our  credit,  the  voice  of  America,  for  instance,  has  devel¬ 
oped  new  Arabic  language  television  stations  like  al  Hura,  new 
Arabic  language  radio  stations  like  al  Sawa,  new  newspapers, 
and  so  on.  What  have  we  done  in  the  critical  area  of  counter¬ 
ing  electronic  communications?  Our  efforts,  in  this  respect,  have 
been  thoroughly  inadequate.  For  example,  to  date,  only  about  six 
percent  of  the  voice  of  American's  budget  is  dedicated  to  Internet 
communications. 

Now  this  is  not  to  say  that  strengthening  television,  radio, 
and  newspapers  is  not  enormously  important  to  appeal  to  the 
elites  as  we  have  traditionally  done  in  our  information  operations. 
However,  we  see  that  terrorists  are  continually  targeting  the  youth 
of  the  world  and  of  countries  that  have  enormous  youth  cultures 
where  at  least  a  third  of  the  population  is  under  1  7  already;  we 
have  to  ask  what  are  we  doing  in  the  critical  arenas  to  coun¬ 
ter  messages  of  hate  and  intoleration  in  countries  that  already 
have  severe  economic  disparity,  political  instability,  and  resource 
deprivation,  exactly  where  terrorists  believe  they  will  find  fertile 
ground  for  their  message. 
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It  was  extraordinary  that  in  an  opinion  piece  that  appeared 
in  the  Wall  Street  Journal  on  September  14th,  the  director  of  the 
broadcasting  board  of  governors  rightly  commended  the  Voice  of 
America's  enormous  contributions  to  the  War  on  Terrorism.  He 
noted  the  newspapers,  but  not  once  in  that  article  was  there  any 
mention  of  what  the  United  States  was  doing  in  terms  of  Internet 
communications  or  the  means  and  the  messages  we  were  direct¬ 
ing  at  the  youth  of  the  world  today.  Publicizing  these  communica¬ 
tions  remains  an  important  challenge. 

Another  challenge  is  adapting  and  adjusting  to  an  evolving 
enemy  while  still  avoiding  falling  behind  the  curve  in  the  changes 
that  we  see  unfolding  in  warfare  and  in  the  nature  of  our  adver¬ 
sary.  We  are  sometimes  fixated  on  current  trends  and  threats  with¬ 
out  looking  ahead.  For  example,  in  recent  years,  considerable 
effort  and  attention  have  been  focused  on  suicide  terrorism,  one 
of  the  main  threats  we  face. 

At  the  same  time,  while  we  have  remained  focused  on  sui¬ 
cide  terrorism,  we  see  in  many  instances  our  adversaries  shifting 
their  tactics  and  weaponry,  using  a  variety  of  standoff  weapons 
such  as  improvised  explosive  devices,  remote  controlled  mor¬ 
tars,  rockets,  and  missiles,  to  also  target  us.  We  may  learn  a  key 
lesson  from  an  event  1 8  months  ago  in  the  second  Lebanese  war, 
where  Hezbollah  did  not  send  one  suicide  bomber  against  either 
the  Israel  Defense  Force  (IDF)  or  against  the  Israeli  population. 
Instead,  they  fired  4,000  missiles  and  rockets  against  the  Israeli 
population  and  arguably  achieved  the  same  degrees  of  fear,  anxi¬ 
ety,  and  intimidation  that  other  terrorist  operations  had  achieved 
in  the  past  with  more  typical  terrorist  means.  Despite  the  success 
of  the  surge  in  Iraq,  we  still  have  not  come  fully  to  grips  with 
some  of  the  repercussions  of  our  involvement  in  that  country. 
Win,  loose,  or  draw  in  Iraq,  what  has  emerged  in  recent  years 
might  be  termed  a  cult  of  the  insurgent.  A  phenomenon  that  will 
inspire  imitation,  replication,  and  the  spread  of  the  techniques 
and  procedures  in  weaponry  that  have  been  used  against  the 
United  States  and  coalition  forces  in  Iraq.  The  historical  parallel 
is  not  so  much  the  bleed-out  phenomenon,  like  the  mujahideen 
from  Afghanistan  in  the  late  1980s  and  early  1990s,  but  more 
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from  Palestine  in  the  1970s.  During  the  Six-Day  War,  a  techno¬ 
logically  advanced,  doctrinally  superior,  better  led,  better  com¬ 
manded  Israel  defense  force  scored  a  lightening  victory  against 
Egypt,  Syria,  and  Jordan. 

In  the  wake  of  that  defeat  and  the  shame  and  humiliation 
that  followed,  the  only  untainted,  credible  military  force  that 
emerged  were  the  Palestinian  commandos.  They  understood  that 
they  could  not  defeat  Israel  on  the  battlefield  in  direct  combat. 
Through  a  long  war  of  attrition,  the  application  of  insurgent  and 
terrorist  tactics,  and  superior  use  of  information  operations,  they 
could  succeed  in  challenging  their  adversary  and  over  time  hoped 
to  demoralize  and  weaken  them. 

I  see  an  enormous  parallel  here  with  Iraq.  Five  years  ago,  the 
technologically  advanced,  doctrinally  superior,  better  led,  better 
commanded  American  and  coalition  forces  swept  aside  Saddam 
Hussein's  conventional  military,  dispatching  even  such  highly 
vaunted  units  as  the  Republican  Guard.  In  the  aftermath  of  that 
defeat  emerged  an  irregular  insurgent  force  with  technology,  in 
many  cases  no  more  sophisticated  than  garage  door  openers  or 
cordless  phones,  that  was  able  to  challenge  what  is  not  only  the 
military  of  the  world's  remaining  superpower  but,  arguably,  the 
most  sophisticated  and  most  technologically  advanced  military 
in  the  history  of  mankind. 

The  ability  of  the  insurgency  in  Iraq  to  inflict  a  degree  of  pain 
and  suffering  that  has  affected  public  opinion  and  the  contours 
of  the  political  debate  in  the  United  States  is  a  lesson  that  future 
adversaries  will  take  from  Iraq.  The  Iraqi  insurgents  have  come 
to  represent  the  catharsis  of  revenge  and  the  empowerment  of 
insurgency  and  violence,  an  asymmetric  form  of  warfare  that  will 
likely  be  replicated  and  repeated  elsewhere.  What  do  we  need 
to  do?  How  do  we  adjust  to  some  of  the  challenges  that  I  have 
described? 

Our  adversary's  ability  to  continue  to  prosecute  this  struggle 
is  a  direct  reflection  of  their  capacity  to  attract  new  recruits  and 
to  replenish  expended  resources.  Our  success  will  depend  fun¬ 
damentally  on  our  ability  to  adapt  and  adjust  to  the  changes  we 
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see  in  our  adversary.  At  the  foundation  of  such  a  dynamic  and 
adaptive  policy  must  be  the  ineluctable  axiom  that  effective  and 
successful  countering  of  both  terrorism  and  insurgency  cannot 
exclusively  be  a  military  endeavor.  It  must  also  involve  parallel 
political,  social,  economic,  ideological,  and  information  activi¬ 
ties  operations. 

To  craft  such  a  strategy  will  critically  depend  on  our  ability  to 
think  like  a  networked  enemy — to  anticipate  how  they  may  act  in 
a  variety  of  situations  aided  by  different  resources.  The  challenge 
we  face  is  to  harness  the  overwhelming  kinetic  force  of  our  mili¬ 
tary  as  part  of  a  comprehensive  strategy  to  counter  our  adversaries' 
ability  to  recruit  and  regenerate  themselves.  This  requires  nothing 
short  of  a  transformation  of  capabilities  across  government — not 
just  within  our  military — to  deal  with  irregular  threats. 

We  have  been  remarkably  successful  in  identifying  threats, 
neutralizing  those  threats,  and  killing  and  capturing  existing  ter¬ 
rorists.  To  have  a  truly  effective  strategy,  however,  involves  look¬ 
ing  across  generations.  They  have  already  been  indoctrinated. 
They  have  already  been  radicalized.  They  are  training,  and  they 
are  arming.  They  are  in  the  process  of  being  deployed.  A  success¬ 
ful  strategy  will  be  one  that  looks  beyond  the  next  generation  to 
the  generation  after  the  next  one:  that  is  to  the  children  and  the 
youth  across  North  Africa,  the  Middle  East,  and  South  Asia.  We 
need  strategy  that  generates  messages  and  compelling  arguments 
and  effectively  disrupts  the  resonance  of  the  terrorists'  message  by 
countering  the  very  arguments  that  they  use  in  their  messages. 

Finally,  the  fundamental  question  we  face  is  how  we  sustain 
this  struggle.  Countering  terrorism  and  insurgency  is  a  decade(s) 
long  endeavor,  not  one  bounded  by  months.  It  will  be  absolutely 
critical  for  our  leadership  to  clarify  the  core  nature  of  the  threat 
that  we  face  and  how  it  varies  region  by  region  and  to  develop  and 
explain  the  global  campaign  plan  that  extends  beyond  the  military 
and  harnesses  all  instruments  of  our  national  power:  diplomatic, 
informational,  economic,  and  our  collective  knowledge. 

It  is  one  that  will  place  equal  emphasis  on  the  hard  power,  the 
kinetics  of  killing  and  capturing,  and  the  soft  power  of  persuasion 
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and  of  countering  the  terrorists'  message.  It  will  also  be  based  on 
a  strategy  that  recognizes  that  we  cannot  have  a  one-size-fits-all 
solution  but  one  that  tailors  approaches  and  policies  to  local  cir¬ 
cumstances  and  conditions. 


Q&A  Session  with  Bruce  Hoffman 


What  challenges  in  the  future  might  we face,  differingfrom  those 
in  the  past? 


|  Bruce  Hoffman  -  The  challenges  we  face  in  the  future  are 
not  the  clean,  neat  ones  that  we  might  have  faced  in  the  past, 
particularly  in  the  realms  of  conventional  warfare.  Rather, 
the  compound  phenomena  we  face  have  insurgents  but  also 
terrorists,  militias,  bandits,  and  common  criminals  who  operate 
both  separately  and  together  and  whose  activities  bleed  into  one 
another. 


In  the  case  of  Afghanistan,  we  already  have  multiple  insur¬ 
gencies  that  are  both  indigenous  and  are  sustained  across  bor¬ 
ders  by  the  insurgents'  ability  to  generate  and  raise  revenue. 
Certainly  the  poppy  cultivation,  that  in  recent  years  has  exploded 
in  Afghanistan,  presents  a  significant  threat  to  everything  that  we 
have  accomplished  because  it  is  a  means  of  bonding  the  popula¬ 
tion  closer  to  insurgents  who  protect  and  advance  the  trade  to 
line  their  own  pockets  and  advance  their  political  cause. 

We  face  a  depressing  situation  similar  to  Colombia.  It  may 
sound  like  I  am  getting  off  the  subject,  but  I  am  not.  This  August, 
al  Qaeda  will  celebrate  its  20th  anniversary.  The  adversaries  that 
are  emerging  today  are  not  flashes  in  the  pan.  They  have  deep 
roots.  They  have  a  legacy  of  changing  and  adapting  to  survive. 

The  FARC  in  Colombia  is  a  perfect  example.  It  was  founded 
in  1 964,  and  it  has  been  able  to  sustain  itself,  even  in  a  changing 
political  dynamic,  because  of  its  heavy  involvement  with  narcot¬ 
ics  cultivation.  The  revenue  that  it  has  been  able  to  attain  has 
created  a  system  of  patronage,  effectively  binding  the  population 
closer  to  them,  to  provide  goods  and  services  almost  as  a  shadow 
government. 
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This  has  been  absolutely  pivotal  in  sustaining  their  struggle. 
Your  question  demonstrates  one  of  the  last  points  I  was  making 
about  the  decades-long  duration  of  this  challenge.  Among  the 
many  challenges  we  have  in  Afghanistan,  poppy  cultivation  has 
to  be  one  of  the  main  ones.  Again,  this  goes  back  to  my  point  that 
it  is  one  that  cannot  only  be  left  to  the  military;  it  has  to  involve 
other  instruments  of  national  power. 

From  my  observations,  both  in  Afghanistan  and  in  Iraq,  that 
is  where  there  are  asymmetries.  We  expect  our  military  to  do  the 
kinds  of  things  that  civilian  agencies  would  have  done  years  ago. 
This  is  partially  a  reflection  of  the  cutbacks  in  resources  we  saw  at 
the  end  of  the  cold  war. 


Did  you  get  a  chance  to  go  to  Joint  Special  OPS  Task  Force 
(J-SOTF)  when  you  were  in  Afghanistan? 


|  Bruce  Hoffman  -  I  was  able  to  get  a  perspective  on  our 
special  operations  in  that  theatre.  I  also  gained  an  understanding 
of  our  adversaries'  strategy  there:  violence  that  increasingly  has 
been  directed  against  the  UN  and  are  the  non-governmental 
organization  (NCOs)  as  well.  This  is  part  of  a  deliberate  strategy 
on  the  part  of  our  adversaries  to  fracture  the  coalition  of  forces 
supporting  the  democratic  Afghan  government. 


One  of  our  perennial  mistakes  is  that  we  believe  our  adversar¬ 
ies  are  devoid  of  a  strategy  and  that  the  violence  they  engage  in  is 
mindless  and  wanton  and  not  in  pursuit  of  specific  goals. 


In  the  beginning  of  our  involvement  in  Iraq,  we  saw  exactly 
the  same  thing  in  August  and  September  2003  when  the  insur¬ 
gents  targeted  the  United  Nations  headquarters  at  the  Canal  Hotel 
to  force  the  United  Nations  out.  They  targeted  the  offices  of  the 
International  Red  Cross  to  get  the  NGOs  out.  They  kidnapped 
and  then  brutally  murdered  individuals  like  Margaret  Hassan,  an 
Anglo  Irish  Iraqi  aid  worker.  Their  goal  was  to  force  other  govern¬ 
ments  and  NGOs  to  abandon  Iraq  and  thereby  to  isolate  the  United 
States  and  to  portray  this  situation  not  as  any  sort  of  humanitarian 
assistance  or  economic  development  effort  but  rather  as  a  mili¬ 
tary  occupation.  That  is  what  I  see  as  one  of  the  key  shifts  going 
on  in  Afghanistan  now.  The  current  insurgent  strategy  is  designed 
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to  split  the  allies,  to  divide  the  United  States,  to  force  out  NCOs 
and  international  organizations,  and  to  attempt  to  replicate  this 
portrayal  of  the  United  States  presence  as  an  occupation. 

One  of  the  biggest  challenges  we  face,  when  violence  specifi¬ 
cally  targets  precisely  what  the  insurgents  see  as  the  weak  link  in 
the  chain,  is  to  push  back  against  it.  Frankly,  the  biggest  problem 
we  face  in  Afghanistan  is  the  importance  of  a  phrase  that  was  once 
only  used  in  the  State  Department  of  "draining  the  swamp." 

In  terms  of  the  efforts  in  governance  and  economic  develop¬ 
ment  in  Iraq,  we  are  addressing  the  draining  of  the  swamp  in 
Afghanistan.  That  is  only  one  side  of  the  coin,  though.  At  least  his¬ 
torically,  we  have  not  seen  any  insurgency  or  terrorist  campaign 
that  has  been  able  to  rely  on  the  use  of  a  sanctuary,  particularly 
a  cross-border  sanctuary.  With  insurgents  that  have  been  able  to 
rely  on  a  government  that  is  tacitly  acquiescent,  the  difficulty  of 
defeating  that  insurgency  is  enormous. 


Their  belief  is  that  time  is  on  their  side  in  whittling  down  the 
allies  in  the  coalition  in  Afghanistan.  A  formidable  challenge  for 
the  U.S.  is  to  buttress  our  alliances  and  to  roll  back  the  violence. 
That  means  thinking  in  terms  of  both  sides  of  the  border. 


What  are  the  major  strengths  and  weaknesses  concerning  our 
security forces? 


|  Bruce  FHoffman  -  Despite  the  wide  disparity  in  troop  strength, 
and  also  the  strength  of  the  Afghan  security  forces,  we  have  been 
successful  in  the  clearing  and  building  part  in  that  country.  We 
have  been  less  successful  in  the  holding.  That  is  because  the 
coverage  of  security  forces  to  population  is  much  lower  than  even 
the  deployments  in  Kosovo  or  in  the  Balkans  during  the  1 990s. 


Secondly,  it  is  also  a  problem  of  governance  in  that  the  prog¬ 
ress  that  we  made  with  the  Karzai  government  and  representative 
government  in  the  early  years  is  now  threatened  by  rising  corrup¬ 
tion.  We  face  compound  problems  that  have  to  be  addressed  like 
the  criminality  of  narcotics  and  endemic  corruption. 


Narcotics  and  corruption  creates  a  population  that  is  very  sus¬ 
ceptible  to  fast  solutions,  even  from  an  oppressive  force  like  the 
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Taliban.  In  many  respects,  Afghanistan  has  been  the  Cinderella 
of  the  War  on  Terrorism,  unfortunately.  That  is  where  this  strug¬ 
gle  started,  but  it  has  not  been  resourced  to  the  extent  needed 
to  succeed.  We  have  done  a  remarkable  job  with  the  available 
resources,  but  the  question  is  whether  to  invest  more  resources 
in  Afghanistan  to  ensure  the  success  of  democracy,  which  is 
critical. 


Is  there  a  call  to  increase  our  special forces? 


|  Bruce  Hoffman  -  If  there  was  a  way  that  we  could  create 
special  forces  quickly,  20,000  more  people  would  be  the  best 
solution.  That  was  President  Kennedy's  vision  of  50  years  ago — to 
have  these  special  forces  be  the  type  of  political  warrior  that  would 
build  capacity  among  host  nation  forces,  have  local  knowledge 
and  linguistic  familiarity,  and  would  leave  this  very  light  footprint 
so  as  not  to  suggest  an  occupation  that  the  big  footprint  of  large 
numbers  of  conventional  forces  can  create. 


The  challenge  we  face  is  that  the  special  operations  forces 
are  stretched  to  the  limit  as  is,  both  in  direct  action  and  in  their 
critical  unconventional  warfare — or  nation  building — mode.  The 
numbers  of  them  available  and  the  training  of  special  forces  is 
just  much  more  complex  and  takes  much  longer.  To  my  mind,  the 
20,000  advisors  is  the  next  best  solution. 

Our  other  main  problem  is  that  we  do  not  have  the  ability 
in  the  civilian  realms  of  government,  in  the  State  Department,  to 
build  up  indigenous  police  forces.  This  is  one  of  the  biggest  chal¬ 
lenges  we  still  face  in  Iraq  and  also  in  Afghanistan. 

The  Afghan  National  Army  is  probably  the  most  highly 
respected  institution  in  the  country.  The  Afghan  National  Police 
force  is  not.  We  can  draw  exactly  the  same  conclusions  in  Iraq. 
We  have  been  very  successful  in  building  up  the  army.  The  police 
there  are  still  inadequate.  Do  not  forget,  2006  was  supposed  to 
be  the  year  of  Iraqi  police,  and  all  those  metrics  failed.  It  is  some¬ 
thing  that  I  think  you  have  to  have  specially  trained  forces  to  do; 
that  is  to  train  police. 
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The  idea  is  to  have  police  officers  that  could  do  this,  but  that 
is  not  the  reality.  We  have  to  turn  to  building  up  a  very  compe¬ 
tent  training  component,  such  as  we  had  in  Vietnam.  Studies  in 
Vietnam  demonstrated  that  specified  trainers  that  stayed  with  a 
unit  over  an  extended  period  of  time,  not  just  rotated  in  six  weeks 
or  three  months  but  actually  stayed  with  those  units  from  the  start 
in  almost  a  mentoring  role,  were  far  more  successful  than  most  of 
the  training  we  do  with  police. 


We  put  them  back  in  an  environment  where  whatever  good 
we  have  achieved  is  often  vitiated  because  they  are  surrounded 
by  corruption.  There  is  no  mentoring.  I  see  this  as  the  long-term 
solution  in  terms  of  facing  the  insurgency  and  terrorist  threats  and 
building  local  capacity.  Partially,  this  has  to  also  build  up  the  local 
ability  to  engage  in  force  protection  of  the  trainers. 


.  What  options  do  we  have,  given  the  fact  that  the  federally 
administered  tribal  areas  have  become  a  sanctuary  in  a  training 
base for  a  variety  of  insurgent  groups,  not  just for  al-Qaeda  ? 


;  Bruce  Hoffman  -That  is  a  good  question  and  a  tough  question. 
I  do  not  have  an  easy  answer  because  the  policies  in  recent  years 
have  led  us  into  a  cul-de-sac. 


For  too  long  one  of  our  fatal  problems  has  been  putting  too 
much  faith  in  President  Musharref,  and  we  are  left  with  a  very  dif¬ 
ficult  situation  today. 


The  challenge  is  careful  response. 


What  do  you  think  we  could  be  doing  better? 


|  Bruce  Hoffman  First,  we  need  to  have  a  coordinated 
message,  which  we  do  not  have  now.  We  already  have  the  plan: 
the  national  strategy  for  combating  terrorism  that  the  National 
Security  Council  released  a  year  ago  in  September.  In  my  view, 
that  was  a  vast  improvement  over  the  2003  version.  I  think  it  said 
all  the  right  things. 


Recognition  that  this  is  not  just  the  military's  solution,  the 
importance  of  information  operations,  the  importance  of  building 
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up  capacity  and  strength  outside  of  the  military,  the  recognition 
that  the  military  is  being  overstretched — all  those  things  were  in 
that  document.  The  main  challenge  that  we  face  is  the  implemen¬ 
tation.  We  know  what  the  problem  is.  We  know  what  the  solu¬ 
tions  are.  We  need  the  national  will  to  implement  them. 

It  is  easy  to  order  the  military  to  change.  The  good  news  is  that 
the  military  has  shown  itself  capable  of  changing.  It  is  the  rest  of 
the  government  that  is  the  main  challenge.  The  State  Department, 
for  example,  still  functions  in  a  world  of  government-to-govern- 
ment  relations  when  governmenl/non-governmental  relations  are 
just  as  important.  It  is  no  longer  sufficient  to  train  foreign  service 
officers  in  just  Urdu,  the  main  language  spoken  in  Islamabad, 
when  you  have  to  know  Pashtun  to  effectively  operate  in  the 
border  areas  far  from  the  capital.  The  bottom  line  is  to  much 
more  aggressively  and  faithfully  implement  the  changes  that  have 
already  been  identified. 


Having  studied  terrorism  and  counterinsurgency  for  so  long, 
and  at  least  episodically  being  involved  in  the  implementation, 
recognizing  the  solutions  is  not  hard.  Implementation  is  the  key. 
That  requires  tremendous  unity  of  effort  and  tremendous  will. 
How  long  do  we  want  to  be  fighting  the  war  on  terrorism?  We  do 
not  want  to  make  this  the  generational  struggle  that  our  adversar¬ 
ies  have  defined  it.  They  have  defined  this  in  epic  terms  precisely 
because  they  know  they  cannot  defeat  us  on  the  battlefield,  but 
they  believe  they  will  fundamentally  wear  us  down.  That  is  the 
greatest  danger  and  why  I  concluded  that  the  biggest  challenge 
we  face  is  not  only  to  sustain  it  but  to  implement  it.  I  think  we 
already  have  a  good  blueprint,  though. 


/^\  ,  If  we  send  a  message  to  the  adversary  that  we  want  it  to  be  short- 
term,  what  domestic  measures  should  we  take  to  keep  our  eyes 
open  to  the  reality  of  the  situation? 


|  Bruce  Hoffman  -  This  is  one  of  the  key  issues,  and  this  is  why 
kinetics  and  military  force  are  so  appealing;  you  can  measure  it. 
It  is  demonstrative,  and  you  can  assess  the  effects.  Even  when  I 
am  talking  about  building  up  an  Internet  capacity,  these  are  not  as 
easily  measured  and  are  not  as  amenable  to  metrics.  This  is  also 
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a  key  area  where  we  have  to  build  the  capacity  among  our  allies 
and  also  have  a  very  light  touch. 

The  point  is  the  difficulty  with  these  other  key  initiatives  and 
approaches  that  do  not  just  rely  on  kinetics  is  that  they  are  not 
amenable  to  metrics.  That  is  part  of  what  we  have  to  understand. 
We  are  a  very  metric-driven  culture,  society,  and  government. 
These  are  long-term  approaches  that  are  going  to  be  measured 
beyond  the  life  expectancy  of  a  presidential  administration  and 
pose  serious  questions  of  sustainment. 

It  is  critical  to  have  a  clear  strategy,  explain  it  clearly  to  the 
public,  and  accept  that  this  is  not  something  that  can  be  easily 
won.  Part  of  that  too  is  looking  at  the  problem  of  terrorism  realisti¬ 
cally  and  more  candidly  than  we  have  looked  at  it.  A  global  war 
on  terrorism  suggests  that  there  is  a  single  adversary  in  a  single 
place  that  we  can  defeat,  as  apposed  to  multiple  adversaries  in 
different  places. 

Terrorism  surfaces  spasmodically,  and  this  is  why  it  affects  us 
so  profoundly  psychologically;  it  is  not  a  continual  threat.  Six  and 
a  half  years  after  the  war  on  terrorism  and  after  9/1 1  began,  there 
is  a  general  conception  that  we  have  done  remarkably  well  and 
that  we  have  defeated  our  adversaries  or  prevented  their  ability  to 
strike.  As  that  airline  plot  shows,  one  single  act  can  vitiate  years 
of  progress. 

Part  of  sustaining  the  struggle  is  educating  the  American 
public.  It  is  building  up  the  psychological  resilience  that  terror¬ 
ism  is  not  a  threat  that  can  be  eliminated,  a  tactic  that  can  be 
defeated,  or  a  phenomenon  that  can  be  abolished.  Yet,  it  been 
described  all  those  ways  in  recent  years  in  the  War  on  Terrorism. 
We  need  to  accept  that  it  is  a  phenomena  of  the  21st  century 
and  that  we  can  certainly  weaken  and  contain  it,  but  we  cannot 
completely  eliminate  it.  Therefore,  I  think  when  we  have  realistic 
expectations,  we  will  not  necessarily  fall  into  the  terrorists'  hands 
of  reacting  in  ways  that,  in  the  long  term,  are  counterproductive. 
We  will  not  become  as  susceptible  to  the  fear  and  anxiety  they 
hope  to  create. 
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,  Thinking  about  what  happened  in  Madrid  and  how  that  affected 
the  Hispanic  election,  andto  the  FARC  in  October 2008,  imagine 
you  are  on  the  other  side.  What  are  you  going  to  do  and  where,  as  a 
terrorist? 


|  Bruce  Hoffman  -  This,  to  me,  is  the  biggest  challenge  right 
now,  and  this  goes  right  back  to  my  point  about  the  sophistication 
of  our  adversaries  information  operations.  What  worries  me 
fundamentally  is  last  year  was  a  banner  year  for  al  Qaeda's 
communications.  Al  Sahab  was  basically  putting  out  an  audio  or 
a  video  every  three  days  and  produced  nearly  1 00  such  releases. 
That  was  more  than  double  the  2006  figure. 

First,  I  do  not  think  you  engage  in  that  type  of  activity  unless 
you  do  not  think  you  have  a  listening  audience  and  a  message 
to  communicate.  By  the  same  token,  you  can  only  talk  so  much; 
you  have  to  back  it  up  with  action.  What  worries  me  is  that,  in  the 
past  two  presidential  elections,  al  Qaeda  has  made  its  presence 
known. 

In  October  2000,  they  attacked  the  USS  Colt,  whether  it  did 
or  did  not  have  an  affect  on  the  election;  nonetheless,  I  think 
it  was  calculated  in  time,  particularly  at  a  moment  when  they 
probably  realized  the  administration  would  be  reluctant  to  do 
something  for  political  reasons  because  of  the  election.  Clearly, 
I  think  bin  Laden's  October  29,  2004  appearance  was  designed 
similarly  to  have  an  influence  on  the  election,  at  least  according 
to  some  observers. 

There  was  a  News  Week  poll  that  showed,  in  the  aftermath 
of  bin  Laden's  appearance,  President  Bush  got  a  six  point  lead 
in  what  had  been  a  neck  and  neck  race  between  President  Bush 
and  Senator  Kerry.  When  they  polled  people,  they  said  it  was 
because  bin  Laden's  appearance  reminded  them  of  the  specter 
of  the  possibility  of  a  terrorist  attack.  In  Ron  Suskind's  book,  The 
One  Percent  Doctrine,  he  quotes  discussions  at  the  CIA  that  said 
this  was  calculated  to  affect  the  election. 

From  the  jihadi  point  of  view,  we  know  that  they  believe  they 
affected  the  2004  outcome  of  the  Spanish  election.  They  certainly 
calculated  the  timing  of  bin  Laden's  appearance.  I  think  even 
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bin  Laden's  appearance  was  designed.  He  did  not  have  a  cam¬ 
ouflaged  jacket  and  an  AK-47.  He  had  robes  and  head  dressing, 
arguably  in  an  attempt  to  look  more  statesmen-like  than  threaten¬ 
ing.  Why  have  we  seen  in  the  past  year  this  tremendous  upsurge 
in  al  Qaeda  communications,  and  what  does  it  mean? 

I  think  that  we  are  entering  the  most  dangerous  period,  in 
the  run  up  to  the  elections.  Why  are  they  so  active  in  terms  of 
their  publicity  last  year?  I  do  not  have  an  answer  to  that,  but  it  is 
remarkable;  we  wonder  how  much  an  organization  can  be  on  the 
run  when  they  have  a  media  arm  that  is  so  active. 

Second,  they  not  only  were  putting  out  these  video  and  audio 
tapes  but  now  have  multiple  lines  of  communication  where  they 
do  not  even  need  al  Jazeera  anymore.  They  are  capable,  in  mul¬ 
tiple  redundant  ways,  of  communicating  throughout  the  world  in 
real  time  and  getting  the  message  out.  Therefore,  you  have  to  ask 
to  what  purpose,  and  is  it  an  attempt  to  influence  the  election. 

Given  their  appearances  and  surfacing  in  the  last  two  elec¬ 
tions,  it  is  not  something  that  I  would  casually  neglect. 
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1.3  IRREGULAR  WARFARE  CHALLENGES 

Thomas  Mahnken 


TRENDS  AND  SHOCKS  TO  NATIONAL 
SECURITY  CHALLENGES 

I  want  to  discuss  the  challenges  that  we  face,  particularly  the 
irregular  warfare  challenges,  and  some  of  the  ways  that  those 
challenges  may  evolve  over  time.  We  face  a  period  characterized 
by  many  diverse  challenges  to  our  country.  The  growth  of  inter¬ 
national  terrorism;  the  development  and  acquisition  of  nuclear, 
chemical,  and  biological  weapons  by  a  growing  number  of  coun¬ 
tries;  the  spread  of  conflict  into  space  and  cyberspace;  and  the 
prospect  of  strategic  state  collapse  all  pose  novel  challenges  for 
decision  makers  in  the  United  States  and  across  the  globe. 

The  Challenge  of  Hybrid  Wars 

For  the  foreseeable  future,  the  United  States,  its  allies,  and 
friends  will  find  themselves  combating  violent  extremist  groups. 
We  will  neither  be  at  peace  nor  fully  mobilized  for  war.  Quite  apart 
from  Iraq  and  Afghanistan,  this  conflict  will  generate  significant 
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demands  for  forces  over  the  long  term.  In  addition  to  the  long 
war,  we  could  face  a  broad  spectrum  of  contingencies,  including 
a  variety  of  irregular  challenges  in  which  enemy  combatants  are 
not  regular  military  forces. 

These  challenges  include  the  potential  use  of  weapons  of  mass 
destruction  and  the  possibility  that  an  adversary  could  disrupt  our 
ability  to  maintain  our  qualitative  edge  and  project  power.  Some 
of  these  conflicts  may  start  and  end  rapidly;  others  may  be  per¬ 
sistent.  In  many,  the  need  for  combat  operations  will  be  paired 
with  the  need  for  stability  and  reconstruction.  To  add  further  com¬ 
plexity,  these  modes  of  warfare  may  appear  not  only  in  isolation 
but  in  combination.  We  are  thus  increasingly  likely  to  face  what 
strategists  are  beginning  to  call  complex  or  hybrid  wars.  Just  as 
we  may  encounter  a  spectrum  of  conflict  types,  we  may  face  a 
variety  of  different  adversaries,  including  insurgent  groups,  states, 
and  transnational  movements  as  well  as  coalitions  between  states 
and  nonstate  actors. 

Trends  and  Shocks 

I  would  like  to  talk  about  trends  and  shocks  in  conflict  in  the 
context  of  the  struggle  against  violent  extremism.  I  am  going  to 
address  five  questions:  Is  this  conflict  in  fact  a  war?  If  so,  what  is 
the  nature  of  this  war?  Given  that  nature,  what  is  the  appropriate 
strategy?  How  might  this  conflict  evolve  over  time?  Finally,  what 
will  victory  look  like? 

Is  this  a  War? 

Now  considerable  attention  has  already  been  given  to  whether 
the  conflict  that  we  face  is  or  should  be  termed  a  war.  Those  who 
oppose  the  use  of  the  label  argue,  with  considerable  justifica¬ 
tion,  that  the  word  war  implies  that  violent  extremism  can  be 
defeated  militarily.  They  also  worry  that  the  term  could  legitimize 
terrorists  as  combatants.  These  points  are  clearly  valid.  Success 
in  this  conflict  requires  not  only  capturing  or  killing  terrorists  but 
also  delegitimizing  their  ideology  and  redressing  the  grievances 
that  spawn  extremist  behavior.  Military  force  has  a  role  to  play 
but  one  that  will  generally  be  subordinate  to  other  instruments  of 
statecraft. 
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I  believe  that  the  current  conflict  is  a  war  in  the  classical  sense. 
For  both  us  and  our  adversaries,  it  is  an  act  of  force  to  compel  an 
enemy  to  do  our  will  in  pursuit  of  larger  political  aims.  It  is  a 
strange  war — a  struggle  waged  by  irregular  forces  with  unconven¬ 
tional  means.  However,  because  it  is  a  violent  clash  of  wills,  it  is 
amenable  to  strategic  analysis — again,  very  much  in  line  with  our 
goal  here  to  pair  strategy  with  analysis  and  technology. 

The  ends  sought  by  the  United  States  are  most  clearly  stated 
in  the  2006  National  Security  Strategy:  to  help  create  a  world  of 
democratic,  well-governed  states  that  can  meet  the  needs  of  their 
citizens  and  conduct  themselves  responsibly  in  the  international 
system.  Our  adversaries,  for  their  part,  clearly  see  themselves  as 
being  at  war  and  are  using  military  force  in  pursuit  of  their  politi¬ 
cal  aims.  These  aims  include  the  elimination  of  groups  that  do  not 
adhere  to  their  extremist  view  of  the  world,  the  overthrow  of  what 
they  see  as  apostate  regimes,  and  the  restoration  of  the  caliphate 
in  the  heart  of  the  Islamic  world.  Although  there  is  disagreement 
among  extremist  leaders  on  the  priority  of  these  aims  and  how 
to  achieve  them,  they  have  no  question  that  these  ends  can  be 
achieved  only  through  force. 


"Just  as  we  may  encounter  a  spectrum  of  conflict  types, 
we  may  face  a  variety  of  different  adversaries,  including 
insurgent  groups,  states,  and  transnational  movements  as 
well  as  coalitions  between  states  and  nonstate  actors." 


What  is  the  Nature  of  this  War? 

This  is  a  strange  war.  This  war's  heroes  attest  to  its  strangeness. 
They  include  not  only  the  men  and  women  of  the  U.S.  armed 
forces  and  the  armed  forces  of  our  allies  and  our  partners  but 
also  policemen  and  firefighters.  They  include  intelligence  offi¬ 
cers  operating  in  remote  regions  and  in  urban  areas  to  penetrate 
and  disrupt  terrorist  networks.  They  include  the  London  ambu¬ 
lance  crew  that  noticed  smoke  coming  from  a  parked  car  and 
thereby  foiled  a  bombing.  They  include  the  numerous  bystanders 
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who  offered  aid  to  the  innocent  victims  of  bombings  in  Madrid, 
London,  Delhi,  Cairo,  Algiers,  and  Amman,  among  others. 

Wars  have  battlefields,  and  this  war  will  unfortunately  have 
more  before  it  is  over.  Some  of  these  battlefields,  such  as  Tora 
Bora  and  Fallujah,  are  rather  conventional.  A  student  of  moun¬ 
tain  or  urban  warfare  would  instinctively  grasp  the  problems  that 
commanders  faced  as  they  fought  these  battles.  If  these  locations 
are  battlefields,  so  too  are  the  site  of  the  World  Trade  Center,  the 
Bali  nightclubs,  the  Madrid  train  station,  and  the  London  under¬ 
ground.  This  war's  battlefields  include  bank  and  financial  net¬ 
works  and  the  Internet  as  well  as  the  mosques,  madrases,  and 
universities  where  extremism  is  cultivated.  What  is  the  nature  of 
this  war?  What  is  the  appropriate  strategy  for  prosecuting  it? 

There  have  been  a  lot  of  catchy  descriptions  of  this  struggle. 
One  that  is  perhaps  more  descriptive  and  maybe  less  elegant  is 
"a  protracted  global,  irregular  conflict."  Each  one  of  these  words 
helps  describe  the  nature  of  the  war,  and  each  one  helps  point  the 
way  to  the  strategy  we  need  to  pursue  to  prevail.  This  war  is  global 
in  scope.  Like  communism  and  fascism  before  it,  extremist  ideol¬ 
ogy  has  transnational  pretensions  and  is  able  to  draw  adherents 
from  across  the  globe.  Like  its  secular  antecedents,  extremist  ide¬ 
ology  offers  nothing  short  of  an  attack  on  the  international  state 
system.  Our  adversaries  do  not  recognize  state  sovereignty,  nor 
do  they  respect  international  boundaries.  Rather,  they  exploit  our 
respect  for  these  norms  for  their  own  purposes. 

Paradoxically,  extremists  use  the  very  instruments  of  global¬ 
ization — the  unfettered  flow  of  information  and  ideas  in  open 
societies  and  the  unfettered  flow  of  goods  and  services,  capital, 
people,  and  technology.  They  use  instruments  coming  from  the 
globalization  they  claim  to  reject  to  further  their  goals.  Although 
driven  by  a  global  ideology,  our  adversaries  are,  in  fact,  a  coali¬ 
tion  of  regional  and  local  extremist  groups  pursuing  regional  con¬ 
flicts  tailored  to  the  specific  circumstances  in  each  region. 

Al  Qaeda  itself  grew  out  of  an  agglomeration,  a  coalition  of 
regional  extremist  groups,  and  al  Qaeda  has,  in  turn,  spawned  a 
series  of  regional  franchises,  including  al  Qaeda  in  Iraq,  al  Qaeda 
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on  the  Arabian  peninsula,  and  al  Qaeda  in  the  Islamic  Maghreb.  It 
also  has  regional  associates,  such  asjemaah  Islamiyah  in  Southeast 
Asia  and  others.  As  a  result,  this  struggle  is  being  waged  on  many 
fronts — globally,  regionally,  and  locally.  Local  grievances  fuel  it, 
and  it  thrives  in  ungoverned,  undergoverned,  and  misgoverned 
areas.  Besides  a  global  struggle,  it  is  also  an  irrite  war — a  violent 
struggle  for  legitimacy  and  influence  over  the  population.  Hence, 
the  use  of  force  will  continue  to  have  a  role.  More  important,  over 
the  long  term,  there  will  be  efforts  to  build  up  local  forces  to  deal 
with  extremist  groups  on  their  own  territory. 

What  is  the  Appropriate  Strategy? 

Military  efforts  to  kill  or  capture  terrorists  are  likely  to  be  subor¬ 
dinate  to  political  measures  to  ensure  participation  in  government 
and  economic  programs  to  spur  development.  For  these  reasons, 
arguably  the  most  important  military  component  in  this  struggle 
against  violent  extremists  is  not  the  fighting  we  do  ourselves  but 
how  well  we  help  prepare  our  partners  to  defend  and  govern  their 
own  countries.  The  indirect  approach  is  central  to  our  strategy. 
Often,  partners  are  better  positioned  to  handle  a  given  problem 
because  they  understand  the  local  geography,  social  structures, 
and  culture  better  than  we  ever  could. 

In  collaboration  with  our  interagency  and  international  part¬ 
ners,  we  will  assist  vulnerable  states  and  local  populations  as  they 
seek  to  ameliorate  the  conditions  that  foster  extremism  and  to 
dismantle  the  structures  that  support  and  allow  extremist  groups 
to  grow.  By  improving  conditions,  undermining  sources  of  sup¬ 
port  for  extremism,  and  assisting  in  addressing  root  causes  of  tur¬ 
moil,  we  will  help  states  stabilize  threatened  areas.  Countering 
the  totalitarian  ideological  message  of  terrorist  groups  will  help 
further  undermine  their  potency  and  will  also  require  sensitive, 
sophisticated,  and  integrated  approaches.  It  is  a  global  struggle, 
an  irregular  struggle,  and,  finally,  a  protracted  struggle  that  will 
last  decades  rather  than  years. 

How  will  this  War  Evolve? 

It  is  hazardous  to  predict  the  course  of  a  protracted  war.  The 
southern  leaders  who  launched  the  American  Civil  War  could 
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hardly  have  imagined  that  the  conflict  would  end  in  the  defeat  of 
the  Confederacy  and  the  devastation  of  the  South.  Similarly,  the 
monarchs  who  launched  World  War  I  could  hardly  have  imag¬ 
ined  that  it  would  lead  to  their  ouster  and  the  wholesale  recon¬ 
struction  of  Europe.  History  is  a  strong  warning  to  those  who  see 
outcomes  as  preordained.  Still,  the  study  of  the  past,  particularly 
past  protracted  wars,  points  to  the  elements  of  a  successful  strat¬ 
egy.  First,  coalitions  play  an  important  role  in  determining  suc¬ 
cess  or  failure.  Certainly,  coalitions  play  an  important  role  for  us. 
That  is  why  building  the  capacity  of  our  partners  through  military 
efforts  and  much  broader  political  and  economic  efforts  is  central 
to  our  strategy. 

Maintaining  and  building  our  coalition  is  key  for  us.  Extremist 
groups  also  require  coalitions  for  their  long-term  success.  These 
coalitions  can  take  several  forms.  Some  involve  states.  During 
the  1990s,  for  example,  Sudan  and  then  Afghanistan  provided 
al  Qaeda  with  a  sanctuary  that  they  used  as  a  base  of  operations. 
Today,  we  face  the  challenge  of  extremist  groups  using  ungov¬ 
erned  and  undergoverned  areas  as  safe  havens.  A  main  thrust  of 
our  policy  is  to  address  those  safe  havens.  More  fundamentally, 
al  Qaeda  itself  is  a  coalition.  It  is  both  an  international  movement 
and  a  collection  of  national  and  regional  movements  that  have 
joined  forces  in  their  ideological  struggle.  This  protracted  conflict 
will  challenge  the  cohesion  of  both  our  coalition  and  that  of  our 
adversaries. 


"Military  efforts  to  kill  or  capture  terrorists  are  likely 
to  be  subordinate  to  political  measures  to  ensure 
participation  in  government  and  economic  programs  to  spur 
development." 


Our  coalition  problems  are  often  on  display  on  the  front  page 
of  the  newspaper.  We  need  to  realize  that  our  adversaries  are 
hardly  united.  The  Islamic  world  is  driven  by  competing  ethnic, 
political,  and  sectarian  identities.  The  extremists  are  themselves 
on  the  very  fringe  of  the  Islamic  world.  They  face  considerable 
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barriers  in  trying  to  build  and  maintain  their  own  base  of  sup¬ 
port.  One  of  the  most  important  tasks  facing  the  U.S.  over  the 
long  term  is  to  hold  together  our  coalition  and  prevent  extremist 
groups  from  expanding  their  coalition  while  we  work  to  fracture 
it. 

Just  as  coalitions  are  important,  so  too  is  public  support.  Public 
support  is  key  to  our  long-term  effectiveness,  and  it  is  also  key  to 
the  effectiveness  of  our  adversaries.  Military  success  or  failure  will 
win  or  lose  hearts  and  minds.  A  successful  strategy  must  provide 
tangible  proof  that  the  side  is  making  progress  and  will  eventually 
prevail.  Therefore,  we  should  seek  to  deny  our  adversaries  the 
incremental  victories  they  need  to  sustain  and  build  their  support 
over  the  long  term.  We  need  to  portray  our  adversaries  as  losers 
rather  than  heroes.  Should  they  prove  inept  or  ineffective,  they 
will  lose  support. 

As  I  said,  protracted  conflicts  evolve  over  time,  often  predict¬ 
ably.  In  my  office,  we  are  trying  to  understand  how  this  strug¬ 
gle  might  evolve  over  time.  Our  goal  is  to  give  senior  decision 
makers  the  information  that  they  need  to  consider  as  they  formu¬ 
late  policy  and  strategy  over  the  long  term.  Accordingly,  we  are 
looking  at  a  variety  of  trends,  not  just  traditional  military  trends 
but  also  nontraditional  trends:  demography,  governance,  culture, 
identity,  economics,  the  environment,  and  resources. 

With  respect  to  unrestricted  and  irregular  warfare,  we  see  vio¬ 
lent  extremist  organizations  continuing  for  some  period  of  time. 
These  movements  and  other  types  of  non-state  movements  will 
be  driven  by  not  just  political  factors  but  cultural  values,  such  as 
the  failure  to  build  healthy  civil  societies  and  longer  term  demo¬ 
graphic  and  economic  trends. 


"History  is  a  strong  warning  to  those  who  see  outcomes 
as  preordained. " 


These  groups  provide  one  clearly  defined  form  of  resistance  to 
the  complexity  of  globalization  and  the  poor  governance  of  some 
states.  Poor  governance  and  the  lack  of  political,  educational, 
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and  economic  opportunity,  coupled  with  population  growth  that 
creates  youth  bulges  in  key  states  and  migration  pressures,  will 
increase  the  risks  of  radicalization  and  instability  in  strategically 
important  states.  How  these  extremist  movements  develop,  the 
threat  they  pose  in  terms  of  scale,  the  resources  available  to  them, 
and  their  aims  will  be  influenced  ultimately  by  long-term  out¬ 
comes,  not  just  in  the  operations  we  are  currently  waging  but  also 
developments  in  neighboring  states.  It  is  also  clear  to  us  that  the 
agility  and  resources  of  some  terrorist  organizations  are  opera¬ 
tionally  greater  than  those  in  many  developing  states. 

Many  developing  states  face  many  different  types  of  deficits, 
such  as  a  freedom  deficit  or  an  economic  deficit.  Of  greatest 
concern  is  the  security  deficit  faced  by  many  developing  states. 
Our  efforts  to  build  partner  capacity  and  to  train  and  advise  local 
forces  are  aimed  at  remedying  that  security  deficit  and  helping 
our  friends,  partners,  and  allies  deal  with  problems  on  their  own 
territory. 

Globalization  is  increasing  the  likelihood  of  the  acquisition 
of  weapons  of  mass  destruction  by  more  states,  including  nuclear 
weapons,  and  it  has  raised  the  risk  of  proliferation  to  terrorist 
or  criminal  groups.  We  are  working  very  hard  to  de-stem  that 
threat.  The  problem  is  that  legal  frameworks  for  addressing  the 
range  of  challenges  posed  by  non-state  actors,  not  just  prolifera¬ 
tion,  are  intrinsically  one  step  behind.  Many  of  the  legal  frame¬ 
works  that  we  have  inherited  were  crafted  to  deal  with  yesterday's 
challenges,  not  today's.  The  intersection  of  trends  in  conflict  with 
those  of  energy,  the  environment,  and  economic  and  prolifera¬ 
tion  concerns  creates  a  series  of  serious  long-term  risks  that  could 
manifest  as  shocks  to  the  international  system.  We  are  preparing 
our  leadership  for  the  possibility  of  these  shocks,  both  to  prevent 
them  if  possible  and  also  to  mitigate  them  if  prevention  is  not 
possible.  Some  of  the  shocks  we  are  particularly  concerned  about 
include  the  potential  failure  of  a  strategic  state,  a  major  oil  shock, 
and  the  possibility  of  a  catastrophic  WMD  attack,  particularly 
involving  sites  of  economic,  cultural,  and  military  significance. 
How  the  United  States  and  others  respond  and  the  ability  of  a 
globalized  and  interdependent  economic  system  to  ride  out  such 
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shocks  will  have  far-reaching  implications  for  the  security  envi¬ 
ronment  and  for  our  country. 

Thinking  more  narrowly,  one  way  that  the  long  war  could 
escalate — one  that  has  already  gotten  considerable  attention — 
has  to  do  with  the  means  used  to  prosecute  it.  One  justifiable 
concern  is  that  extremist  groups  could  obtain  and  use  nuclear, 
biological,  or  chemical  weapons.  We  are  certainly  focused  on 
preventing  that  outcome,  but  the  conflict  could  also  escalate  in 
terms  of  the  passions  involved.  In  other  words,  this  war  could 
become  a  true  clash  of  civilizations,  pitting  the  Islamic  world,  or  a 
substantial  part  of  it,  against  the  West.  Our  strategy  to  prevent  that 
possibility  is  to  work  with  and  through  our  friends  and  allies  to 
isolate  the  extremists  from  the  greater  population  of  responsible 
law-abiding  citizens,  both  here  and  abroad.  Finally,  this  conflict 
could  escalate  geographically.  Just  as  Afghanistan  sheltered  al 
Qaeda  in  the  1 990s,  extremist  groups  could  gain  a  new  sanctuary 
and  sponsor,  such  as  Sudan.  We  are  working  with  our  allies  and 
friends  to  preclude  such  a  possibility. 


"Some  of  the  shocks  we  are  particularly  concerned  about 
include  the  potential  failure  of  a  strategic  state ,  a  major  oil 
shock,  and  the  possibility  of  a  catastrophic  WMD  attack, 
particularly  involving  sites  of  economic,  cultural,  and  military 
significance. " 


What  is  Victory? 

It  is  my  job  to  prepare  for  the  worst  case  and  to  prepare  our 
leaders  for  the  worst  case.  I  would  say  overall,  I  am  optimistic. 
Time  is  on  our  side.  As  the  ideals  of  democracy  and  the  positive 
aspects  of  global  integration  spread,  they  will  reinforce  moderate 
voices  against  extremism  and  address  its  causes.  Much  of  what 
we  do  and,  particularly,  what  we  do  in  the  Defense  Department 
in  the  short  term  is  aimed  at  buying  time  for  such  progress  to  take 
root. 
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One  of  the  20th  century's  most  able  strategists,  Winston 
Churchill,  drew  a  distinction  between  short  wars  and  long  wars. 
Speaking  in  some  of  the  darkest  days  of  World  War  I,  he  made  a 
somewhat  optimistic  note: 

The  old  wars  were  decided  by  their  episodes  rather  than 
their  tendencies.  In  this  war,  the  tendencies  are  far  more 
important  than  the  episodes.  Without  winning  any  sensa¬ 
tional  victories,  we  may  win  this  war,  even  with  a  continu¬ 
ance  of  extremely  disappointing  and  vexatious  events...  All 
the  small  states  are  hypnotized  by  German  military  pomp 
and  precision.  They  see  the  glitter,  they  see  the  episode. 

But  they  do  not  see  or  realize  the  capacity  of  the  ancient 
and  mighty  nations  against  whom  Germany  is  warring  to 
endure  adversity,  to  put  up  with  disappointment  and  mis¬ 
management,  to  recreate  and  renew  their  strength,  to  toil 
on  with  boundless  obstinacy  through  boundless  suffering, 
to  the  achievement  of  the  greatest  cause  for  which  men 
have  ever  fought. 

— Speech  to  the  House  of  Commons,  15  November  1915 

Beyond  his  soaring  rhetoric,  Churchill  reminds  us  that  in  pro¬ 
tracted  wars,  battlefield  triumph  and  tactical  success  do  not  bring 
victory.  Something  more  is  needed  to  achieve  ultimate  victory.  This 
current  war  will  not  end  in  a  single  battle  or  a  campaign.  Rather, 
extremism  will  be  defeated  through  the  patient  accumulation  of 
quiet  successes  and  the  orchestration  of  all  elements  of  national 
and  international  power.  The  victory  will  include  discrediting 
extremist  ideology,  creating  fissures  between  and  among  extrem¬ 
ist  groups,  and  reducing  them  to  the  level  of  a  nuisance  that  can 
be  tracked  and  handled  by  local  law  enforcement  groups.  Like 
communism  in  the  early  21st  century,  extremists  of  the  future  will 
still  exist,  particularly  in  the  more  backward  corners  of  the  globe, 
but  they  will  inspire  bemusement  rather  than  terror.  Such  an  out¬ 
come  is  unlikely  in  the  near  term.  Such  a  vision  is  a  necessary  first 
step  for  eventual  victory. 
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CL&A  session  with  dr.  mahnken 


,  Can  you  speak  to  the  question  of  whether  the  US.  Defense 
Department  is  offering  training  and  advice  to  help  our 
partners  remedy  security  deficits? 


|  Dr.  Thomas  Mahnken  -Those  are  two  different  questions.  One 
of  DoD's  main  areas  of  emphasis  is  training  and  advising  foreign 
security  forces.  We  do  have  that  capability;  we  actually  have  the 
capacity  to  do  it.  Beyond  the  Defense  Department,  however,  it  is 
more  of  a  challenge. 


We  use  some  of  our  military  capability  to  advise  some  for¬ 
eign  militaries  and  train  some  foreign  police.  That  really  is  not 
our  mission,  though.  There  are  other  parts  of  the  government  that 
are  better  equipped  and  have  the  authority  to  do  that.  There  is  a 
capacity  deficit.  We  are  engaged  in  dozens  of  countries  every 
day,  largely  doing  training  and  advising.  It  is  often  below  the 
radar,  and  we  are  perfectly  happy  with  it  that  way,  as  are  our 
friends  and  partners.  That  capacity  issue  is  a  major  emphasis  for 
the  Department  and  something  that  we  identified  in  the  2006 
Defense  Review  as  a  major  area  to  work  on. 


Do  you  think  the  defense  budget  is  adequate? 


|  Dr.  Thomas  Mahnken  I  think  ultimately  there  needs  to  be 
a  political  conversation  on  how  much  this  country  spends  on 
defense.  What  we  deal  with  in  the  Defense  Department  is  how 
those  resources  are  allocated.  Given  that  allocation,  Secretary 
Gates  has  been  clear  that  the  Department's  capability  in  the  area 
of  irregular  warfare  is  the  top  priority.  That  is  the  conflict  that  we 
are  waging  and  will  continue  to  wage. 


At  the  same  time,  we  need  to  acquire  capabilities  for  the 
future.  Even  though  this  war  is  our  top  priority,  and  it  is  the  war 
we  are  waging  now,  it  is  not  the  only  type  of  contingency  that 
we  have  to  face.  We  certainly  work  within  the  budget.  Congress 
has  been  extremely  generous  in  providing  resources.  However, 
we  certainly  do  not  plan  that  that  will  always  be  the  case  moving 
forward. 
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Ultimately,  our  top  line  is  determined  by  what  the  Executive 
Branch,  working  with  the  Legislative  Branch  and  considering  the 
views  of  the  American  people,  believes  we  should  be  spending 
on  defense.  The  good  news  for  waging  the  long  war  is  that  we  are 
not  talking  about  millions  of  men  and  women  under  arms.  We  are 
actually  taking  the  most  effective  approach  of  supporting  dozens 
of  relatively  small  teams  working  over  a  long  duration  in  many 
different  countries.  That  is  not  a  resource-intensive  strategy,  and  I 
think  it  is  the  right  strategy.  As  the  only  superpower,  our  challenge 
is  to  figure  it  out  and  to  prioritize.  Part  of  what  we  are  trying  to  do 
by  building  capacity  is  building  up  the  ability  of  our  friends  and 
partners  to  deal  with  their  own  challenges  so  that  our  involve¬ 
ment  will  be  finite. 


The  best  thing  that  we  can  do  is  to  provide  our  friends  and 
allies  the  means  necessary  to  police  themselves  so  that  we  do 
not  have  to  do  it  and  our  allies  do  not  have  to  do  it  over  the  long 
term. 


Putting  aside  disagreements  that  you  have  about future  strategy, 
what  challenges  do  we  still face? 


|  Dr.  Thomas  Mahnken  -  The  biggest  disagreements  have  to  do 
with  moving  forward  and  thinking  for  the  longterm.  I  do  not  think 
there  is  a  lot  of  disagreement  over  what  needs  to  go  on  now.  We 
are  fundamentally  on  the  same  page.  Any  disagreements  have  to 
do  with  looking  at  the  future  and  the  extent  to  which  irregular 
warfare  is  going  to  be  the  top  priority.  What  is  the  mix  of  other 
capabilities  that  are  required  and  the  other  types  of  contingencies 
that  we  may  need?  Those  are  honest  disagreements  because  the 
future  has  not  occurred.  Those  disagreements  are,  to  a  certain 
extent,  helpful  because  they  are  different  points  of  views. 


I  do  think  there  is  great  convergence  over  the  strategy.  The 
challenge  is  extending  that  convergence  and  that  consensus 
beyond  the  Defense  Department  and  to  other  parts  of  the  govern¬ 
ment.  We  can  make  too  much  of  interagency  conflict.  The  State 
Department,  for  example,  USAID,  clearly  knows  what  needs  to 
be  done,  and  there  are  a  lot  of  very  hard-working,  dedicated  folks 
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associated  with  those  departments  and  agencies  who  are  trying  to 
make  that  happen. 

Just  as  we  operate  in  a  legislative  context,  so  do  they.  Even 
when  they  know  what  needs  to  be  done,  getting  the  resources 
from  Congress  and  getting  the  authorities  is  a  real  challenge. 
Unfortunately,  we  are  going  to  be  facing  that  challenge  for  some 
time  to  come,  not  because  we  want  it  to  be  that  way  but  because 
it  is  extraordinarily  difficult  to  get  this  type  of  change  done. 


In  war,  surprise  happens.  We  might  try  to  use  technology  to  find 


a  way  to  get  through  that,  but  at  the  end  of  the  day,  surprise 


happens.  How  we  respond  is  actually  important.  The  question  is,  how  well 
are  we  doing  in  terms  of  enabling  the  political  leadership  to  respond  to 
shocks,  especially  as  we  transition  to  a  new  administration?  I  think  that 
history  shows  you  that  the  weak  win  by  getting  the  strong  to  overreact.  So 
how  do  we  install  the  institutional  capabilities  so  that  we  can  transition  to 
different  leadership  to  respond  to  shocks  appropriately?  If  we  respond  the 
wrong  way,  it  could  be  counterproductive  for  the  long-term  goal. 

|  Dr.  Thomas  Mahnken  -  This  is  the  first  time  since  1 952  that  a 
sitting  president  or  vice  president  has  not  been  on  the  ballot.  That 
will  be  a  challenge,  but  it  also  will  pose  some  real  opportunities 
for  the  Department. 

It  is  certainly  something  that  we  have  been  thinking  about. 

I  will  not  go  into  any  greater  detail  than  that,  but  the  transition 
will  be  key.  Ultimately,  as  of  January  20,  2009,  the  ball  will  be  in 
the  new  administration's  court.  We  are  spending  a  lot  of  time  to 
prepare  the  next  team,  more  so  than  in  recent  transitions. 
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1.4  INTERAGENCY  PERSPECTIVE  - 
10  LESSONS 

Peter  Feaver 


TEN  THINGS  A  HUMBLE  ACADEMIC  LEAS 
LEARNED  ABOUT  THE  INTERAGENCY  WHILE 
SERVING  AT  THE  WHITE  HOUSE 

I  have  been  asked  to  talk  about  what  I  learned  about  the 
interagency  and  its  performance  in  the  broader  War  on  Terrorism 
during  my  recent  tour  in  government.  They  are  not  in  order  of 
importance,  but  here  are  10  important  lessons  that  I  learned  and 
that  many  of  you  probably  learned  long  ago. 

Do  What  You  Are  Doing 

I  arrived  with  something  of  an  outsider's  perspective,  so  the 
first  lesson  I  want  to  mention  addresses  outsiders'  critiques.  I 
learned  that  60%  of  the  critique  of  the  administration's  perfor¬ 
mance  in  the  War  on  Terrorism  consists  of  a  very  strident  recom¬ 
mendation  that  the  Administration  do  what  the  Administration  is 
trying  to  do.  About  30%  of  the  critique  reduces  to  a  complaint 
about  Iraq,  and  1 0%  is  about  torture  and  related  issues. 


Professor  Peter  D.  Feaver  is  the  Alexander  F.  Flehmeyer  Professor  of 
Political  Science  and  Public  Policy  at  Duke  University  and  Director  of 
the  Triangle  Institute  for  Security  Studies  (TISS).  Previously,  he  served  as 
Special  Advisor  for  Strategic  Planning  and  Institutional  Reform  and  as 
Director  for  Defense  Policy  and  Arms  Control  on  the  National  Security 
Council.  Dr.  Feaver  is  widely  published  with  several  monographs  and 
over  30  scholarly  articles  on  American  foreign  policy,  public  opinion, 
nuclear  proliferation,  civil-military  relations,  information  warfare,  and 
U.S.  national  security.  He  has  earned  a  Ph.D.  from  Harvard  University 
in  political  science. 
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I  discovered  this  insight  while  at  a  conference,  where  I  listened 
to  a  very  long  critique  of  the  administration's  bad  performance  in 
the  War  on  Terrorism  and  all  the  things  that  were  going  wrong. 
Then  the  speaker  proposed  a  very  sensible  strategy  as  an  alterna¬ 
tive,  and  I  said,  "That  is  a  very  good  idea.  What  you  just  described 
is  exactly  what  we're  trying  to  do."  When  I  pressed  him  on  it,  he 
retreated  to  criticizing  Iraq.  I  said,  "What's  your  alternative  now 
that  we're  there?  What  do  you  propose?"  What  he  proposed  was 
essentially  what  the  administration  was  trying  to  do. 

NEW  DOCUMENTS  WILL  BE  IGNORED 

The  problem  may  not  be  with  what  the  administration  was 
trying  to  do.  The  problem  may  be  with  what  the  administration 
was  accomplishing,  which  leads  to  the  interagency  and  the  per¬ 
formance  of  the  interagency.  Before  we  get  there,  let  me  mention 
in  passing  my  second  lesson,  which  is  a  variant  of  the  first:  When 
strategy  documents  are  refined  to  address  critiques,  people  ignore 
the  new  documents  and  go  back  to  the  old  ones. 

I  was  hired,  in  part,  to  work  on  the  revision  to  the  National 
Security  Strategy  (NSS).  That  was  one  of  the  few  lanes  that  I  owned 
in  my  office;  much  of  the  time,  I  was  kibitzing  on  everyone  else's 
work  or  helping  them  with  their  strategies,  such  as  Juan  Zarate 
with  the  National  Strategy  for  Combating  Terrorism,  which  was  a 
derivative  document  of  the  NSS. 

The  explicit  mandate  that  came  down  to  us  for  the  NSS  was: 
"stay  in  the  President's  voice  and  stand  in  the  shoes  of  the  2002 
strategy  but  reflect  on  what  we  have  learned  since  then  and  on  the 
new  challenges  and  the  new  opportunities."  The  implicit  mandate 
was:  address  some  of  the  cartoon  critiques  that  had  been  levied  at 
earlier  documents.  I  think  we  succeeded;  if  you  have  not  read  the 
2006  version,  I  encourage  you  to  do  so.  My  measure  of  success 
is  that  virtually  no  critic  quotes  the  2006  NSS.  They  always  quote 
the  2002  document. 

I  was  at  several  conferences  where  some  of  the  major  critics 
of  the  administration  went  on  at  length.  I  asked  them  if  they  had 
read  the  2006  document  because  it  addresses  the  very  issues  and 
concerns  they  were  raising.  They  said  they  had  not.  I  am  sure  it 
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is  not  flawless,  but  it  is  certainly  harder  to  lampoon.  One  of  the 
things  I  learned  was  that  in  this  business,  there  is  an  industry  of 
criticism  that  has  to  be  served.  If  you  answer  the  criticism,  you 
have  not  solved  the  issue  because  more  criticism  will  come. 

LABELS  CAN  DRIVE  POLICY 

That  being  said,  there  are  still  a  lot  of  things  that  could  be 
critiqued,  and  this  brings  me  to  my  third  lesson.  If  you  wanted  to 
bring  interagency  activity  in  the  War  on  Terrorism  to  a  grinding 
halt — I  saw  this  happen  a  couple  times — just  raise  the  issue  of 
what  we  should  call  this  effort — or  what  we  should  call  the  enemy. 
Before  I  got  to  government,  and  many  times  since,  I  participated 
in  countless  academic  seminars  on  this  very  topic.  I  cannot  tell 
you  how  many  academics  I  have  heard  say,  "You  cannot  wage 
a  war  on  a  tactic,  and  you  should  not  call  it  a  war  because  that 
implies  the  only  relevant  tools  are  military." 

I  assumed  that  academic  benchwarmers  were  the  primary 
practitioners  of  this  form  of  debate.  It  turns  out  that  it  also  ani¬ 
mates  those  inside.  I  came  face  to  face  with  the  problem  in  fall 
of  2005  when  the  President  wanted  to  give  a  speech  focusing  on 
the  ideology  of  the  enemy  and  what  motivates  him.  We  worked 
on  that  speech,  and  it  produced  a  fur  fight  that  was  quite  alarming 
to  see.  Each  department  and  each  intelligence  agency  had  very 
strong  and  contradictory  views  on  the  matter.  Some  departments 
had  several  strong  and  contradictory  views  on  the  matter. 

We  were  told,  for  instance,  that  we  absolutely  could  not  call 
the  enemy  "jihadis,"  doing  so  would  deal  such  a  blow  to  the  effort 
that  we  might  never  recover.  Better  to  call  them  "Islamic  extrem¬ 
ists."  Then,  the  next  principal  would  say,  "Whatever  you  do,  you 
must  not  call  them  Islamic  extremists  because  using  the  word 
"Islamic"  will  set  our  efforts  back  so  far  we  may  never  recover." 
They  refused  to  clear  any  speech  that  had  the  adjective  "Islamic" 
in  it.  Some  even  said,  "You  cannot  talk  about  the  ideology  of 
the  enemy  because  it  has  a  religious-based  component.  We  are 
a  secular  government,  and  just  talking  about  it  would  make  the 
problem  worse." 
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We  were  stuck  until  we  hit  upon  a  pretty  clever  workaround. 
We  had  the  President  say,  "Some  call  this  evil  Islamic  radicalism. 
Others  call  it  militant  jihadism.  Still  others  call  it  Islamo-Fascism. 
Whatever  it  is  called,  this  ideology  is  very  different  from  the  reli¬ 
gion  of  Islam."  In  other  words,  we  mentioned  each  label  once, 
addressed  the  religious  issue  head-on,  and  then  we  moved  on  to 
discuss  the  ideology  and  what  we  were  trying  to  do. 

I  am  not  trying  to  ridicule  terminological  precision.  I  am  an 
academic  after  all.  I  understand  that  definitional  debates  are  the 
lifeblood  of  many  peer-reviewed  articles;  in  my  experience,  how¬ 
ever,  it  has  rarely  led  to  different  operational  (leave  aside  com¬ 
munications)  policies.  I  have  yet  to  find  anything  in  the  War  on 
Terrorism  that  we  are  doing  primarily  because  of  the  label  that 
we  have  given  the  conflict.  Put  another  way,  there  is  nothing  that 
I  wish  we  were  not  doing  that  we  would  stop  doing  if  only  I  could 
get  folks  to  label  it  differently. 

I  understand  the  communications  challenge  of  labeling,  and 
I  am  very  aware  of  the  problem  of  making  a  problem  worse  by 
using  terms  that  are  offensive.  Should  that  drive  policy?  More 
importantly,  should  that  paralyze  policy?  I  do  not  see  it.  There  are 
many  legitimate  policy  debates  in  the  War  on  Terrorism,  and  we 
should  focus  our  energies  on  them,  not  on  this  endless  labeling 
exercise. 

GIVE  AN  ISSUE  A  HOME 

I  call  my  fourth  lesson  "Feaver's  Iron  Law  of  Interagency 
Operations."  If  no  one  owns  an  issue,  everyone  will  be  working 
on  it.  If  everyone  is  working  on  it,  no  one  really  leads  it,  and  it  is 
not  really  getting  done.  That  is  a  sad  truth  about  the  war  of  ideas 
part  of  the  War  on  Terrorism.  The  President  deserves  a  lot  of  credit 
for  identifying  that  component  from  the  beginning,  almost  within 
hours  of  the  start  of  the  war.  The  early  message  coming  out  of  the 
White  House  recognized  that  this  conflict  is  a  war  of  ideas,  not 
just  a  battle  of  arms. 

However,  implementing  a  war  of  ideas  is  very  hard.  One  of 
the  hardest  parts  of  the  War  on  Terrorism  is  to  execute  the  war 
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of  ideas  as  vigorously  as  we  need  to.  This  issue  will  be  a  major 
priority  for  the  next  president. 

There  are  many  reasons  why  more  needs  to  be  done  in  this 
area,  but  one  of  the  major  reasons  is  that  this  is  the  quintessential 
interagency  mission.  No  one  has  the  lead  for  the  war  of  ideas. 
There  are  people  who  have  the  lead  for  portions  of  it,  like  the 
Undersecretary  for  Public  Diplomacy,  who  had  the  lead  for  public 
diplomacy  but  not  for  the  entire  war  of  ideas.  Public  diplomacy 
is  just  one  piece  of  it.  Others  who  might  logically  have  the  lead 
do  not  because  of  its  operational  nature.  There  is  resistance  to 
making  the  National  Security  Council  (NSC)  operational.  That  is 
one  of  the  lessons  of  the  Tower  Commission. 

When  there  is  no  natural  home  for  a  job,  no  one  does  it,  and 
everyone  plays.  Just  tally  up  all  the  people  who  are  working  on 
a  piece  of  this  business.  Everyone  plays,  but  no  one  has  the  lead; 
there  is  still  much  more  to  be  done. 

STAY  IN  YOUR  OWN  BACKYARD 

This  leads  me  to  my  fifth  law,  which  I  will  call  "Feaver's  Iron 
Law  of  Interagency  Competence  or  Incompetence."  It  says  that 
interagency  players  find  it  very  hard  to  contribute  based  on  fac¬ 
tors  within  their  competence  because  they  find  it  very  tempting  to 
contribute  based  on  factors  outside  their  competence. 

I  wish  I  had  a  nickel  for  every  time  someone — usually  in 
DoD — would  tell  me  quite  confidently  what  Karl  Rove  was  advis¬ 
ing  the  President  in  terms  of  political  issues.  I  think  we  have 
taught  Clausewitz  too  vigorously  in  our  war  colleges  because 
all  the  graduates  would  follow  the  Clausewitzean  dictum  about 
war  being  the  continuation  of  politics  by  other  means  and  then 
tell  me  exactly  what  Karl  Rove  was  thinking.  They  almost  always 
were  wrong.  I  would  also  have  State  Department  types  tell  me 
that  they  could  make  pretty  confident  assessments  about  what 
the  American  people  would  and  would  not  stand  for.  Their  judg¬ 
ments,  policies,  and  recommendations  at  the  interagency  meet¬ 
ing  were  also  based  on  those  perceptions,  or  the  Joint  Chiefs  of 
Staff  (JCS)  would  seek  to  adjudicate  a  risk  rather  than  measure 
it — for  example,  Title  X  concerns  about  raising  and  maintaining 
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a  force  versus  combatant  commanders  concerns  about  winning 
a  war.  The  idea  of  the  interagency  is  to  bring  people  with  spe¬ 
cific  competencies  to  the  table  so  that  everyone  has  the  benefit 
of  hearing  what  they  have  to  say.  At  its  most  dysfunctional,  the 
interagency  can  blend  incompetencies,  with  everyone  playing  in 
someone  else's  area. 

EVERY  STRUCTURE  WORKS  FOR  SOMEONE 

This  brings  me  to  my  sixth  law:  every  dysfunctional  structure 
or  organizational  setup  is  functional  for  certain  powerful  players 
in  the  bureaucracy.  There  will  inevitably  be  a  buildup  of  inertial 
interests  behind  the  existing  structure.  In  other  words,  the  struc¬ 
ture  exists  because  that  is  how  interests  have  wanted  it.  The  virtu¬ 
oso  bureaucratic  players  have  figured  out  how  to  make  the  system 
work  for  their  interests. 

The  structure  is  working  for  them,  and  the  structure  is  reflect¬ 
ing  powerful  interests  overtime;  otherwise,  it  would  be  changed. 
Even  if  you  are  a  victim  of  a  dysfunctional  structure,  you  have 
to  recognize  that  it  is  probably  functional  for  somebody  and  for 
somebody  who  matters. 

INTERAGENCY  REFORM  REQUIRES 
CONGRESSIONAL  REFORM 

A  lot  can  be  done  to  improve  interagency  effectiveness  on  the 
margins.  However, — and  here  is  my  seventh  lesson — dramatic 
change  will  require  congressional  reform. 

Let  me  explain  why.  The  President  has  taken  the  lead  in  many 
important  reforms  in  this  area.  Institutional  reform  in  the  inter¬ 
agency  is  important,  and  while  it  can  certainly  be  improved  on 
the  margins,  the  NCTC  itself  represents  a  substantial  improve¬ 
ment  over  what  we  were  doing  before.  There  is  good  work  going 
on  in  linking  the  national  implementation  plan  to  the  Office  of 
Management  and  Budget  (OMB),  which  is  the  next  natural  step 
in  the  progression. 

That  reform  is  continuing.  There  have  also  been  reforms  at  the 
White  House  to  the  Homeland  Security  Council,  the  Homeland 
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Security  Advisor,  the  Counterterrorism  Security  Croup  (CSG), 
and  the  Policy  Coordinating  Committee  on  Terrorism  Finance 
(PCC-TF).  All  of  these  areas  represent  improvements  over  the  pro¬ 
cesses  or  functions  in  place  before  9/1 1 .  We  are  close  to  the  point 
where  dramatic  improvements  will  require  reforming  Congress. 

I  say  reform  o/Congress,  not  reform  by  Congress.  Congress  has 
been  fairly  assiduous  in  seeking  to  reform  the  Executive  Branch. 
The  Office  of  the  Director  of  National  Intelligence  (ODNI),  the 
Department  of  FHomeland  Security  (DHS),  and  many  of  the  orga¬ 
nizations  represented  in  this  symposium  are  proof  of  that  reform. 
Yet,  Congress  has  been  less  enthusiastic  about  reforming  its  own 
operations  and  processes — understandably  so  because  they 
understand  that  all  reforms  of  the  Executive  Branch  produce  unin¬ 
tended  consequences  that  are  tough  to  deal  with. 

The  deeper  problem — which  relates  to  my  sixth  law — is  that 
existing  functions  that  may  not  work  well  at  the  interagency  level 
do  work  for  others.  Any  reform  of  Congress  at  this  stage  is  going 
to  take  power  away  from  powerful  members  of  Congress  and  per¬ 
haps  divide  it  up  in  new  ways.  That  change  is  going  to  be  very 
hard  to  implement  when  those  reforms  would  have  to  go  through 
the  very  committees  on  which  the  powerful  people  serve. 

MAJOR  REFORMS  WILL  SQUASH  MODEST 
REFORMS 

It  might  even  reduce  an  individual  legislator's  power  vis-a-vis 
the  Executive  Branch,  bringing  me  to  my  eighth  lesson:  whom 
the  gods  would  destroy  they  first  make  interested  in  grand  inter¬ 
agency  reform  efforts. 

One  of  Secretary  Rumsfeld's  rules  was  that  if  a  problem 
looks  intractable,  expand  it.  EHe  probably  regrets  listing  that  rule 
because  it  is  too  easy  to  parody.  Most  people  who  have  thought 
about  interagency  reform  embrace  the  logic  of  Rumsfeld's  rule 
because  they  recommend  a  very  grand  Goldwater-Nichols-level 
reorganization  for  the  interagency.  A  lot  of  very  good  work  has 
been  and  is  being  done  in  this  area.  I  am  confident  that  Jim 
Locher  [Executive  Director  of  the  Project  on  National  Security 
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Reform]  and  his  team  are  going  to  produce  a  very  high-impact 
study.  Locher  and  the  Project  may  also  be  our  best  chance  of 
producing  ideas  that  will  result  in  reforms  of  Congress,  which  is  a 
very  important  development. 

I  worry,  however,  that  focusing  on  the  largest  of  the  problems 
and  the  largest  of  the  solutions  will  allow  more  modest  reforms 
to  languish  that  could  be  implemented  now.  Some  of  them  are 
being  pursued  right  now;  the  next  administration  will  likely  put 
some  of  them  in  place.  Even  the  best-designed  plans  will  have 
to  overcome  some  the  stubbornness  that  underlies  most  of  the 
efforts  towards  better  interagency  functioning. 

MORE  PERSONNEL  -  GREATER  EFFECTIVENESS 

I  come  to  lesson  nine:  to  make  a  lasting  change  in  a  depart¬ 
ment's  effectiveness  and,  therefore,  its  ability  to  function  in  the 
interagency,  it  must  have  more  resources — specifically,  personnel 
resources. 

Let  me  illustrate  this  point  with  the  effort  to  improve  inter¬ 
agency  strategic  planning.  I  have  looked  at  most  of  the  proposals 
to  further  the  process,  and  the  only  ones  that  seem  promising  are 
the  ones  that  provide  for  more  resources  so  that  more  person¬ 
nel  can  be  devoted  to  the  effort,  and  more  importantly,  so  that, 
with  their  increased  capacity,  agencies  and  departments  can  take 
operators  offline  to  work  on  strategic  planning.  The  most  glar¬ 
ing  flaw  in  interagency  planning  is  the  seemingly  unbridgeable 
divide  between  the  level  of  strategic  planning  done  in  DoD  and 
the  level  done  everywhere  else. 


"The  most  glaring  flaw  in  interagency  planning  is  the 
seemingly  unbridgeable  divide  between  the  level  of  strategic 
planning  done  in  DoD  and  the  level  done  everywhere 

else. " 


If  you  have  ever  participated  in  any  interagency  strategic  plan¬ 
ning,  the  divide  is  scary.  It  is  due  to  many  factors.  Some  of  it  is 
cultural.  The  raw  materials  of  DoD  are  weapon  systems,  which 
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cannot  be  judged  until  about  1 0  or  1 5  years  out.  The  raw  material 
at  State  Department  is  diplomatic  engagement,  which  is  obsolete 
before  the  cable  is  written  about  it. 

A  big  part  of  the  problem  is  that  DoD  is  structured  to  function 
at  90%  of  personnel  end  strength.  There  is  a  10%  float  that  has 
time  to  go  to  the  National  War  College  or  on  other  assignments. 
The  State  Department,  however,  is  designed  to  operate  at  1 15% 
of  end  strength,  so  they  are  always  short-handed.  They  do  not 
have  the  time  or  the  people  to  go  offline  to  develop  new  skillsets 
or  spend  six  months  on  a  strategic  planning  exercise.  When  we 
would  ask  for  State  people  to  participate  in  a  contingency  or  plan¬ 
ning  exercise,  they  would  say:  "Okay,  which  embassy  do  you  want 
us  to  empty?  Which  country  desk  should  we  stop  monitoring?" 

The  resources  problem  is  a  very  important  part  of  the  strategic 
planning  problem  and  many  of  the  other  interagency  coordina¬ 
tion  challenges. 

PERSONALITIES  MATTER 

Here  is  my  last  lesson:  personalities  and  relationships  matter 
as  much  as  formal  lines  on  the  organizational  chart. 

I  am  a  card-carrying  academic,  political  scientist  and  proud  to 
be  one.  I  am  sorry  to  report  that  most  of  our  theories  assume  that 
personalities  do  not  matter.  Yet  it  is  painfully  obvious  to  anyone 
who  has  worked  in  government  that  personalities  matter  greatly. 
Consider  the  formal  organization  at  the  State  Department,  for 
example.  It  has  not  really  changed  much  over  the  last  10  years. 
There  have  been  some  organizational  chart  changes,  but  by  and 
large,  the  formal  bits  that  govern  the  State  Department's  inter¬ 
actions  with  the  interagency  are  those  that  prevailed  during  the 
tenures  of  Secretary  Christopher,  Secretary  Madeleine  Albright, 
Secretary  Colin  Powell,  and  Secretary  Condoleeza  Rice.  However, 
the  functioning  of  the  Department  was  very  different  under  each 
one  of  those  secretaries. 

The  State  Department  is  always  the  State  Department,  but 
the  operation's  effectiveness,  as  measured  by  its  ability  to  pre¬ 
vail  in  interagency  disputes,  has  varied  widely  over  those  four 
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secretaries.  Many  of  you  have  been  in  the  business  long  enough 
to  know  that  their  capacity  to  prevail  in  policy  and  coordination 
has  varied  as  well.  Yes,  the  organizational  chart  matters,  but  what 
also  matters  is  whether  the  secretary  has  private  calls  with  the 
President.  Is  the  secretary  a  legitimate  candidate  for  a  national 
office?  Is  the  secretary  able  to  work  closely  with  the  other  princi¬ 
pals?  Is  the  secretary  feuding  with  one  of  the  other  principals?  The 
factors  that  are  personality-driven  or  relationship-driven  matter  as 
much  as  the  organizational  chart. 

It  reminds  us  of  the  consequences  of  elections.  Elections 
not  only  bring  in  different  governing  philosophies,  but  they  also 
juggle  the  relationships  at  the  top  level.  You  get  a  different  lineup 
of  personalities  and  a  different  lineup  of  relationships  that  will 
matter.  CWOT  is  the  ultimate  interagency  mission  that  makes  a 
mockery  of  interagency  stovepipes;  ultimately,  it  can  be  managed 
only  by  one  interagency  actor,  the  President.  In  the  final  analy¬ 
sis,  the  President  is  the  only  one  that  has  the  clout  to  really  take 
charge  of  the  War  on  Terrorism.  I  will  make  a  very  confident  pre¬ 
diction:  whoever  wins  in  November  will  make  some  mistakes, 
will  get  some  other  things  right,  and  will  depend  very  greatly  on 
a  diverse  counsel. 


QJscA  SESSION  WITH  DR.  FEAVER 


Supporting  the  Global  War  on  Terrorism  seems  to  be  a  relatively 


new  activity  of  the  Department  of  Homeland  Security.  What  is 
the  DHS  relationship  with  some  of  the  old  graybeard  State  and  Defense 
people?  Or  is  it  too  new  to  figure  out  how  they  are  going  to  interact? 

|  Dr.  Peter  Feaver  -  There  is  a  debate  about  the  DHS  function 
in  this  business  and  the  wisdom  of  DHS  reform.  This  was  the  kind 
of  reform  that  made  sense  in  peacetime,  when  there  would  be 
a  lot  of  time  to  deal  with  all  of  the  startup  friction.  It  could  be 
done  only  in  wartime  when  the  urgency  would  overcome  the 
bureaucratic  resistance.  So  you  had  this  paradox  of  a  reform  that 
probably  should  not  be  done  in  a  war  but  could  only  be  done  in 
a  war. 

We  have  seen  both  of  those  results.  DHS  has  had  a  hard  time 
reconciling  the  competing  cultures  of  the  subordinate  agencies 
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folded  into  it.  It  has  gotten  better  as  time  goes  on,  but  it  is  a  daunt¬ 
ing  challenge  to  blend  agencies  and  departments  whose  principal 
focus  may  be  internal,  domestic,  and  not  even  national  security- 
oriented  (like  Health  and  Human  Services)  and  have  them  play 
well  with  agencies  that  have  a  very  different  organization. 

The  gap  that  I  mentioned  between  DoD  and  State  on  strategic 
planning  applies  in  spades  to  these  other  organizations  that  are 
more  in  the  DHS  orbit.  As  rough  as  you  think  it  is  to  coordinate 
interagency  strategic  planning  with,  say,  the  State  Department,  try 
doing  it  with  an  agency  that  has  a  totally  different  organizational 
culture  and  mandate  and  for  whom  national  security  is  not  the 
first,  nor  the  second,  nor  the  third  thing  that  drives  what  they  are 
doing  in  their  agency. 


For  Homeland  Security  to  function  correctly,  you  have  got 
to  get  all  those  players  on  side.  That  has  been  a  real  challenge.  It 
has  been  handled  better  than  some  of  the  doomsayers  predicted 
it  would,  but  as  Hurricane  Katrina  pointed  out,  there  are  still  a  lot 
of  coordination  challenges,  both  within  DHS  and  with  outside 
agencies. 


.  In  the  State  Department,  people  have  jobs  even  when  they  are 
between  assignments.  In  the  rest  of  the  government,  you  do  not 
have  a  job  unless  you  are filling  a  slot,  so  you  cannot  have  a  float  unless  you 
create  fake  jobs  for  people  to  fill  with  civil  service  competition.  Assuming 
that  you  are  going  through  reform,  how  would  you  do  it? 


\  Dr.  Peter  Feaver  -  One  of  the  guys  I  worked  with  said  that 
on  my  tombstone  he  was  going  to  put  the  epitaph,  "It's  worse 
than  that,"  because  I  would  say  that  at  every  internal  meeting  - 
apparently  that  was  my  contribution.  What  you  are  telling  me  is 
that  the  problem  of  interagency  strategic  planning  is  even  worse 
then  what  I  had  described,  and  you  are  right.  I  do  not  want  to 
punt  back  to  Congress,  but  this  problem  cannot  be  solved  in  the 
Executive  Branch. 


It  probably  took  decades  of  Cold  War  experience,  but  DoD 
appropriators  understood  that  it  is  functional  for  the  U.S.  govern¬ 
ment  to  have  float  that  allows  people  to  do  training  and  develop¬ 
ment.  Other  appropriators  do  not  have  that  same  view  or  do  not 
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see  the  same  mission  or  make  politically  understandable  calcula¬ 
tions  that  the  money  can  be  better  spent  elsewhere. 

It  requires  a  conversation  with  Congress,  and  not  just  a  con¬ 
versation — it  requires  leadership  from  Congress  that  changes  their 
view  of  what  float  means.  Is  float  bloat?  If  it  is  seen  that  way,  it  is 
never  going  to  fly.  If  float  is  seen  as  functional,  it  might.  One  of 
the  initiatives  in  the  last  year  or  two  was  to  set  up  new  national 
security  education  that  was  designed  to  migrate  out  some  of  that 
which  worked  in  DoD.  That  is  slowly  happening,  and  there  is  cer¬ 
tainly  leadership  on  the  Hill  in  the  authorizes'  committees. 

The  authorizes'  committees  understood  it.  The  challenge  is 
getting  the  appropriates  to  take  the  same  view.  It  may  take  a 
change  in  parties,  or  it  may  take  one  party  holding  both  cham¬ 
bers  and  the  Executive  Branch.  Maybe  this  reform  will  be  one  of 
the  outcomes  of  Jim  Locher's  project.  I  hope  it  is  because  I  think 
that  this  would  go  further  than  almost  any  other  reform  you  could 
imagine  to  increase  interagency  capacity.  I  do  not  have  a  good 
answer,  but  I  applaud  you  for  identifying  that  it  is  worse  than 
that. 


What  is  the  project  Jim  Locheris  working  with?  I  am  notfamiliar 


with  it.  Canyon  describe  what  that  is?  Is  it  the  Project  for  National 


Security  Reform?  When  you  mentioned  the  need for  congressional  reform, 
were  you  thinking  they  have  to  realign  their  committees  and  minimize  how 
much  jurisdiction  there  is? 

|  Dr.  Peter  Feaver-  Yes,  that  is  the  project.  Jim  Locher  was  one  of 
the  Congressional  staffers  who  worked  on  Goldwater-Nichols.  He 
has  been  one  of  the  leaders  on  the  outside  who  said  post- 9/1 1  that 
all  of  the  challenges  that  we  have  seen  and  have  talked  about  at 
this  conference  require  a  deeper  reform  of  the  interagency  than 
has  ever  been  done  thus  far.  He  has  a  very  large  effort  that  involves 
all  of  the  usual  suspects,  and  some  of  the  experts  in  this  room  are 
probably  working  on  it.  The  goal  is  to  have  something  deliverable 
in  time  for  the  new  administration  and  the  new  Congress.  [If  any 
one  wants  any  more  information  on  it,  their  website  is:  www.pnsr. 
org.J 
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I  do  not  know  what  they  are  going  to  say  about  Congress. 
Previous  studies  have  shied  away  from  that  because  if  you  want 
to  sell  the  rest  of  your  proposal  to  Congress,  you  do  not  lead 
with  reforming  Congress.  I  think  Congress  has  to  invest  in  staff 
so  that  they  develop  the  bench  and  the  capacity  to  do  effective, 
sustained  oversight  on  policy. 

Some  members  have  excellent  staffs,  and  other  members 
have  other  priorities.  Imposing  staff  increases  would  be  hard.  That 
is  one  piece  of  it.  Another  piece  is  the  multiple  jurisdictions  and 
the  prevalence  of  earmarks — for  example,  foreign  aid  reform.  The 
administration  made  a  heroic  effort  on  foreign  aid  reform  and  took 
several  cuts  at  it,  but  it  was  hard  to  get  around  the  earmarks. 


A  significant  portion  of  the  foreign  aid  budget  is  earmarked 
for  various  areas.  It  is  very  hard  to  do  strategic  planning  and  stra¬ 
tegic  prioritization  when  large  chunks  of  your  pie  are  already  ear¬ 
marked.  It  is  not  just  jurisdictional  reform;  it  is  also  practice  or 
behavioral  reform  that  would  free  up  earmarks.  Some  of  my  best 
friends  are  Congressional  staffers  who  write  those  earmarks,  and 
they  tell  me  the  administration  could  do  a  better  job  of  presenting 
a  sustained  and  coherent  strategic  plan.  There  is  another  side  to  it, 
obviously.  But  I  believe  that  earmarks  would  have  to  be  relaxed  a 
bit  to  improve  some  of  what  I  am  talking  about,  though. 


What  is  your  opinion  of  proposals  regarding  transforming  the 
State  Department  and  their  responses? 


|  Dr.  Peter  Feaver  -  You  have  to  deal  with  the  organization  that 
you  have.  The  better  part  of  wisdom  begins  with  accepting  that 
State  Department  is  here  for  a  reason.  Its  culture  is  there  for  a 
reason,  and  Schumpeter's  creative  destruction  and  starting  from 
scratch  is  notan  option.  Many  times,  people  have  said  that  we  need 
to  get  rid  of  the  State  Department  and  the  Defense  Department 
and  have  a  new  one  that  is  built  on  the  Potomac.  The  reality  is 
that  the  State  Department  is  what  it  is. 


I  am  more  of  an  incrementalist.  I  believe  that  you  can  improve 
things  at  the  margins  with  more  resources  that  are  identified  or 
restricted  for  certain  purposes  and  reform  the  organization  with¬ 
out  creating  antibodies  inside  it  that  outlast  and  kill  the  reform 
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effort.  That  is  my  concern  with  really  dramatic  reform.  It  produces 
such  a  countervailing  set  of  reactions  inside  an  organization. 

I  was  engaging  in  hyperbole  when  I  said  that  there  has 
not  been  change  since  Secretary  of  State  Warren  Christopher. 
There  has  been.  Rice  has  had  an  initiative,  Powell  had  a  major 
initiative,  and  certainly  it  was  a  priority  for  Albright  as  well. 
Christopher  would  say  he  was  improving  it.  Each  secretary  comes 
in  and  implements  some  reforms.  Often,  they  are  constricted  by 
resources.  Rice  has  gone  a  long  way  in  shifting  priorities  within 
constrained  resources — away  from  the  seventeenth  assignment  in 
Paris — towards  higher,  more  urgent  priorities. 

I  am  of  the  view  that  more  resources  would  make  all  of  those 
reforms  happen  faster  and  more  easily.  I  do  not  think  some  of  the 
more  dramatic  reforms  that  Speaker  Gingrich  was  talking  about 
would  work. 
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V*  1.5  HOMELAND  DEFENSE 

x  Stephen  Flynn 

[JP  _ 


On  September  1  7, 2001 , 1  had  the  opportunity  to  goto  Ground 
Zero,  where  efforts  had  moved  from  rescue  to  recovery  opera¬ 
tions.  I  spent  the  morning  talking  to  many  people  on  the  front 
lines.  Then  I  went  over  to  the  National  Security  Council  (NIC)  for 
their  first  program  event  since  9/1 1 .  We  called  it  a  town  meet¬ 
ing  and  opened  it  up  to  talk  about  9/1 1 .  They  invited  me,  still  a 
Commander  in  the  Coast  Guard  at  the  time,  to  sit  on  the  panel.  It 
was  chaired  by  a  very  distinguished  diplomat  and  another  senior 
former  Defense  Department  official,  a  former  Station  Chief  from 
the  Central  Intelligence  Agency  (CIA). 

There  was  standing  room  only — about  350  people  were 
squeezed  into  a  space  designed  for  about  225.  We  talked  about 
the  state  of  the  Middle  East,  issues  of  terrorism,  and  issues  involved 
with  peace  in  Israel.  Then  the  moderator,  the  distinguished  diplo¬ 
mat,  said,  "Commander  Steve  Flynn  is  on  a  panel  with  us  today. 
Steve,  we're  running  a  bit  tight  on  time,  but  I  understand  you 
work  homeland  security  things  here,  and  we  would  like  you  to 
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talk."  It  was  an  extraordinary,  surreal  experience  for  me — first 
being  at  Ground  Zero  and  then,  only  six  miles  away,  watching 
this  community  spend  the  next  hour  and  a  half  talking  about  the 
Middle  East  when  we  had  this  event  right  here  that  might  bear 
some  scrutiny. 

My  opening  statement  was  just  that.  I  said,  "I  suspect  the  reason 
you  all  came  here  today  was  not  a  sudden  urge  to  talk  about  the 
state  of  the  Middle  East  or  what's  going  on  with  U.S.-Pakistani 
relationships.  I  suspect  the  fact  that  there  is  a  very  big  crater  just  a 
few  miles  from  here  that  may  have  directly  or  indirectly  affected 
many  of  your  friends  and  relatives  is  probably  what  motivated  you 
to  be  here."  EHow  is  it  possible  that  the  best  and  brightest  of  the 
foreign  security  establishment  could  go  on  talking  about  events 
overseas  without  acknowledging  this  reality  right  in  our  own  front 
yard?  I  said,  "Your  problem  is  you  are  programmed  that  way.  You 
are  programmed  to  think  about  any  problem  that  affects  our  secu¬ 
rity  as  something  that  can  be  managed  beyond  our  shores  and 
that  we  cannot  or  should  not  try  to  manage  here." 

That  mindset,  I  am  afraid,  is  what  I  still  see  despite  the  pas¬ 
sage  of  time;  it  is  a  core  reality  of  how  we  are  struggling  with  this 
problem.  The  conventional  national  security  community,  the  intel 
world,  the  armed  services,  and  so  forth  are  very  much  focused  on 
this  problem. 

THE  LESSONS  OF  9/11 

What  is  going  on  here?  I  suggest  that  we  really  have  not 
thought  through  some  of  the  central  lessons  of  September  1 1 th.  At 
its  essence,  and  with  the  benefit  of  hindsight,  there  are  three  les¬ 
sons  that  we  could  have  taken  away  from  that  day.  The  first — which 
I  would  argue  we  overlearned — is  that  there  are  very  bad  people 
out  there  who  are  willing  to  bring  their  battle  here.  The  second 
lesson  is  that  the  new  battlespace  is  in  civil  economic  space.  Our 
current  and  future  adversaries  are  most  likely  to  confront  U.S. 
power  within  the  civil  society  and  critical  infrastructure  arenas, 
most  of  which  are  global  so  they  do  not  necessarily  have  a  home 
base.  All  have  a  transnational  character,  making  a  divide  between 
domestic  and  international  rather  silly  in  functional  terms. 
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The  Unlearned  Lesson 

The  third  lesson — almost  an  entirely  unlearned  lesson  of 
September  11th — is  that  the  only  way  we  will  be  successful  at 
safeguarding  that  civil,  economic  space  and  addressing  the  risks 
associated  with  an  adversary  who  wants  to  exploit  that  space  is  to 
engage  as  many  participants  as  possible  in  the  enterprise.  That  is 
the  core  unlearned  lesson,  moving  towards  the  seventh  anniver¬ 
sary  of  September  1 1th. 

What  is  so  remarkable  about  that  unlearned  lesson  is  that  we 
got  the  wrong  narrative  out  of  September  1 1 th.  The  dominant  nar¬ 
rative  we  took  away  from  September  1 1 th  was  what  happened  on 
the  first  three  planes — the  planes  that  took  down  the  twin  towers 
and  the  plane  that  sliced  through  the  Pentagon.  I  argue  that  the 
dominant  narrative  should  have  been  what  happened  on  United 
93,  the  fourth  plane.  On  that  plane,  the  terrorists  were  cocky 
enough  to  let  the  passengers  grab  the  phones  in  the  backs  of  the 
seats  and  find  out  what  the  people  on  the  first  three  planes  did  not 
know — the  planes  were  going  to  be  used  as  missiles. 


"The  almost  entirely  unlearned  lesson  of  September  7 1th— 
the  only  way  we  will  be  successful ...  is  to  engage  as  many 
participants  as  possible  in  the  enterprise." 


Armed  with  that  information,  they  did  something  really 
important.  They  intercepted  the  hijackers  and  prevented  the 
plane  from  getting — almost  certainly — to  our  nation's  capital  and 
quite  probably  to  Capitol  Hill.  Think  of  the  irony:  our  govern¬ 
ment,  which  we  constituted  to  provide  for  the  common  defense, 
was,  on  September  11th,  defended  by  one  thing  and  one  thing 
alone — alerted,  brave,  everyday  citizens.  In  other  words,  the  seat 
of  government  was  protected  by  the  people.  All  they  needed  was 
information,  which  we  were  not  inclined  to  share  pre-9/1 1  and 
still  resist  sharing  post-9/1 1 .  We  are  not  just  avoiding  the  narrative 
of  the  first  three  planes;  we  are  saying — and  this  is  a  great  disser¬ 
vice  to  the  people  on  United  93 — that  they  were  victims. 
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Our  national  security  apparatus  has  to  do  whatever  it  can  to 
protect  the  American  people  from  such  an  event  ever  happen¬ 
ing  again.  Think  of  it  the  way  that  Steve  Bloom,  the  head  of  the 
National  Guard  Bureau,  put  it:  imagine  if  we  had  the  intelligence 
that  United  93  was  heading  for  the  Capitol.  Where  would  we  be 
today  if  we  had  shot  that  plane  out  of  the  sky,  killing  all  those 
innocent  Americans  on  board?  It  would  have  created  a  very  seri¬ 
ous  challenge  for  our  democracy,  whose  core  mission  is  to  pro¬ 
tect  its  citizens.  There  is  a  pretty  tricky  set  of  issues  there. 

THE  VALUE  OF  ENGAGEMENT 

The  citizens  themselves  solved  the  problem.  That  is  a  lesson 
that  I  think  this  community  really  needs  to  absorb.  How  do  we 
begin  that  process?  We  look  to  this  need  for  engagement.  I  want 
to  make  the  case  that  there  is  a  strategic  value  for  engagement, 
there  is  a  tactical  value  for  engagement,  and  there  is  just  good  old 
common  sense  civic  value  for  engagement. 

Strategic  Value  of  Engagement 

Here  is  the  strategic  value.  The  general  assumption  has  been — 
certainly  the  publicly  stated  one — that  there  is  no  way  to  deter  the 
bad  guys.  We  are  just  too  open;  there  are  too  many  targets;  basi¬ 
cally,  they  are  nuts.  Whatever  the  case,  the  core  argument  here 
is  that  they  cannot  be  deterred.  I  think  that  premise  needs  some 
rethinking. 


" Think  of  the  irony:  our  government,  which  we  constituted 
to  provide  for  the  common  defense ,  was,  on  September  1 1th, 
defended  by  one  thing  and  one  thing  alone— alerted,  brave, 
everyday  citizens." 


From  a  military  standpoint,  the  adversary  engages  in  cata¬ 
strophic  terrorism  not  because  he  thinks  he  can  destroy  the 
United  States  in  any  direct  way.  It  is  simply  too  big  a  country 
with  too  many  people  and  too  much  infrastructure.  The  biggest 
danger  comes  not  from  what  terrorists  do  to  us  but  how  we  react 
to  what  they  do  to  us  and  the  cost  associated  with  that  reaction. 
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Therefore,  their  incentive  for  trying  to  implement  a  catastrophic 
scenario  on  U.S.  soil  is  to  get  a  big  bang  for  their  buck. 

If  we  reduce  the  bang  for  the  buck,  we  take  away  the  incen¬ 
tive  for  engaging  in  catastrophic  terror.  If  I  am  an  adversary  com¬ 
mitted  to  confronting  U.S.  power,  and  I  could  do  that  in  a  number 
of  places  around  the  planet,  why  would  I  do  it  in  the  home¬ 
land  where  there  would  be  a  heavy  logistics  challenge?  I  might 
attack  the  homeland  because  I  thought  I  would  get  a  big  bang 
for  the  buck,  but  if  it  is  a  fizzle,  its  strategic  value  is  somewhat 
diminished. 

Now,  how  can  we  remove  the  incentive  for  attack?  First,  we 
need  to  remove  the  most  basic  element  of  terrorism — its  use  as 
a  tool  to  create  overreaction.  It  is  an  effective  tool,  of  course, 
because  it  exploits  fear.  Fear  always  comprises  two  elements:  first, 
an  awareness  of  vulnerability  that  was  not  present  before  and  sec¬ 
ond — and  most  critical — a  sense  of  powerlessness  in  dealing  with 
that  threat  of  vulnerability. 

In  the  broader  sense  of  civil  society,  Americans  pre-9/1 1  were 
blithely  going  along,  never  imagining  that  planes  could  be  used 
as  missiles.  After  9/1 1 ,  there  was  a  sense  of  powerlessness,  which 
often  leads  to  overreacting.  Threat  vulnerability  is  almost  an  edu¬ 
cational  issue,  like  the  classic  story  of  the  child  who  did  not  know 
not  to  put  his  hand  on  a  hot  stove.  Just  as  we  do  with  our  chil¬ 
dren,  we  need  to  educate  society  about  the  threat  and  then  also 
empower  it  to  be  able  to  handle  that  information.  Many  of  us 
have  experienced  that  sense  of  powerlessness,  if  not  personally, 
then  certainly  within  our  family — for  example,  in  the  case  of  a 
serious  illness.  The  universal  response  is  emotional  at  that  stage, 
even  when  the  illness  turns  out  to  be  chronic,  not  terminal.  When 
support,  information,  and  treatment  are  provided,  people  regain 
their  lives. 

At  a  strategic  level,  we  as  a  nation  are  currently  far  more 
likely  to  overreact  than  we  were  on  September  11th.  We  have 
essentially  stoked  the  sense  of  threat  and  vulnerability  while 
giving  Americans  virtually  nothing  to  do,  almost  ensuring  that 
they  will  overreact  in  dysfunctional  kinds  of  ways.  Empowering 
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by  both  sharing  information  and  engaging  with  civil  society  is 
the  key  to  dealing  with  the  strategic  appeal  of  catastrophic  terror 
as  a  weapon  of  choice  by  our  adversaries.  I  call  this  idea  the 
notion  of  resilience.  We  need  to  build  a  more  resilient  society 
that  is  informed  about  what  may  go  wrong  and  has  the  capacity 
to  manage  its  way  through  that  vulnerability. 

Tactical  Value  of  Engagement 

The  tactical  level  is  illustrated  and  highlighted  by  9/1 1,  espe¬ 
cially  United  FI ight  93 .  The  lesson  here  is  that  there  are  not  enough 
frontline  national  security  players  to  effectively  police  the  civil 
economic  space  where  the  problems  are  most  likely  to  emerge. 
For  a  long  time,  we  have  said  that  the  solution  was  going  to  be  in 
good  intelligence.  I  suspect  that  it  is  going  to  be  another  decade 
or  more  before  we  get  really  reliable  tactical  intelligence.  Right 
now,  we  are  confronted  with  the  reality  that  adapting  our  national 
security  apparatus  for  this  new  threat  is  a  work  in  progress  that 
has  a  long  way  to  go.  These  tools  will  run  up  against  sheer  num¬ 
bers  and  limits,  given  the  nature  of  the  adversaries. 

We  need  to  draw  on  a  few  more  people  in  that  space  than  the 
professional  apparatus  that  we  have.  The  current  situation  is  part 
of  the  legacy  of  the  Cold  War.  During  the  Cold  War,  the  security 
of  the  many  was  in  the  hands  of  a  few.  Dealing  with  that  truly 
existential  threat,  given  the  nature  of  the  adversary,  required  an 
incredibly  closed  and  what  evolved  into  a  paternalistic  system. 
The  national  security,  law  enforcement,  and  intelligence  commu¬ 
nities  are  having  a  difficult  time  coming  to  grips  with  the  terror¬ 
ist  threat  because  it  is  likely  to  be  domestic,  and  we  are  the  first 
responders. 

Civic  Value  of  Engagement 

Finally,  the  threat  is  a  civic  one.  What  we  have  told  our  young 
men  and  women  in  uniform,  who  continue  to  make  the  ultimate 
sacrifice  beyond  our  shores  to  confront  this  threat,  is  that  you 
have  to  do  whatever  it  takes  over  there  because  we  are  so  damned 
vulnerable  here.  We  must  make  the  case  to  our  society  that  the 
least  we  can  do  to  make  this  fight  sustainable  is  make  ourselves 
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less  vulnerable.  We  can  engage  and  do  what  we  can  on  the  home 
front.  I  recommend  to  you  the  Ken  Burns  World  War  II  series.  It 
shows  the  juxtaposition  of  what  was  happening  beyond  our  bor¬ 
ders  and  inside  our  borders. 

There  is  no  downside  to  engagement.  It  is  not  an  act  of  para¬ 
noia  or  pessimism  to  engage  Americans  in  the  very  real  hazards 
that  confront  us.  It  reminds  us,  in  fact,  that  we  came  together  as 
a  community,  as  a  nation,  in  the  first  place  because  we  could  not 
fend  entirely  for  ourselves.  We  have  to  rely  on  neighbors,  we  have 
to  rely  on  our  emergency  responders  at  the  community  level, 
we  have  to  rely  on  the  Red  Cross,  and  we  have  to  rely  on  our 
national  security  apparatus  at  the  end  of  the  day.  We  also  have  to 
be  more  self-reliant  as  a  people  to  be  better  able  to  wrestle  with 
this  threat. 


"We  need  to  build  a  more  resilient  society  that  is  informed 
about  what  may  go  wrong  and  has  the  capacity  to  manage 
its  way  through  that  vulnerability." 


RESILIENCE 

The  broad  concept  I  am  trying  to  advance  is  moving  us 
away  from  security,  with  all  its  associated  absolutist  qualities, 
and  towards  this  concept  of  resilience.  The  core  appeal  of  talk¬ 
ing  about  resilience  is  that  it  draws  on  a  big  part  of  the  DNA 
of  the  American  nation.  The  folks  who  landed  on  the  shores  of 
Virginia  and  Massachusetts  did  not  do  so  because  it  was  an  exer¬ 
cise  in  comfort.  They  were  taking  on  a  wilderness  to  pursue  an 
opportunity.  In  most  cases,  there  was  a  lot  more  challenge  and 
adversity  than  opportunity.  As  an  outgrowth  of  challenging  that 
adversity,  they  created  a  spirit  of  optimism  and  confidence  that 
they  could  take  whatever  came  their  way  as  a  nation  and  improve 
it  tomorrow. 

Marching  across  the  frontier,  dealing  with  other  great  national 
calamities  in  our  history  was  never  done  with  We  the  People  on 
the  sidelines.  We  drew  from  that  national  character  the  sense 
that  we  can  and  must  succeed  if  we  were  going  to  leave  for  the 
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next  generations  the  kind  of  opportunity  that  we  ourselves  were 
blessed  with. 

Robustness  and  redundancy 

Let  me  define  this  notion  of  resilience  very  briefly  in  four 
terms.  Resilience  is  first  building  robustness  in  critical  areas,  such 
as  infrastructure  or  networks  like  public  health  and  emergency 
management — the  systems  that  we  need  when  things  go  wrong. 
Robustness  comprises  an  element  of  hardening,  as  with  struc¬ 
tures,  and  redundancy.  Hardening  means  designing  systems  that 
will  withstand  unexpected  forces.  Redundancy  means  that  we  do 
not  have  all  our  eggs  in  one  basket,  which  is  what  works  best  for 
networks.  We  cannot  harden  the  networks,  but  we  can  create 
ways  for  them  to  bend  and  move. 

Resourcefulness 

The  second  part  of  resilience  is  resourcefulness.  Resourceful¬ 
ness  is  basically  crisis  management:  the  ability  to  recognize  and 
understand  an  unfolding  situation,  take  early  action,  and  com¬ 
municate  with  players.  A  lot  of  that  depends  more  heavily  on 
human  capital  than  it  does  on  technology. 

Recovery  and  Review 

The  third  element  of  resilience  is  rapid  recovery.  Critical  sys¬ 
tems  have  to  be  back  up  and  running.  Recovery  is  the  mecha¬ 
nism  that  fixes  whatever  was  broken  and  enables  us  to  move  on. 
The  last  part  is  review.  Learn  from  what  has  happened.  Review 
becomes  essentially  a  feedback  loop;  talking  about  what  we  need 
to  do  as  a  nation  in  terms  of  resilience  should  sound  a  lot  like 
what  we  talked  about  in  broad  terms  with  respect  to  notions  of 
security  and  defense. 

ENGAGE  WE  THE  PEOPLE 

Unfortunately,  most  of  our  idea  of  resilience  has  been  built 
around  hardening  things  up  front — jersey  barriers  and  so  forth. 
We  certainly  talk  about  the  need  for  recovery  and  response  but 
not  much  about  learning  from  the  past,  even  though  we  need  to 
draw  on  those  skills.  Building  a  more  robust  society  with  adequate 
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levels  of  redundancy  and  resourcefulness  and  working  our  way 
through  recovery  requires  an  open  and  inclusive  process,  in  con¬ 
trast  to  the  security  world. 

None  of  that  capability  can  be  developed  unless  we  bring  as 
many  of  the  stakeholders  as  possible  into  the  process.  I  want  to 
go  back  to  the  psychology  of  terror:  drawing  people  in  sheds  light 
on  what  seems  perhaps  a  very  amorphous  and  very  frightening 
reality  like  that  monster  in  the  closet.  You  demystify  it  by  giving 
people  things  to  do,  informing  them,  and  engaging  them  in  a  par¬ 
ticipatory  way. 

Ultimately,  we  should  make  the  threat  that  terrorism  may  pose 
for  our  society  far  less  damaging  results.  In  the  civic  context,  it  is 
part  of  what  we  should  do  as  a  nation  at  war.  We  need  an  open, 
inclusive  process  to  build  the  robustness  that  is  required,  and  the 
civic  process  is  also  necessary  to  stem  the  psychological  dam¬ 
ages  of  engaging  terror.  All  that  requires  a  much  more  ambitious 
agenda  and  a  different  kind  of  agenda  than  the  one  we  have  been 
pursuing  for  the  last  six  and  a  half  years. 


"I  do  not  think  [the  American  people]  will  be  as  forgiving 
the  next  time  around  because  we  have  basically  told  them 
an  untruth.  We  have  said  everything  that  can  be  done  is 
being  done  to  make  them  safe  and  secure.  All  of  us  in  this 
business  know  that  essentially  is  nonsense." 


I  hope  we  have  the  benefit  of  being  able  to  reflect  on  those 
years  without  another  catastrophic  attack  and  to  make  these  adjust¬ 
ments.  There  are  some  who  insist  that  it  will  take  another  major 
attack  for  us  to  get  this  right.  I  am  very  apprehensive  about  that 
possibility.  While  I  think  the  American  people  were  enormously 
forgiving  of  the  government  and  the  national  security  apparatus 
on  September  1 1th,  I  do  not  think  they  will  be  as  forgiving  the  next 
time  around  because  we  have  basically  told  them  an  untruth.  We 
have  said  everything  that  can  be  done  is  being  done  to  make  them 
safe  and  secure.  All  of  us  in  this  business  know  that  essentially  is 
nonsense.  We  raised  the  bar  too  high.  When  something  happens, 


82 


Unrestricted  Warfare  Symposium  Proceedings  2008 


as  it  inevitably  will,  and  it  comes  under  the  media  spotlight,  we 
will  find  that  the  most  basic  things  have  not  been  done — commu¬ 
nity  command  centers  that  have  no  ability  to  control  the  ventila¬ 
tion,  generators  in  places  where  they  will  be  buried  under  water 
if  the  water  rises  a  little,  no  way  to  give  showers  in  New  York  City 
in  February  to  people  who  have  been  exposed  to  a  dirty  bomb. 
These  are  all  the  nitty  gritty  kinds  of  things  that  we  really  have  not 
even  broached  here.  They  will  create  a  backlash  by  the  American 
people  that  can  endanger  the  social  contract.  I  do  not  care  if  there 
is  a  Democrat  or  Republican  at  the  driver's  seat;  there  is  a  much 
more  severe  risk  here. 

Let  me  conclude  with  this  wisdom,  which  is  stolen  like  vir¬ 
tually  every  bit  of  good  insight.  My  thievery  comes  from  a  very 
able  young  lawyer,  who  ultimately  rose  to  be  the  President  of 
the  United  States — Abraham  Lincoln.  In  his  first  public  address, 
he  followed  the  custom  of  the  time  of  introducing  himself  to  his 
neighbors  by  giving  a  speech.  The  address  was  given  50  years 
after  the  establishment  of  the  Republic,  and  he  wanted  to  talk 
about  the  risks  to  the  Republic.  In  what  is  known  as  the  Lyceum 
Address,  delivered  on  January  27,  1838,  he  said: 

At  what  point  shall  we  expect  the  approach  of  danger?  By 
what  means  shall  we  fortify  against  it?  Shall  we  expect 
some  transatlantic  military  giant  to  step  the  ocean  and 
crush  us  at  a  blow?  Never!  At  what  point  then  is  the  ap¬ 
proach  of  danger  to  be  expected? 

I  answer,  if  it  ever  reach  us,  it  must  spring  up  amongst  us. 

It  cannot  come  from  abroad.  If  destruction  be  our  lot,  we 
must  ourselves  be  its  author  and  finisher.  For  as  a  nation  of 
free  men,  we  must  live  through  all  time  or  die  by  suicide. 

Lincoln  was  reminding  us  of  our  national  faith,  our  national 
religion;  the  principles  on  which  this  great  nation  was  founded 
are  eternal.  Therefore,  the  only  way  they  can  truly  be  endangered 
is  not  by  an  adversary  who  confronts  them  but  ultimately  by  our 
losing  faith  in  them.  If  we  remember  the  words  of  Lincoln,  we  will 
win  this  battle  in  the  long  haul,  but  we  will  certainly  lose  it  if  we 
lose  sight  of  the  imperative  to  engage  We  the  People  as  we  move 
forward  with  this  very  challenging  world. 
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CL&A  SESSION  WITH  DR.  FLYNN 

\  ,  Where  do  we  invest,  particularly  with  respect  to  homeland 
security? 

;  Dr.  Stephen  Flynn  We  should  invest  in  critical  infrastructure 
and  so  forth.  I  gave  a  roadmap  with  my  definition  of  resilience — 
robustness,  resourcefulness,  recovery,  and  ultimately  response.  I 
certainly  would  say  that  resourcefulness,  recovery,  and  learning 
lessons  are  not  high-cost  items.  They  are  capacity  items  that 
address  the  communities  to  be  organized  when  things  go  wrong 
and  the  ability  to  coordinate  with  other  players  who  can  provide 
support. 

That  means  basically  getting  a  lot  of  adults  in  the  room  and 
working  our  way  through  the  classic  coordination  issues  that  the 
military  has  refined.  That  coordination  does  not  exist,  with  some 
notable  exceptions  like  the  wild  fires  in  California  where  we  saw 
how  well  these  cross-community  agreements  can  work.  They 
spread  capacity  to  deal  with  even  an  isolated  town  in  Southern 
California. 

When  we  actually  look  into  hardening  or  the  redundancy 
argument,  it  is  not  as  costly  as  it  may  appear.  Here  is  an  example 
I  like  to  use:  how  would  you  protect  the  Alaskan  pipeline?  It  is  an 
important  piece  of  infrastructure.  If  it  is  disrupted  for  a  period  of 
time  in  the  winter,  we  have  lost  it — the  oil  gels  and  sticks  forever, 
and  we  would  have  to  replace  it.  How  do  you  protect  it?  The  tra¬ 
ditional  model  would  be  to  string  a  lot  of  troops  in  foul  weather 
gear  along  the  length,  which  would  be  expensive.  An  alternative 
would  be  to  have  a  backup  pipeline,  which  would  also  be  very 
costly.  Another  way  to  recover  quickly  if  somebody  took  out  a 
piece  of  it  is  to  preposition  pipe  up  and  down  its  length  and  have 
rapid-recovery  teams  available  that  could  quickly  respond.  What 
incentive  would  the  adversary  have  to  blow  up  a  piece  of  the 
pipeline  in  the  tundra  if  he  knew  the  actual  impact  was  nonexis¬ 
tent?  When  you  think  about  protecting  that  network,  it  turns  out 
that  there  are  relatively  low-cost  or  reasonable-cost  measures  that 
might  serve  to  deter  attack. 
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At  its  essence,  though,  recovery  really  is  something  that  we 
can  do  in  this  society  but  have  not  done  yet,  in  part  because  of 
the  failure  to  engage.  What  we  should  do  is  ask  state  and  local 
officials  for  a  must-do  list  that  goes  to  a  Base  Realignment  and 
Closure  (BRAC)-style  commission  of  folks  informed  by  the  National 
Academy  of  Sciences,  American  Society  of  Civil  Engineers,  and 
so  forth.  They  review  the  items  that  are  critical  and  assess  reason¬ 
able  measures  that  could  be  put  in  place  to  safeguard  them. 

If  we  cannot  protect  them,  maybe  we  need  to  invest  in  redun¬ 
dancy  or  other  kinds  of  tools.  Who  pays  for  it?  At  the  federal  level, 
we  argue  that  we  are  not  familiar  with  many  of  these  items.  The 
private  sector  owns  85%  of  them  and  should  take  care  of  protect¬ 
ing  them  because  we  are  consuming  a  lot  of  resources  by  taking 
the  battle  to  the  enemy. 

When  you  actually  get  into  the  nitty  gritty  of  this  issue,  the 
private  sector  has  a  hell  of  a  problem  because  nobody  owns  all 
of  the  pieces  of  infrastructure.  I  may  work  very  hard  to  fix  a  piece 
of  the  network,  but  if  someone  does  not  protect  the  other  part  of 
the  network,  I  am  putting  myself  at  a  competitive  disadvantage 
without  actually  providing  much  value. 

We  must  agree  on  some  standards  overall  and  on  how  we 
are  going  to  go  forward.  It  is  nonsense  to  say  that  everything  is 
vulnerable.  There  is  actually  only  a  small  list  of  things  that  could 
kill  a  lot  of  people  and  profoundly  disrupt  our  society.  So  let  us 
take  a  deep  breath,  get  a  handle  on  those,  and  make  these  pru¬ 
dent  investments.  For  the  sake  of  comparison,  we  are  spending 
about  $300  million  a  day  in  Iraq,  maybe  even  more,  while  the 
total  amount  of  money  that  has  been  invested  in  security  for  the 
Port  of  New  York/New  Jersey  since  September  1 1th  and  in  all  the 
critical  operations  there,  like  refineries,  is  just  over  the  $1 00  mil¬ 
lion  mark  this  year.  In  other  words,  the  cost  of  every  eight  hours 
in  Iraq  is  what  we  have  spent  to  date  safeguarding  the  port  of  New 
York/New  Jersey. 

I  can  push  the  divide  even  further  with  the  disconnect 
between  the  national  security  and  homeland  security  worlds.  We 
are  spending  more  money  protecting  the  Port  of  San  Diego  than 
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all  the  other  West  coast  ports  combined  because  that  is  force  pro¬ 
tection.  L.A./Long  Beach  brings  in  43%  of  all  the  containers  and 
50%  of  all  the  energy  west  of  the  Rocky  Mountains.  If  I  am  an 
adversary  in  Southern  California,  do  I  go  south  to  San  Diego  or 
do  I  go  to  L.A.?  By  hardening  the  Port  of  San  Diego,  we  created 
an  incentive  for  the  adversary  to  go  to  L.A.  because  the  pickings 
look  a  little  more  promising  there. 


The  Department  of  Defense,  in  carrying  out  its  mission,  is 
making  civilians  and  critical  infrastructure  softer  targets.  Not 
intentionally  but  as  an  outgrowth  of  processes,  we  are  focusing 
on  our  lanes  and  protecting  our  assets,  and  it  is  the  job  of  some¬ 
body  else,  who  remains  unnamed,  to  take  care  of  the  rest.  There 
is  no  analysis  that  has  looked  at  that  tradeoff  issue  in  the  six  plus 
years  since  9/1 1 . 


.  How  do  you  build  psychological  resiliency  in  a  civil  society  whose 
V— view  of  the  world  has  increasingly  become  that  any  aberration  is 
somebody’s  fault  instead  of  accepting  that  things  happen  and  we  have  to 
work  our  way  through  them? 


|  Dr.  Stephen  Flynn  It  is  really  the  heart  of  the  issue.  The 
answer,  in  part,  is  that  the  media  are  not  part  of  the  problem  right 
now.  The  big  screen  and  little  screen  create  the  illusion  that  we 
are  very  brittle  and  that  we  all  panic  and  act  like  screaming  hordes 
of  movie  extras  when  something  goes  wrong  when,  in  fact,  that 
is  not  what  happens.  Mostly,  the  initial  reaction  is  denial;  people 
freeze.  Then,  they  start  going  through  a  decision-making  process 
about  what  to  do  next.  Because  it  is  an  undisciplined  process, 
they  work  through  about  100  options  when  there  are  only  two: 
duck  or  run.  Then  they  act  based  on  those  data. 

The  problem  is  that  most  of  us  will  not  have  enough  time  to 
survive  between  the  denial  and  the  decision  about  what  to  do. 
What  we  really  are  doing  when  we  give  people  these  tools  is  to 
compress  their  ability  to  manage  those  events.  My  pitch  is  that  for 
the  vast  majority  of  Americans,  there  is  a  more  probable,  in  most 
cases  certainly  more  consequential,  risk  than  al  Qaeda.  It  is  called 
Mother  Nature.  Ninety  percent  of  Americans  today  live  in  a  place 
at  moderate  or  high  risk  of  a  major  natural  disaster.  We  cannot 
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prevent  those.  We  can  mitigate  them,  but  we  cannot  prevent 
them.  Let  us  mobilize  Eisenhower-style  around  the  notion  that 
civil  defense  is  a  part  of  how  we  are  building  ourselves  towards 
this  goal.  We  need  investment  in  infrastructure  to  accomplish  this 
goal  in  true  Eisenhower  fashion. 

We  do  need  to  target  the  young.  I  am  actually  working  with 
some  folks  on  this,  and  one  of  the  lines  we  are  considering  is 
targeting  younger  people  with  the  media.  We  would  take  advan¬ 
tage  of  the  classic  generational  struggle  by  saying  your  parents  are 
irresponsible,  they  have  no  plan,  they  are  entirely  selfish,  and  you 
need  to  take  over.  Kids  resonate  to  this  kind  of  message.  I  just  did 
a  presentation  to  a  young  high  school  class,  and  all  of  a  sudden 
they  wanted  to  sign  up.  It  is  much  like  the  green  movement.  We 
are  paying  a  bit  of  attention  to  the  green  movement  now,  in  part 
because  our  kids  are  sitting  in  the  back  of  that  big  SUV  saying, 
"We're  putting  out  a  lot  of  carbon  footprint  here  today,  Mom." 

If  we  start  to  target  the  young,  we  start  to  affect  the  culture. 
We  do  it  around  a  practical  set  of  issues.  We  do  not  do  it  by 
saying  that  we  are  all  in  the  crosshairs.  The  crosshairs  probably 
are  not  there,  but  we  are  in  a  place  and  in  a  time  where  we  are 
going  to  be  disrupted  rather  profoundly. 

I  just  give  them  one-on-one  advice:  you  have  got  to  be  able 
to  camp  in  your  home  for  three  days.  If  you  do  that,  you  will  not 
be  part  of  the  problem.  Our  emergency  responders  are  limited.  If 
you  can  ride  out  this  emergency  without  being  on  the  roads  and 
have  the  basic  supplies  that  you  need  on  hand,  you  are  relieving 
the  pressure  on  those  who  really  need  help. 

That  is  how  I  explain  it  to  my  12-year-old  daughter.  It  is  not 
that  daddy  cannot  protect  you.  We  have  to  be  responsible  citizens 
because  we  live  in  a  society  where  disruption  is  going  to  happen 
from  time  to  time.  We  need  to  build  up  our  basic  capacity  for 
self-reliance. 
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/^\  .  Considering  our  fading  compassion  and  growing  cynicism,  what 
conflicts  do  Americans  continue  to  face  as  they  deal  with  the 
post-9/ 11  terrorism  risk? 


\  Dr.  Stephen  Flynn  We  need  to  segment  what  Americans  are 
willing  to  do  and  what  they  are  demanding  versus  what  politicians 
and  bureaucrats  are  thinking  they  want  them  to  do.  The  reality  is, 
of  course,  we  fixed  the  9/1 1  problem  by  hardening  cockpit  doors 
and  changing  passenger  behavior.  United  93  illustrated  that.  If 
you  deny  access  to  the  cockpit,  a  terrorist  will  not  be  able  to  turn  a 
jet  into  a  missile  and  drive  it  into  a  piece  of  critical  infrastructure. 
If  the  passengers  say  we  are  not  going  along  for  this  ride,  you 
cannot  have  that  scenario. 


That  actually  again  illustrates  the  value  of  bringing  people 
onboard.  The  bureaucracy  says  you  are  all  victims,  and  we  have 
got  to  do  whatever  it  takes  to  protect  you — for  example,  by  taking 
nuns'  shoes  off  as  they  walk  through  the  airline  check-in.  As  we 
are  removing  judgment,  people  are  becoming  more  cynical  and 
more  passive.  We  have  lost  that  9/1 1  moment,  and  I  think  we  can 
recapture  it  by  giving  people  things  to  do. 

We  have  to  give  them  things  to  do,  not  just  narrowly  around 
the  terrorism  risk  but  in  the  other,  broader  collective  risks  that  our 
terrorists  are  taking  advantage  of.  We  are  a  more  brittle  society 
than  we  used  to  be.  We  are  less  self-reliant  than  we  were.  We  are 
more  paranoid  in  a  lot  of  ways,  even  though  we  are  trying  to  fake 
it.  By  investing  in  our  ability  to  be  prepared  as  a  society,  we  are 
accomplishing  a  lot  of  good  across  the  board  at  relatively  modest 
cost. 


A  citizen  corps  program  that  trains  people  around  the  country 
to  be  a  part  of  this  preparedness  enterprise  received  a  whopping 
$15  million  this  year,  on  top  of  the  whopping  $15  million  we  gave 
it  last  year.  We  are  down  to  a  half  hour  in  Iraq  for  that  amount. 
This  is  not  an  either/or  case;  it  is  just  to  say  that  we  clearly  made 
a  decision,  or  a  lot  of  people  have  just  gone  along  for  the  ride  to 
spend  whatever  we  have  to  on  the  national  security  apparatus. 
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We  are  not  willing  to  make  even  the  most  prudent  invest¬ 
ments  in  how  we  engage  and  draw  in  our  civil  society  to  be  a  part 
of  the  solution.  Here  is  another  illustration.  My  very  first  assign¬ 
ment  when  I  graduated  from  the  Coast  Guard  Academy  was  on  a 
buoy  tender.  Buoys  are  traffic  posts  in  the  water.  Our  job  was  to 
pick  them  up,  clean  them,  and  put  them  right  back  where  they 
belonged.  That  job  introduced  me  to  the  neighborhood.  Right  after 
9/1 1 ,  something  quite  nice  happened.  The  watermen  of  Portland 
said  they  were  willing  to  be  a  civil  patrol.  Their  proposal  bubbled 
up  to  the  bureaucracy,  which  came  back  and  said,  "We  cannot 
get  clearances  for  you  folks,  so  thanks  but  no  thanks." 

The  Coast  Guard  has  improved  that  situation  now  with  a 
reach-out  program,  but  that  reflex  to  reject  the  watermen's  offer  is 
automatic  within  the  national  security  world.  These  watermen  go 
back  literally  to  the  landing  of  the  Pilgrims,  and  there  is  nobody 
more  territorial  than  a  lobsterman.  If  you  mess  with  their  pots, 
they  can  blow  you  away,  and  no  jury  will  convict  them  in  the 
State  of  Maine.  They  have  complete  maritime  domain  awareness, 
and  they  act  on  that  awareness.  They  are  great  assets. 

I  was  at  a  conference  at  Northern  Command  (NORTHCOM) 
in  October,  where  the  private  sector  is  having  a  hard  time.  One 
of  the  members  there  turned  out  to  be  from  Maersk,  a  Danish 
company  that  is  the  largest  sea  container  operation  in  the  world 
and  the  largest  commercial  fleet  in  the  world.  He  said,  "I've  heard 
Admiral  Mullen  talk  about  the  thousand-ship  Navy.  Well,  we've 
got  1,600  of  them.  They  are  out  there  day  in  and  day  out,  and  they 
know  where  their  ships  are.  They  have  a  vested  interest  in  keeping 
the  sea  lanes  open  and  working." 

Our  inability  to  tap  that  resource  is  something  that  is  going  to 
really  cause  us  problems  down  the  road. 


Disrupting 
Adversary  Networks 
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CHARACTERISTICS  OF  THE  CURRENT  WAR 

We  often  say  that  we  are  in  a  long  war.  We  do  not  often  talk 
about  the  nature  of  this  war  and  exactly  what  it  is  that  we  are 
facing.  We  need  to  think  about  at  least  four  characteristics  of  this 
war  throughout  the  conference  (Figure  1 ).  The  first  is  that  it  has  an 
unprecedented  degree  of  asymmetry.  I  do  not  think  you  can  find 
another  time  in  history  when  such  a  small  number  of  people  can 
do  so  much  damage,  especially  were  they  to  acquire  weapons  of 
mass  destruction.  We  know  they  have  the  intent  to  do  so  and  the 
intent  to  use  them. 


•  Unprecedented  Degree  of  Asymmetry 

•  Global  in  Scope 

•  Proliferation  of  Nonstate  Actors 

•  No  Dominant  Strategic  Concept 


Figure  1  New  Kind  of  Conflict 
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Second,  this  is  an  insurgency  that  is  global  in  scope.  We  just 
have  to  scan  the  years  since  9/11  to  see  events  of  terror  from 
Indonesia  to  Morocco,  from  the  U.K.  to  Pakistan,  from  east  Africa 
to  the  United  States.  There  is  hardly  a  part  of  the  world  that  is  not 
marked  in  some  way  by  this  conflict. 

Third,  this  conflict  takes  place  amidst  an  extraordinary  and 
unprecedented  proliferation  of  nonstate  actors.  I  am  not  just  talk¬ 
ing  about  the  terrorist  groups;  I  am  talking  about  the  world  that 
has  been  produced  by  globalization.  The  nation  state  is  still  here, 
of  course,  but  is  on  the  defensive.  Globalization,  for  example,  has 
been  accompanied  by  growth  in  nongovernmental  organizations 
and  multinational  corporations,  and  that  is  the  environment  in 
which  we  must  move  as  we  seek  to  combat  terrorists  in  what  is  a 
fundamentally  new  conflict.  It  is  simply  a  more  complex  interna¬ 
tional  environment. 

Finally,  there  is  the  absence  of  an  overall  driving  strategic 
concept,  such  has  we  had  during  the  Cold  War  period.  Then,  it 
was  the  simple  phrase,  containment,  devised  by  George  Kennan 
in  the  late  1940s.  For  all  of  its  simplicity,  it  gave  us  a  strategic 
concept  that  everyone  could  quickly  grasp  and  operationalize  in 
some  way.  There  is  no  equivalent  of  that  today.  We  use  many 
words,  but  there  is  no  single  driving  concept  that  quite  pulls  it 
together. 

As  I  said  at  our  discussion  in  the  senior  panel  last  year,  we 
have  yet  to  see  the  George  F.  Kennans,  the  Thomas  Schellings, 
the  Albert  Wohlstetters,  or  the  other  theorists  who  dominated  the 
Cold  War  period.  We  are  stuck  in  what  one  another  calls  "the  gap 
between  strategic  epochs"  as  we  try  to  battle  this  new  adversary. 

DIFFERENCES  BETWEEN  OLD  AND  NEW 
ADVERSARIES 

In  this  world,  we  need  to  be  mindful  that  many  of  the  tra¬ 
ditional  concepts  that  we  have  become  comfortable  with — such 
as  deterrence — do  not  work  quite  as  well.  It  may  be  possible  to 
deter  the  adversary  in  this  new  conflict,  but  deterrence  certainly  is 
not  as  clear  or  manageable  as  it  was  against  our  old  adversaries. 
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The  traditional  tools  that  we  use  in  statecraft  are  also  stressed  by 
this  new  conflict;  they  simply  do  not  work  as  well  as  they  did  in 
traditional  conflicts. 

Diplomacy  has  a  role,  certainly,  in  marshalling  a  coalition 
against  this  adversary;  but  diplomacy  does  not  work  with  this 
adversary. 

There  is  a  role  for  conventional  military  power,  of  course,  and 
certainly  a  role  for  Special  Operations,  but  conventional  military 
power  alone  is  not  sufficient  against  this  adversary.  That  was  most 
apparent  immediately  after  9/11  and  after  Operation  Enduring 
Freedom,  when  the  al  Qaeda  operatives  scattered  to  places  where 
we  could  not  send  the  82nd  Airborne. 

So,  conventional  military  power  has  its  limits.  Economic 
policy  also  has  its  limits.  Economic  policy  has  an  important  role 
in  combating  terrorist  financing,  but  it  does  not  quite  work  in  the 
traditional  sense  of  being  able  to  sanction  an  adversary.  There 
are  ways  to  attack  their  finances;  but  again,  it  is  unconventional 
economic  policy. 

Finally,  traditional  legal  norms  do  not  work  well  in  this  envi¬ 
ronment  for  reasons  that  are  generating  a  lot  of  debate  in  our 
country  at  the  moment.  In  short,  if  we  were  to  sum  this  up,  I 
would  say  that  the  old  adversary  was  stationary,  conventional, 
and  observable  (Figure  2).  Elis  tools  were  planes,  tanks,  and  mis¬ 
siles.  The  new  adversary,  on  the  other  hand,  is  stealthy,  agile,  and 
unconventional.  At  a  symposium  at  SAIS  held  about  2  years  ago, 
I  was  struck  by  one  of  our  Australian  colleagues  who  said  that  the 
tools  of  the  new  adversary  are  Microsoft,  machetes,  Kalashnikovs, 
and  tribal  drums. 


OLD  ADVERSARY: 

•  Observable,  Stationary,  Conventional 
NEW  ADVERSARY: 

•  Stealthy,  Agile,  Unconventional 


Figure  2  Old  Versus  New  Adversaries 
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At  the  same  time,  global  trends  promise  to  further  complicate 
the  environment  in  which  we  struggle  against  this  enemy.  As  the 
world  approaches  7  billion  people,  it  is  noteworthy  that  most  of 
that  growth — approximately  one  Mexico  per  year  added  to  the 
population  of  the  world — is  occurring  in  parts  of  the  world  that 
very  often  coincide  with  the  origins — the  recruiting  centers — for 
terrorists.  Governments  come  under  greater  stress  in  those  areas 
as  they  seek  to  provide  services  to  an  expanding  population.  The 
likelihood  is  an  increasing  number  of  young  men  and  women 
unemployed  and  ripe  for  recruitment. 

Urbanization  is  proceeding  apace,  with  about  one-third  of 
the  world's  people  living  in  cities.  In  10  to  15  years,  about  half 
of  them  will  live  in  cities,  giving  rise  to  the  era  of  the  megacity 
of  25  to  27  million — places  like  Lagos  and  Karachi  and  Tokyo. 
A  generation  of  terrorists  trained  in  urban  warfare  is  emerging 
from  the  Iraq  conflict,  which  may  have  implications  for  the  future 
battlefield  that  we  need  to  consider. 

We  are  very  good  at  many  parts  of  technology,  but  the  same 
technology  that  is  proceeding  apace  now  will  also  be  available  to 
the  adversary.  Computer  processing  power  per  unit  doubles  every 
18  months.  While  we  are  very  good  at  finding,  fixing,  finishing, 
and  following  up — the  classic  intelligence/military  formula — in 
the  real  and  concrete  world,  we  are  not  very  good  at  finding  and 
fixing  in  cyberspace.  We  are  facing  a  tremendous  technological 
challenge. 

DISRUPTING  THE  ADVERSARY 

Disrupting  this  adversary  is  very  different  from  dealing  with 
the  old  adversary.  With  the  old  adversary,  we  had  to  detect 
rather  large  objects:  conventional  forces  and  the  locale  of  stra¬ 
tegic  nuclear  facilities.  Detecting  and  disrupting  this  new  enemy 
involves  finding  very  small  things,  whether  it  is  a  bomb  in  a  suit¬ 
case  or  that  liquid  that  we  cannot  take  on  airplanes,  or  a  single 
packet  of  data  that  is  moving  through  the  global  information  net¬ 
work  (Figure  3). 
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•  Finding  Small  Things 

•  Secrets  FHarder  to  Get 

•  Drowning  in  Data 

•  Unprecedented  Information  Sharing 

•  New  Data  Flow  Paradigm 


Figure  3  Disrupting  the  New  Adversary:  New  Challenges 

Detecting  and  disrupting  the  old  adversary  meant  gaining 
secrets  that  were  held  by  thousands  of  people.  Often,  you  could 
find  them  in  ministries,  cabinets,  and  embassies.  The  new  adver¬ 
saries'  secrets  are  held  by  a  much  smaller  number  of  people,  often 
in  very  remote  areas.  You  will  not  find  them  at  embassy  cocktail 
parties. 

Detecting  and  disrupting  the  old  adversary  meant  scrambling 
for  data.  We  did  not  know  enough.  We  understood  capabilities 
but  not  intent.  Now,  we  understand  intent  very  well  but  do  not 
understand  capabilities  as  well.  In  a  sense,  ironically,  we  are 
drowning  in  data.  Back  in  1 950,  there  were  about  5,000  comput¬ 
ers  in  the  United  States.  Today  there  are  530  billion  instant  mes¬ 
sages  on  the  Internet  every  day. 

Detecting  and  disrupting  the  old  adversary  meant  compart¬ 
mentalizing  information  and  holding  it  tight.  Detecting  and  dis¬ 
rupting  the  new  adversary  involves  an  unprecedented  level  of 
sharing  of  data  across  a  wide  array  of  coalition  partners — data  of 
varying  sensitivity,  another  challenge. 

Detecting  and  disrupting  the  old  adversary  often  involved 
guidance,  leadership,  and  intelligence  dispensed  from  the  top. 
Detecting  and  disrupting  the  new  adversary  requires  information 
flowing  up  from  special  operators — intelligence  officers  operat¬ 
ing  in  the  back  streets  around  the  world — and  compiling  it  into  a 
database  that  ultimately  must  be  shared  with  many  other  people. 
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COUNTERINSURGENCY  STRATEGY 

In  this  environment,  what  kind  of  strategic  posture  must  we 
adopt?  How  do  we  prevail  and  ultimately  end  this  conflict?  Classic 
counterinsurgency  tells  us  we  must  destroy  the  leadership,  we 
must  deny  the  leadership  and  the  movement  safe  haven,  and  we 
must  change  the  conditions  that  bring  about  this  phenomenon 
that  we  call  terrorism  by  doing  the  following: 

•  Destroy  the  Leadership 

•  Deny  Safe  Haven 

•  Change  the  Conditions 

CURRENT  CONDITION  S  FOR  THE  ADVERSARY 

From  roughly  2001  to  2006,  we  did  rather  well  in  destroying 
the  leadership  and  denying  safe  haven  and  not  very  well  then  or 
now — perhaps  never — on  changing  the  conditions  that  give  rise 
to  terrorism.  So  where  are  we  today?  Figure  4  provides  a  quick 
scorecard. 

There  was  a  debate  on  National  Public  Radio  (NPR)  this 
morning  [1 0  March  2008]  [1  ]  among  people  across  the  spectrum 
on  the  degree  to  which  there  is  a  serious  threat  from  al  Qaeda 
today.  I  am  on  the  side  that  says  we  still  have  a  serious  problem 
here.  I  think  we  can  debate  the  degree  and  debate  the  pace  and 
the  timing,  but  I  would  describe  it  roughly  this  way.  We  have  an 
adversary  now  that  has  reestablished  a  safe  haven  of  sorts  along 
the  Afghanistan-Pakistan  border,  and  it  has  expanded.  That  is  why 
I  said  we  had  done  fairly  well  in  denying  safe  haven  until  roughly 
2006.  With  President  Pervez  Musharraf's  agreements  with  the 
local  tribal  leaders  along  that  border  and  the  increasing  aggres¬ 
sive  expansion  of  the  adversary  into  some  of  the  more  settled 
areas  of  the  tribal  regions,  they  now  have  a  safe  haven  in  which 
they  can  operate  with  some  impunity. 
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•  Safe  Haven  Reestablished 

•  Afghan  Toehold  Regained 

•  New  Global  Affiliations 

•  Widening  Breadth  of  Operations 

•  Central  Leadership  Reach 

•  Robust  Propaganda  Capacity 

•  Powerful  Narrative 

•  Resilient  After  Defeats 

•  Memories  of  9/1 1  Fading 


Figure  4  Conditions  for  the  Adversary  Today — A  Scorecard 

Also,  al  Qaeda  has  reestablished  a  toehold  in  Afghanistan. 
They  were  never  really  at  odds  with  the  Taliban,  but  there  was  a 
period  when  the  relationship  between  the  Taliban  and  al  Qaeda 
was  not  as  close  as  it  is  today.  As  a  result,  we  are  seeing  the  migra¬ 
tion  into  Afghanistan  of  the  kind  of  tactics  that  we  have  come  to 
expect  in  Iraq. 

The  number  of  suicide  bombings  rose  from  21  in  2005  to  1 1  8 
in  2006.  I  do  not  have  the  figures  for  2007,  but  by  mid-year  2007, 
there  were  107  such  bombings. 

We  are  seeing  new  affiliations  around  the  world  as  groups 
adhere  to  the  al  Qaeda  mantle.  Some  will  argue  that  they  are 
simply,  if  you  will,  putting  on  the  t-shirt,  but  they  have  a  virtual  safe 
haven  that  they  can  operate  in  that  connects  all  of  these  people. 
They  continue  to  take  their  inspiration  from  al  Qaeda  central.  So 
we  see  groups  like  the  Salafist  Croup  for  Call  and  Combat  (GSPC) 
in  Algeria  taking  on  the  name  al  Qaeda  in  the  Islamic  Maghreb 
and  using  classic  al  Qaeda  tactics  that  we  had  not  seen  before  in 
Algeria.  There  is  a  widening  breadth  of  operations  from  Algeria  to 
Southeast  Asia  and  from  London  to  Istanbul.  There  is  a  clear  con¬ 
nection  between  many  of  the  operations  that  at  first  were  thought 
to  be  local. 
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We  are  now  learning  enough  to  understand  that  there  are 
connections  between  local  jihadist  training  camps,  leaders,  and 
assistants  in  those  Pakistani-Afghan  tribal  areas.  This  is  certainly 
true  for  the  attacks  that  have  occurred  and  been  thwarted  in  the 
U.K.  It  may  also  be  true  for  the  attacks  in  Spain.  It  appears  to  be 
true  for  the  attacks  that  were  thwarted  recently  in  Germany,  and 
the  list  goes  on. 

Best  documented  are  the  2005  London  subway  bombings, 
where  Mohammad  Sidique  Khan,  the  lead  bomber,  a  30-year-old 
primary  school  teacher,  recruited  three  colleagues  between  the 
ages  of  1  7  and  21 ,  all  of  whom  committed  suicide  in  the  bomb¬ 
ings.  Mohammad  Sidique  Khan,  who  had  clearly  traveled  to  and 
apparently  had  been  trained  in  Pakistan,  appeared  in  a  video 
placed  side  by  side  with  another  video  of  Ayman  al-Zawahiri. 

I  believe  two  of  the  other  culprits  in  that  attack  had  traveled  to 
Pakistan  as  well.  The  connection  is  clear. 

The  propaganda  capacity  of  the  adversary  is  expanding,  with 
videos  and  audios  seemingly  doubling  each  year. 

We  can  take  some  comfort  in  the  capture  or  killing  of  four 
successive  chiefs  of  operations,  starting  with  Khalid  Sheikh 
Mohammad  and  continuing  through  Abu  Ferag  Alibi,  Abu  Hamza 
Rabia,  and  Abd  al-Hadi  al-lraqi.  Despite  these  fairly  significant 
losses  of  leadership,  the  adversary  appears  to  be  resilient.  They 
keep  coming  back.  Meanwhile,  it  is  not  inconsequential  that  in 
our  own  country,  memories  of  9/1 1  are  fading.  We  can  look  at  the 
newspaper  every  day  and  come  to  the  conclusion  that  the  politi¬ 
cal  consensus  in  our  own  country  about  how  to  deal  with  this 
adversary  is  beginning  to  fray.  That  is  the  environment  in  which 
they  are  operating. 

ADVE  RSARY  WEAKN  ESSES 

They  have  some  weaknesses,  too  (Figure  5).  As  Peter  Bergen 
points  out,  they  are  not  12  feet  tall.  There  are  four  main  vulner¬ 
abilities  we  can  exploit.  For  example,  they  have  killed  a  lot  of 
Muslims.  Where  they  have  done  that,  particularly  in  a  place  like 
Jordan  where  they  attacked  a  wedding  party,  their  credibility  with 
the  Muslim  public  has  been  dealt  a  serious  blow. 
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•  Attacks  on  Muslim  Population 

•  No  Positive  Vision 

•  No  Social  Services 

•  Against  Everyone 


Figure  5  Adversary  Weaknesses 

Also,  they  do  not  have  a  positive  vision.  The  whole  idea  of 
a  caliphate,  which  existed  for  several  decades  centuries  ago,  is 
not  something  that  I  think  the  average  Muslim  is  longing  to  recre¬ 
ate.  In  addition,  they  have  no  social  services  to  speak  of,  unlike 
Hezbollah,  which  provides  significant  social  services  to  about 
250,000  people  in  Lebanon,  or  even  Hamas,  which  came  to  power 
based  on  its  record  of  providing  such  services  to  the  Palestinian 
population.  Apart  from  supporting  the  immediate  family  mem¬ 
bers  of  activists,  al  Qaeda  does  not  have  such  a  program. 

Finally,  who  is  not  on  its  enemy  list?  They  are  against  our 
European  allies,  they  are  against  us,  they  are  against  most  of  the 
Middle  Eastern  governments,  they  are  against  the  Russians — just 
about  everyone  is  on  their  enemy  list.  So  this  is  not  a  movement 
that  has  a  lot  of  friends  among  nation  states  for  sure,  even  though 
those  countries  vary  in  their  capacity  and  their  willingness  to 
attack  them. 
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%r 2.2  ADVERSARY  NETWORKS 

Matthew  Levitt 


One  area  where  adversary  networks  operate  is  in  the  finan¬ 
cial  sphere.  The  relationships  within  and  between  the  financial 
and  logistical  support  networks  of  the  Diaspora  groups  based  in 
the  Middle  East  or  elsewhere  tend  to  spread  out  beyond  those  in 
their  home  countries.  It  is  therefore  a  very  useful  focus  area  for 
identifying  covert  networks.  Any  time  people  engaged  in  covert 
activity  have  to  expose  themselves  to  the  open  world,  such  as 
accessing  the  international  financial  system,  we  have  an  oppor¬ 
tunity  to  identify  these  actors  and  reveal  their  relationships  to 
other  persons  of  investigative  interest.  Travel,  communications, 
and  finance  are  perhaps  the  three  most  important  such  areas. 
Therefore,  when  discussing  adversary  networks,  we  should  refer 
not  only  to  operational  cells  but  also  to  the  recruiters,  the  ideo¬ 
logues,  and  the  logistical  and  financial  support  net-works  that 
facilitate  their  activities. 

In  some  cases,  these  roles  will  be  discrete,  especially  in  terms 
of  operational  security  concerns.  However,  when  we  get  into  the 
typically  ad  hoc  relationships  between  individual  operatives  and 
supporters,  we  increasingly  find  overlap,  interconnectivity,  and 
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bleeding  between  the  different  areas,  and  these  relationships  will 
start  to  manifest  themselves. 


5 o  oooc 

Source:  adapted  by  Major  Wesley  Anderson  from  the  unpublished  work  of  Major  Grant  Morris  and  The  School 
of  Advanced  Military  Studies  Program  Special  Operations  Elective. 

Figure  1  hierarchical  Structure  of  Terrorist  Organization 

These  relationships  do  not  need  to  be  formal.  We  should  not 
expect  memoranda  of  understanding  between  different  elements 
within  groups  or  between  different  groups.  Sometimes  they  will 
just  be  ad  hoc,  and  some-times  the  press  will  make  more  of  ad 
hoc  relationships  than  they  should,  but  we  should  be  paying 
attention  because  the  overlaps  between  operatives  and  support¬ 
ers  are  very  important. 

Forexample,  General  NizarAmmarofthe  Palestinian  Authority 
(PA)  has  noted  that  there  have  been  many  cases  where  the  PA 
knew  of  a  Hamas  operative  engaged  in  political  or  social  welfare 
activities.  Only  the  day  after  a  bombing,  however,  did  they  dis¬ 
cover  the  role  the  activist  played  in  the  attack.  Certainly,  this  was 
the  case  before  9/1 1  in  Europe,  where  a  number  of  individuals 
were  known  as  supporters  but  were  not  suspected  of  engaging 
in  operational  activity  even  as  they  supported  what  became  the 
9/11  hijackings. 

Particularly  in  Germany,  where  prosecutors  determine  how 
operational  resourcesand  investigations  are  prioritized,  authorities 
determined  that  individuals  of  interest  were  not  "operatives"  but 
supporters  and  did  not  warrant  continued,  full-scale  surveillance. 
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We  are  not  dealing  today  with  any  type  of  pure,  simple  hierarchi¬ 
cal  organization  but  with  different  types  of  networks  intersecting 
and  overlapping  with  one  another. 


When  we  look  at  the  ever-increasing  type  of  network  struc¬ 
tures  that  we  are  seeing,  we  get  a  sense  of  how  complicated  this 
area  is  (Figure  2).  If  we  really  want  to  be  effective  in  dealing  with 
a  network  of  networks  or  a  system  of  systems,  we  need  to  focus 
on  relationships.  You  need  to  take  advantage  of  every  time  covert 
operatives  expose  themselves  by  engaging  in  overt  action,  includ¬ 
ing  financing. 
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Figure  2  Network  Structure 

AD  HOC  RELATIONSHIPS 

The  9/1 1  commission  discussed  ad  hoc  relationships  between 
Hezbollah  and  al  Qaeda.  Hezbollah,  of  course,  is  not  al  Qaeda, 
but  the  existence  of  ad  hoc  relationships  is  telling.  These  interper¬ 
sonal  relationships  are  very  important,  whether  they  come  from 
shared  time  in  a  training  camp  or  shared  connections  through 
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radical  Islamist  networks  like  the  Muslim  Brotherhood  or  Hizb  a 
Tahrir. 

A  recent  case  in  Bahrain  received  a  lot  of  bad  press  (Figure 
4).  Six  Bahrainians  were  tried  for  plotting  what  was  believed  to 
be  an  al  Qaeda-inspired  attack  and  were  sentenced  to  only  six 
months.  In  fact,  prosecutors  sought  much  harsher  sentences,  but 
the  judge  issued  light  sentences  because  no  attack  occurred  and 
based  on  the  recantations  of  the  cell  members  who  promised 
to  cease  engaging  in  violent  activities  in  the  future.  FHowever, 
according  to  Bahraini  prosecutors,  the  cell  was  connected  with 
al  Qaeda  networks  operating  in  Iran.  It  is  not  clear  how  much  the 
Iranians  were  aware  of  these  al  Qaeda  facilitators  within  their 
borders,  but  what  is  clear  is  that  the  Iranians  allowed  them  to 
enter  the  country  without  stamping  their  passports  (as  was  the 
case  with  several  of  the  individuals  tied  to  9/1 1,  as  documented 
by  the  9/1 1  Commission).  They  were  transferred  from  facilitator 
to  facilitator  until  they  arrived  in  the  Afghanistan/Pakistan  area  for 
training.  Because  they  were  going  anyway,  they  were  sent  with 
some  funding  to  pass  along  to  al  Qaeda  core  operatives. 

This  is  an  interesting  case  that  highlights  the  nature  of  these 
ad  hoc  relationships.  In  another  context,  Figure  3  depicts  how 
relationships  are  being  leveraged  to  evade  the  sanctions  on  Iran. 
It  also  shows  how  simple  these  relationships  can  be.  Not  every 
node  in  these  relationships  is  going  to  be  adversarial.  Sometimes 
people  are  in  this  for  profit,  or  they  are  helping  a  friend  or  a  rela¬ 
tive.  Understanding  how  these  relationships  function  is  incredibly 
important.  One  of  the  examples  I  like  to  cite  is  Bank  Al  Taqwa, 
which  was  one  of  the  first  entities  to  be  designated  after  9/11. 
When  the  Treasury  Department  first  publicized  its  designation  of 
Bank  Al  Taqwa,  it  highlighted  the  bank's  activities  on  behalf  of 
al  Qaeda.  As  investigative  journalists  and  others  started  looking 
around,  they  discovered  the  bank  was  also  involved  in  significant 
financing  for  FHamas  as  well  as  several  North  African  groups.  It 
turned  out  the  bank  was  a  key  node  being  utilized  by  a  variety  of 
terrorist  groups. 
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Figure  3  Following  the  Money 

What  is  important  here  is  focusing  on  the  centers  of  the  con¬ 
centric  circles  of  relationships  among  radical,  violent  extremists, 
and  extremist  groups.  Failure  to  do  so  guarantees  we  will  miss 
some  key  relationships  between  illicit  actors.  Law  enforcement 
and  intelligence  officials  have  found  that  it  is  not  uncommon, 
for  example,  to  find  that  suspects  affiliated  with  a  known  opera¬ 
tive  affiliated  with  given  groups  will  end  up  being  affiliated  with 
a  completely  different  group,  especially  when  located  in  the 
United  States,  Europe,  or  elsewhere  in  the  Middle  East  Diaspora. 
Connecting  these  dots  and  properly  identifying  the  nature  of 
these  relationships  is  very  important.  Often  these  relationships 
are  between  individuals  from  different  groups  that  one  would  not 
necessarily  lump  together. 

OPERATIVES  AND  SUPPORTERS 

Distinguishing  between  operatives  and  supporters  is  a  very 
big  problem.  We  can  analyze  attack  after  attack  and  demonstrate 
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how  people  who  were  believed  to  be  supporters  ended  up  being 
operatives. 

Hezbollah  offers  a  good  example  of  these  relationships. 
Unlike  al  Qaeda,  Hezbollah  engages  in  domestic  political  activ¬ 
ity  in  Lebanon,  positions  itself  as  a  resistance  organization,  and 
denies  that  it  is  involved  in  international  terrorism.  In  the  wake  of 
the  assassination  of  Hezbollah's  chief  of  international  operations, 
Imad  Mughniyah,  Hezbollah  is  likely  to  carry  out  some  form  of 
international  terrorist  activity  targeting  Israeli  or  Jewish  targets, 
as  it  has  in  the  past.  Some  past  examples  of  Hezbollah  terror¬ 
ist  activity  abroad  show  very  clear  crossover  between  support¬ 
ers,  such  as  people  involved  in  funding  Palestinian  groups,  and 
operatives,  those  involved  in  pure  acts  of  terrorism.  For  example, 
Yusuf  al-Jouni  and  Abu  al-Foul,  who  were  both  involved  in  the 
failed  Hezbollah  bombing  of  the  Israeli  Embassy  in  Thailand  in 
1994,  also  smuggled  weapons  to  Palestinian  groups  in  the  West 
Bank  through  Jordan.  Several  Hezbollah  operatives  were  arrested 
by  Jordanian  authorities  and  later  released  there.  There  are  many 
other  examples  of  such  crossover  between  the  different  "wings" 
of  terrorist  organizations. 

To  be  sure,  neither  the  terrorist  operatives  or  their  supporters 
are  going  to  look  like  our  preconceived  notions  of  them.  Figure 
4  is  a  surveillance  picture  of  three  Hezbollah  operatives  taken 
by  the  Canadian  Security  Intelligence  Service  (CSIS).  They  were 
part  of  a  North  American  Hezbollah  network  raising  funds  (pri¬ 
marily  in  North  Carolina  and  Michigan)  and  procuring  dual-use 
technologies  for  Hezbollah  operations  back  in  Lebanon  (primar¬ 
ily  in  Canada).  Here,  the  operatives  are  inspecting  false  identifica¬ 
tion  they  recently  purchased  to  facilitate  their  illicit  procurement 
activities. 

TERROR  FINANCING 

Constricting  the  terrorists'  operating  environment  encom¬ 
passes  the  kind  of  tactical  counterterrorism  activities  we  in  the 
West  tend  to  do  best — kinetic  operations,  kicking  down  doors, 
tapping  phones.  We  are  far  less  adept  at  engaging  in  the  battle 
of  ideas.  If  both  were  used  together,  we  could  have  a  very 
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successful,  strategic  approach  to  combating  terrorism.  Focusing 
on  the  money — which  is  only  one  small  tool  never  to  be  used  in 
isolation — is  very  useful,  both  in  terms  of  constricting  the  operat¬ 
ing  environment  and  denying  funds  to  the  various  networks  trying 
to  do  us  harm.  However,  it  also  offers  a  tremendous  opportunity 
in  the  battle  of  ideas  as  the  information  we  make  public  when 
we  designate  terrorists  and  their  supporters  as  grist  for  the  public 
diplomacy  mill.  Focusing  on  key  nodes — and  this  applies  to  other 
aspects  of  counterterrorism,  too,  but  certainly  terror  financing — 
can  be  very  effective. 


Figure  4  Hezbollah  Operatives  in  Canada 

Richard  Clarke  has  been  made  into  somewhat  of  a  political 
lightening  rod,  but  he  is  right  when  he  says  "al  Qaeda  is  a  small 
part  of  the  overall  challenge  we  face  from  radical  terrorist  groups 
which  associate  them-selves  with  Islam.  Autonomous  cells, 
regional  affiliate  groups,  radical  Palestinian  organizations,  and 
groups  sponsored  by  Iran's  Revolutionary  Guards  are  engaged  in 
mutual  support  arrangements,  including  funding."  On  top  of  this, 
consider  the  many  opportunities  there  are  for  networks  to  present 
themselves  and  for  relationships  to  develop — relationships  that 
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will  be  useful  in  a  variety  of  different  places  for  all  the  differ¬ 
ent  activities  and  all  the  different  stages  of  the  terrorist  lifecycle. 
Take,  for  example,  the  specific  case  of  laundering  funds.  As  funds 
move  through  the  formal  or  informal  financial  systems,  interac¬ 
tions  occur  as  illicit  actors  place,  layer,  and  then  reintegrate  their 
funds  for  future  access 

This  money-laundering  cycle  is  just  one  small  part  of  the 
criminal  or  terrorist  lifecycle;  we  could  place  it  into  a  much  larger 
lifecycle  as  well.  We  could  also  look  at  it  in  terms  of  the  dif¬ 
ferences  and  similarities  between  traditional  money  laundering 
and  traditional  terror  finance  (Figure  5) — which  present  plenty 
of  opportunities  for  interrelationships  between  illicit  actors.  The 
big  difference  between  money  laundering  and  terror  finance  is 
that  money  laundering  deals  with  funds  that  started  out  "dirty" 
and  need  to  be  "laundered"  for  future  access  and  use  as  "legiti¬ 
mate"  funds.  Terror  financing  is  more  difficult  because  the  money 
is  only  "dirty"  be-cause  of  its  ultimate  intended  purpose.  Looking 
backward  over  the  money  trail,  investigators  may  never  find  dirty 
money.  However,  looking  vertically  and  horizontally  at  the  rela¬ 
tionships  between  actors  at  various  stages  of  financial  transac¬ 
tions  can  be  a  very  effective  tool. 

We  should  stress  that  there  are  two  means  of  combating  terror¬ 
ist  financing:  freezing  the  money  and  following  the  money — each 
of  which  can  be  extremely  effective.  Deciding  which  tool  to  use — 
indeed,  deciding  whether  the  financial  angle  is  the  best  course  of 
action  at  all — demands  a  case-by-case  analysis.  In  some  cases, 
seizing  or  disrupting  even  small  amounts  of  money  can  frustrate 
terrorist  planning.  For  example,  Mustapha  Abu  Yazid,  a  former 
al  Qaeda  moneyman  and  now  a  senior  operative  in  Afghanistan 
designated  by  the  U.S.  and  UN,  has  said,  "We  have  got  people  to 
deploy,  but  we  just  do  not  have  the  money  to  deploy  them." 

Funding  is  important  for  other  types  of  adversary  networks  as 
well.  When  it  comes  to  proliferation  networks,  deterrence  and  dis¬ 
ruption  are  a  bit  different  because  states  are  involved.  However, 
even  there,  we  find  networks  of  suppliers,  financiers,  transporters, 
and  others  that  also  function  as  networks  in  their  own  arena. 
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Source:  The  World  Bank 


Figure  1 1  The  Processes  of  Money  Laundering  and  Terrorist 

Financing 

Critically,  whether  focused  on  terrorism,  proliferation,  or 
other  illicit  conduct,  public  actions  like  designations  and  pros¬ 
ecutions  should  not  be  construed  as  the  totality  of  our  efforts  to 
combat  terror  financing;  they  are  only  the  most  visible.  In  fact, 
our  financial  intelligence  analysis  and  to  a  lesser  extent,  opera¬ 
tions  are  very  successful.  There  is  also  great  opportunity  for  diplo¬ 
matic  engagement  on  combating  terror  finance.  For  example,  the 
Qatari  government  is  quite  open  about  the  hundreds  of  millions 
of  dollars  it  has  provided  to  FHamas.  This  presents  an  opportunity 
for  diplomatic  engagement  with  a  friendly  country  over  an  issue 
on  which  we  strongly  disagree. 
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In  addition,  much  can  be  done  with  regulatory  enforcement. 
The  biggest  impact,  however,  may  come  with  further  public-pri¬ 
vate  engagement  on  combating  terror  finance.  One  of  the  things 
we  need  to  do  better  is  develop  means  to  provide  some  level  of 
clearances  to  people  in  the  financial  community  within  the  pri¬ 
vate  sector  so  they  have  a  better  sense  of  what  to  look  for  and  how 
to  best  protect  themselves  from  abuse  by  illicit  actors.  We  have  to 
help  them  help  us. 

EVOLUTIONS  IN  TERRORIST  FINANCING 

Terrorists  are  not  dangerous  today  because  they  are  revolu¬ 
tionary;  they  are  dangerous  because  they  are  evolutionary.  You 
can  see  this  in  terror  financing  as  well.  As  we  have  cracked  down, 
for  example,  on  global  charities  that  were  financing  illicit  activity 
around  the  globe,  some  of  these  charities  have  deferred  decision 
making  to  local  offices  and  personnel  from  their  headquarters 
offices. 

There  is  a  lot  of  emphasis  on  building  infrastructure,  which  is 
not  only  much  needed  but  provides  great  cover  for  the  transfer  of 
substantial  sums  of  money  overseas.  There  is  also  a  constant  prob¬ 
lem  with  NGOs  operating  under  new  names.  A  charity  involved 
in  illicit  finance  may  be  shut  down  today  and  open  tomorrow 
under  a  different  name  in  a  slightly  different  location.  The  result 
is  that  law  enforcement  and  intelligence  investigations  must  start 
from  scratch. 

All  this  means  is  that  we  have  a  lot  to  do.  If  we  were  to  focus 
on  the  networks  and  identifying  relationships  between  individu¬ 
als,  we  could  position  ourselves  to  be  able  to  look  around  the 
corner  the  day  after  an  action  against,  say,  a  terror-financing  char¬ 
ity  and  see  where  they  are  going  to  open  up  the  next  day.  This  is 
particularly  important  when  it  comes  to  combating  terror  financ¬ 
ing,  as  well  as  other  types  of  logistical  and  financial  support. 

Our  adversaries  are  limited  only  by  their  imagination.  Consider 
a  CSIS  telephone  intercept  that  was  produced  in  open  court  in  a 
Hezbollah  court  case  in  Charlotte,  North  Carolina.  The  conversa¬ 
tion  is  between  a  person  in  Canada  and  a  person  in  Lebanon, 
who  are  discussing  taking  out  a  life  insurance  policy  in  Canada 
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on  a  person  in  Lebanon  who  would  "go  for  a  walk  and  never 
come  back  in  the  south" — presumably  a  suicide  bomber  targeting 
Israeli  forces  in  Southern  Lebanon  (just  before  the  Israeli  with¬ 
drawal  in  2000).  There  is  neither  evidence  they  actually  carried 
out  the  scheme  or  that  they  acted  on  another  scheme  to  import 
counterfeit  U.S.  $100  bills  from  the  Beka  Valley.  However,  it  does 
demonstrate  the  scope  of  their  imagination. 

MEASURING  THE  EFFECTIVENESS  OF 
COUNTERING  TERRORIST  FINANCE  (CTF) 

There  is  often  a  debate  as  to  whether  this  whole  effort  to  block 
terror  financing  is  effective  and  whether  it  is  worthwhile  because 
terrorists  can  attack  for  a  little  money,  and  they  are  always  chang¬ 
ing  names.  I  would  argue  that  countering  terror  financing,  while 
just  one  tool  in  the  counterterrorism  toolkit,  is  a  highly  effective 
one.  Measuring  its  utility,  however,  can  be  difficult.  People  tend 
to  apply  two  sets  of  metrics  to  the  freezing  of  funds,  both  of  which 
are  inherently  flawed:  (a)  How  much  money  has  been  frozen? 
and  (b)  How  many  entities  have  been  designated?  In  fact,  the 
whole  terror  finance  strategy  is  network-based,  focused  on  target¬ 
ing  key  nodes,  or  choke  points,  in  the  network  of  terror  finance. 
It  is  wonderful  if  we  can  freeze  a  good  deal  of  money  going  to 
terrorists,  but  that  should  not  be  the  primary  focus  simply  because 
if  we  focused  on  the  fund-raising  element,  we  would  always  be 
playing  catch-up,  like  the  hamster  running  in  the  wheel  in  his 
cage.  Indeed,  there  are  many  more  terror  financing  entities  out 
there  that  have  not  been  designated  because  designation  is  only 
one  tool;  it  is  not  only  the  best  tool.  The  equities  of  various  inter¬ 
agency  partners  and  foreign  allies  and  the  availability  of  action¬ 
able  intelligence  limit  the  ability  to  designate  all  appropriate 
targets.  Moreover,  law  enforcement  or  intelligence  operations — 
or  diplomatic  engagement  or  capacity  building — may  be  a  more 
appropriate  tool  for  different  cases.  Trying  to  figure  out  how  much 
money  has  been  frozen  and  how  many  entities  have  been  desig¬ 
nated  misses  the  point.  Are  we  focused  on  the  right  chokepoints? 
Have  we  identified  the  right  nodes  and  the  key  relationships  in 
the  networks  so  that  we  can  have  as  much  of  a  disruptive  effect 
as  possible? 
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Designations  can  work  if  used  appropriately.  When  applied 
against  the  right  targets,  they  can  name  and  shame,  they  can 
constrict  the  operating  environment,  and  they  can  have  a  very 
disruptive  impact  on  terrorist  plotting.  There  are  many  declassi¬ 
fied  anecdotes  where  terrorists  say,  as  Abu  Yazid  did,  that  they 
lack  access  to  the  funds  they  need  and  are  therefore  operationally 
constrained.  This  is  one  of  the  few  areas  in  modern  day  counter¬ 
terrorism  where  deterrence  can  have  an  impact.  True,  the  average 
suicide  bomber  is  unlikely  to  be  deterred.  However,  the  major 
donors  financing  al  Qaeda  are  people  who  have  spent  their  life¬ 
times  building  up  financial  empires.  They  are  not  sending  their 
children  to  die  as  suicide  bombers,  and  they  do  not  want  to  put 
their  financial  empires  at  risk.  Repeatedly,  after  being  exposed, 
they  pull  out  and  become  less  active. 

It  is  very  difficult  to  measure  the  impact  of  efforts  to  combat 
terror  finance.  There  is  no  "Jack  Bauer"  moment.  However,  there 
are  some  telling  anecdotes  that  have  been  declassified,  mostly 
for  congressional  testimony.  The  FBI  has  talked  about  attacks  they 
have  successfully  thwarted  abroad  by  following  the  money  at 
home.  Much  has  been  said  about  the  utility  or  the  effectiveness 
of  the  sanctions  on  the  Hamas  government  in  Gaza.  Treasury  offi¬ 
cials  have  talked  about  cells  complaining  that  they  lack  funds  to 
carry  out  their  plans.  There  are  even  cases  that  have  been  partially 
declassified  by  allies  like  the  UK  on  their  success  combating  ter¬ 
rorism  by  following  the  money. 

FOLLOWING  THE  MONEY:  VALUE  OF 
FINANCIAL  INTELLIGENCE 

It  is  important  to  stress  how  effective  financial  intelligence 
can  be.  It  has  proven  extremely  important  post-blast  in  almost 
every  investigation  from  Ramsey  Yousef  [the  man  who  plotted 
the  1993  attack  on  the  World  Trade  Center]  on  down  but  also  in 
preventive  efforts  to  foil  ongoing  terrorism  plots.  In  the  words  of 
then  Chancellor  of  the  Exchequer  (now  Prime  Minister)  Gordon 
Brown,  "Just  as  there  be  no  safe  haven  for  terrorists,  so  there  be  no 
hiding  place  for  those  who  finance  terrorism."  Brown  called  for  a 
"Bletchely  Park"  style  effort  to  combat  terror  finance  styled  along 
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the  lines  of  the  effort  that  eventually  broke  the  Nazi  communica¬ 
tion  code  in  World  War  II. 

When  the  9/11  commission  evaluated  efforts  to  implement 
its  recommendations,  the  only  A  grade  it  awarded  was  an  A-  to 
the  government's  efforts  to  combat  terror  financing,  especially  the 
financial  intelligence  aspect  of  it. 

Financial  intelligence  is  an  extremely  effective  tool,  particu¬ 
larly  in  identifying  the  kind  of  relationships  we  have  discussed 
here.  Following  the  money  as  it  travels  between  people  enables 
investigators  to  identify  previously  unknown  contacts.  In  some 
cases,  following  financiers  or  supporters  leads  to  the  operators 
planning  attacks. 

Consider  the  case  of  Dhiren  Barot,  who  was  originally  known 
to  British  intelligence  only  as  Esa  al  Hindi.  Following  the  finan¬ 
cials  of  their  subject,  British  authorities  identified  him  and  his 
accomplices  as  they  plotted  attacks  in  Great  Britain  and  the 
United  States. 

Following  the  money  is  also  an  extremely  useful  tool  in  the 
battle  of  ideas,  an  area  in  which  we  need  significant  improve¬ 
ment.  When  Treasury  started  designating  individuals  and  entities 
right  after  9/11,  they  simply  listed  names.  Eventually,  they  real¬ 
ized  they  needed  to  explain  why  they  were  doing  these  things. 
No  less  important,  they  needed  to  provide  information  so  that 
financial  institutions  would  actually  know  who  these  people  and 
entities  were.  This  designation  provides  a  treasure  trove  of  declas¬ 
sified  information  that  should  be  publicized  in  an  effort  to  actively 
engage  in  the  battle  of  ideas  instead  of  ceding  the  entire  narrative 
to  our  adversaries'  propagandists. 

Focusing  on  the  financial  angle  alone  will  not  solve  the  criti¬ 
cal  national  security  problems  we  face  today.  However,  used 
wisely  and  sparingly,  and  in  the  right  situations,  combating  ter¬ 
rorist  and  proliferation  finance  can  be  extremely  effective  when 
combined  with  other  tools.  It  can  be  effective  in  denying  illicit 
actors  access  to  the  money  they  need  to  conduct  their  various 
operations.  Even  more  important,  it  can  be  effective  in  identifying 
the  relationships  within  and  between  these  networks.  This  must 
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be  our  primary  objective  because  what  makes  terrorists,  prolifera- 
tors  and  other  illicit  actors  so  dangerous  is  not  that  they  are  revo¬ 
lutionary,  but  they  are  evolutionary.  They  are  difficult  to  identify, 
which  means  it  is  critical  we  take  advantage  of  those  instances 
when  covert  actors  are  forced  out  into  the  overt  world.  Nowhere 
is  this  more  pronounced  than  in  the  areas  of  travel,  communica¬ 
tion,  and  finance. 
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Y 2.3  STRATEGIC,  ANALYTIC,  AND 
,  |  TECHNOLOGICAL  DEVELOPMENTS  IN 
If*  DISRUPTING  NETWORKS 

Paul  Pillar 


I  will  start  with  Matthew  Levitt's  last  point,  which  is  that  the 
disruption  of  terrorist  finances  is  only  one  of  a  menu  of  tools  for 
disrupting  terrorist  networks.  In  turn,  the  disruption  of  terrorist 
networks  is  only  one  facet  of  counterterrorism  at  large. 

TOOLS  FOR  DISRUPTING  TERRORIST 
NETWORKS 

Per  the  title  of  this  panel,  I  will  confine  myself  to  the  topic 
of  disrupting  networks.  Let  me  remind  you  of  some  of  the  other 
tools: 

•  The  military  tool,  which  occasionally  can  apply  its  kinetic 
methods  to  truly  disrupt  networks 

•  The  capabilities  of  our  law  enforcement  agencies,  such  as 
the  FBI,  which  mainly  investigate  but  sometimes  arrest  and 
prosecute 
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•  The  capabilities  of  our  intelligence  agencies,  which 
are  primarily  collection  and  analysis  of  information, 
occasionally  include  covert  action. 

•  Diplomacy,  which  John  McLaughlin  touched  on  briefly 
earlier,  is  an  important  part  of  disrupting  networks. 

No  matter  how  much  information  gathering,  preliminary 
work,  instigation,  and  organization  goes  on  inside  our  govern¬ 
ment,  in  the  end,  disrupting  a  foreign  terrorist  network  usually 
entails  the  actions  of  some  foreign  government — for  example,  a 
police  or  internal  security  service  conducting  a  raid  and  arresting 
someone.  Even  a  knock  on  the  door  can  have  a  very  disruptive 
effect  if  it  sows  concern,  fear,  and  distrust  inside  the  terrorist  orga¬ 
nization.  We  have  seen  on  many  occasions  where  just  the  knock 
on  the  door  and  perhaps  some  questions  by  the  local  police  or 
security  service  were  sufficient  to  cause  a  major  disruption  to  the 
planning  and  operations  of  a  terrorist  cell. 

LIMITATIONS  OF  TOOLS 

Most  of  the  important  means  of  disrupting  terrorist  networks 
have  not  changed  in  recent  years.  The  tools  listed  are  the  same 
ones  that  have  been  in  our  kit  for  quite  some  time.  Each  of  them 
has  inherent  limitations.  With  the  financial  tool,  for  example,  we 
have  to  make  sure  that  we  have  identified  the  right  accounts.  Is  an 
IRA  account  an  individual  retirement  account,  or  does  it  belong 
to  the  Irish  Republican  Army? 

Perhaps  the  most  basic  limitation  is  that  terrorists  can  do  a  lot 
of  harm  cheaply.  Much  of  what  our  law  enforcement  agencies 
can  do  is  limited  by  whether  a  crime  or  a  suspected  crime  is  being 
committed,  despite  the  attempt  by  Director  Robert  S.  Mueller  to 
redirect  the  efforts  of  the  FBI  to  intelligence  gathering  and  not  just 
law  enforcement. 

Intelligence  has  multiple  challenges.  With  diplomacy,  we  are 
dependent  on  the  good  will  and  capabilities  of  a  foreign  govern¬ 
ment.  As  far  as  military  tools  are  concerned,  the  great  majority 
of  activities  by  terrorist  cells  and  networks  do  not  provide  good 
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military  targets — for  example,  inside  apartment  buildings  in  west¬ 
ern  cities,  U.S.  flight  schools,  etc. 


"We  have  seen  on  many  occasions  where  just  the  knock 
on  the  door  and  perhaps  some  questions  by  the  local  police 
or  security  service  were  sufficient  to  cause  a  major  disruption 
to  the  planning  and  operations  of  a  terrorist  cell." 


WHY  DISRUPTION  HAS  BECOME  MORE 
DIFFICULT 

Before  I  discuss  how  strategic,  analytic,  and  technological 
developments  may  be  enhancing  our  capability  to  disrupt  net¬ 
works,  I  want  to  note  some  of  the  reasons  disruption  has  gotten 
more  difficult. 

Increased  Decentralization 

One  is  the  increased  decentralization  of  the  jihadist  move¬ 
ment,  which  has  concerned  us  over  these  last  several  years.  Mark 
Sageman  makes  the  point  that  larger  developments  in  the  jihadist 
world  will  shape  the  degree  of  terrorist  threat  that  we  face  for  the 
next  several  years,  at  least  as  much  as  anything  al  Qaeda  cen¬ 
tral  does.  To  use  the  title  of  Sageman's  book,  there  is  a  leaderless 
jihad,  with  individuals  acting  independently  and  being  swept  up 
into  this  movement  and  ideology  in  a  very  undirected,  uncentral¬ 
ized  way. 

Dr.  Sageman  cautions  that  we  should  bear  that  in  mind  as 
we  are  fighting  the  al  Qaeda  central  target,  and  that  we  should 
not  conduct  that  fight  in  a  way  that  exacerbates  the  decentraliza¬ 
tion  problem.  This  division  multiplies  our  intelligence  problems 
because  there  are  more  independently  operating  nodes  of  activity 
and  more  directions  from  which  threats  may  emanate,  creating 
more  difficulty  for  our  intelligence  services  in  detecting  and  keep¬ 
ing  track  of  the  activity. 
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Terrorist  Use  of  Technology 

Terrorist  use  of  technology  has  also  become  more  challeng¬ 
ing.  It  is  not  just  that  the  terrorists  can  make  greater  use  of  it  in  the 
future;  we  have  already  seen  increased,  very  effective  operational 
use  of  technology  for  planning,  for  internal  communications, 
and  for  research  to  formulate  operations.  If  it  works  for  legitimate 
businessmen  and  scholars,  it  works  for  terrorists  as  well.  Some 
technology,  of  course,  expands  the  terrorist  vulnerabilities,  but  it 
also  expands  their  capabilities. 

Cooperation  of  Foreign  States 

The  third  limitation  is  the  lack  of  willingness  or  capability 
among  certain  states  to  fulfill  their  part  of  this  task.  I  am  think¬ 
ing  particularly  of  Pakistan  with  its  wrenching  political  difficulties 
that  have,  at  a  minimum,  severely  distracted  the  Pakistani  leader¬ 
ship  from  the  counterterrorist  tasks  on  which  we  would  like  them 
to  focus. 

That  last  observation  goes  beyond  the  strategic,  analytical, 
and  technological  arena  and  gets  into  the  political.  If  I  were  to 
revise  the  subtitle  for  the  panel,  I  would  put  "political"  in  there 
as  well.  Indeed,  looking  on  the  positive  side,  much  has  been 
accomplished,  especially  since  9/1 1,  in  disrupting  foreign  terror¬ 
ist  networks,  and  a  huge  factor  has  been  the  increased  willing¬ 
ness  of  foreign  states  to  be  more  cooperative.  The  demands  of 
the  American  people  for  action  since  9/1 1  have  made  it  possible 
for  us  to  send  formidable  people  like  Richard  Armitage  to  these 
foreign  states  and  tell  them  to  cooperate  with  the  program.  So,  in 
terms  of  positive  developments  that  will  enhance  our  ability  to 
disrupt  networks  in  the  future,  the  political  side  is  important  too. 

TECHNOLOGY  AND  ANALYTIC  TECHNIQUES 
FOR  DISRUPTING  NETWORKS 

Limitations 

Political  and  Legal  Issues 

For  the  most  part,  the  relevant  technology  and  analytic  tech¬ 
niques  have  been  here  all  along.  A  little  over  10  years  ago,  I  was 
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involved  in  one  of  the  Defense  Science  Board's  summer  stud¬ 
ies  looking  at  transnational  threats,  which  mainly  meant  terror¬ 
ism.  I  was  attached  to  the  science  and  technology  subpanel,  and 
what  I  mainly  heard  from  the  panelists,  including  a  lot  of  senior 
experts  in  the  private  sector  in  telecommunications  and  informa¬ 
tion  technology,  was  that  there  are  all  kinds  of  technology  (even 
a  decade  ago)  to  do  very  sophisticated  data  mining  and  others 
that  are  applicable  to  the  task  of  detecting  and  disrupting  terrorist 
networks.  The  main  problem  is  not  the  technology;  it  is  the  legal 
and  the  political  issues  associated  with  accessing  the  information 
and  using  it. 

Look  at  the  controversies  in  recent  years  over  the  Patriot 
Act  or,  more  recently,  the  interception  of  communications,  the 
courts'  role  in  such  intercepts,  and  the  most  recent  legislation 
that  the  White  House  and  Congress  have  been  debating.  What 
the  National  Security  Agency  (NSA)  can  or  cannot  do  is  not  a 
technological  issue;  it  is  the  old  question  of  balancing  security 
interests  in  the  name  of  counterterrorism  with  privacy  or  personal 
liberties. 

There  are  probably  some  additional  advances  to  be  made  in 
information-handling  technology  with  respect  to  mining  of  large 
and  diverse  sorts  of  data  that  could  further  enhance  our  capabil¬ 
ity  to  disrupt  terrorist  networks.  I  am  thinking  of  a  program  that 
could  somehow  mimic  the  mind  of  a  very  capable  counterterror¬ 
ist  analyst,  look  at  the  data,  and  draw  conclusions  about  whether 
they  indicate  a  bad  guy.  But  I  would  not  expect  major  advances  in 
applying  any  of  this  to  counterterrorism  or  in  seeing  major  coun¬ 
terterrorist  results  because  of  the  political  and  legal  problems  in 
accessing  information. 

Terrorist  Decentralization 

The  terrorist  decentralization  that  I  mentioned  earlier  is  a 
major  limitation  on  what  we  can  achieve  through  the  sort  of  link 
analysis  that  counterterrorist  analysts  perform  in  trying  to  deci¬ 
pher  and  make  sense  of  terrorist  networks.  One  person  is  con¬ 
nected  to  somebody  else  because  of  a  phone  call  or  financial 
relationship,  and  that  second  person  is  connected  to  someone 
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else,  who  is  connected  to  someone  else.  The  more  independent 
or  would-be  j ihadists  there  are  who  are  not  under  the  umbrella  of 
a  Hezbollah  or  an  al  Qaeda,  the  more  difficult  the  task,  no  matter 
how  sophisticated  the  analytic  techniques  and  technology. 


",  .  .  we  do  not  yet  have  the  capability  to  technologically 
mimic  what  a  really  good  analyst  would  do." 


Successes 

Despite  all  these  limitations,  disrupting  networks  is,  in  my 
judgment,  the  single  most  important  counterterrorist  task  that  we 
can  address.  It  has  resulted  in  most  of  the  biggest  counterterrorist 
successes  that  have  been  achieved.  The  kind  of  archetypal  suc¬ 
cess  that  the  public  most  often  expects  and  demand — thwarting 
a  planned  terrorist  plot  before  it  can  be  executed — will  always 
be  rare  because  of  the  inherent  difficulty  of  discovering  the  tacti¬ 
cal  details  of  that  next  plot.  We  will  be  able  to  prevent  terrorist 
attacks  by  finding  out  more  about  the  networks,  about  the  per¬ 
sonal  relationships,  about  the  suspected  bad  guys,  even  if  we  are 
unable  to  identify  exactly  what  attack  it  was  we  prevented. 


" There  are  probably  some  additional  advances  to  be  made 
in  information-handling  technology  with  respect  to  mining 
of  large  and  diverse  sorts  of  data  that  could  further  enhance 
our  capability  to  disrupt  terrorist  networks.  I  am  thinking  of 
a  program  that  could  somehow  mimic  the  mind  of  a  very 
capable  counterterrorist  analyst,  look  at  the  data,  and  draw 
conclusions  about  whether  they  indicate  a  bad  guy." 


This  kind  of  disruption  is  inherently  even  more  effective  than 
the  kinds  of  defensive  security  measures  that  have  been  so  much 
of  our  homeland  security  focus  over  the  last  several  years.  If  you 
focus  on  safeguarding  any  one  potential  target,  you  have  protected 
just  that  target  or  class  of  targets.  If  you  focus  on  any  one  particu¬ 
lar  method,  like  unconventional  weapons  versus  conventional 
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bombs,  you  have  protected  yourself  against  only  that  one  method. 
But  if  you  disrupt  a  terrorist  organization  that  could  attack  any 
target  with  any  method,  then  you  have  prevented  a  lot  more.  That 
is  why  the  topic  of  disruption  of  networks  is  so  important. 


123 


2.4  QUESTIONS  AND  ANSWERS 
HIGHLIGHTS 


Transcripts 


Q& 


What  are  our  financial  institutions  doing  to  cut  money  off 
to  terrorist  networks? 


\  Dr.  Matthew  Levitt-  Well,  nota  whole  lot.  Butwhat can  besaid 
is  that  there  are  people  looking  into  this.  There  are  a  reasonable 
number  of  people  in  the  financial  community,  particularly  in 
New  York,  who  have  clearances.  The  operation  is  not  organized 
yet,  and  it  has  not  proliferated  out  as  far  as  we  need  it  to  be.  It  is 
not  a  question  of  reinventing  the  wheel.  DoD  has  been  doing  this 
in  many  different  ways  and  in  many  different  places  for  a  very 
long  time. 


People  who  have  clearances  and  are  able  to  work  in  Secure 
Classified  Information  Facilities  (SCIFs)  and  people  in  other  parts 
of  the  world  who  are  able  to  come  into  a  SCIF  can  have  access  to 
some  information  and  go  back  to  their  regular  places  of  business. 
I  think  the  vast  majority  of  this  operation  can  be  done  at  the  secret 
level.  Therefore,  it  is  really  important  to  try  and  build  it  up. 


There  is  a  conference  next  week  where  some  of  the  right 
people  in  the  Washington  area  are  bringing  in  some  of  the  right 
people  from  New  York  and  other  places  to  look  into  this.  I  think 
it  needs  to  be  done  and  done  quickly.  FHowever,  I  do  not  think 
organizing  this  kind  of  operation  should  be  difficult  to  do. 


I  will  just  give  you  one  anecdote  from  a  good  friend  of  mine, 
Bob  Werner.  Bob  is  the  only  person  who  has  served  as  both  the 
Director  of  FCEN — the  Financial  Crimes  Enforcement  Network, 
which  is  the  American  financial  intelligence  unit  atTreasury — and 
also  as  Director  of  the  Office  of  Foreign  Assets  Control,  where  he 
administered  the  U.S.  sanctions  program  against  criminal  enter¬ 
prises  and  terrorists.  He  is  now  a  senior  anti-money  laundering 
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(AML)  compliance  person  at  a  major  bank  in  New  York.  He  has 
said,  "Look,  I  will  be  honest.  I  put  most  of  these  regulations  on  the 
books,  and  I  guess  I  assumed  in  the  back  of  my  head  that  the  pri¬ 
vate  sector  had  all  these  really  sexy  tools  at  its  disposal,  but  they 
do  not.  There  is  a  tremendous  lack  of  training,  and  we  do  not  yet 
have  the  capability  to  technologically  mimic  what  a  really  good 
analyst  would  do."  The  result  is  either  significant  underreporting 
or,  more  often,  significant  overreporting,  which  creates,  as  John 
McLaughlin  pointed  out,  a  situation  where  we  are  literally  drown¬ 
ing  in  data  with  all  kinds  of  false  positives.  That  makes  it  much, 
much  more  difficult  for  the  FBI,  in  particular,  to  have  really  useful 
real-time  access  to  Bank  Secrecy  Act  data.  Some  small  fixes  could 
do  a  lot  in  that  regard. 


Is  al  Qaeda  in  Pakistan  trying  to  attack  some  preexisting 


networks:  the  preexisting  tribes  and  then,  at  the  other  end  of  the 


spectrum,  organizations  such  as  Hezbollah? 

;  Prof.  Paul  Pillar  -  Al  Qaeda  has  been  doing  that  sort  of  thing 
in  various  guises  for  quite  some  time.  This  is  not  quite  what  you 
are  talking  about,  but  the  acquisitions  of  franchisees  in  the  form 
of  existing  organizations  like  the  CSPC  [Groupe  Salafiste  pour 
la  Predication  et  le  Combat  (Salafist  Group  for  Preaching  and 
Combat)]  group,  which  now  calls  itself  al  Qaeda  and  the  Maghreb, 
or  Zarqawi's  organization  in  Iraq,  which  became  al  Qaeda  in  Iraq, 
are  examples.  It  is  partly  an  organizational  infiltration  that  is  taking 
place  here,  but,  more  important,  it  is  an  ideological  infiltration. 

Al  Qaeda  central  and  al  Qaeda  itself  and  Osama  bin  Laden 
and  Ayman  al-Zawahiri  expound  a  particular  transnationalist  ide¬ 
ology  that  involves  attacking  the  far  enemy,  mainly  the  United 
States.  Over  the  last  decade,  this  ideology  has  not  had  major¬ 
ity  support  among  jihadists  as  a  whole.  Most  of  them  are  more 
concerned  with  specific  national  causes  like  overthrowing  the 
Egyptian  government.  To  the  extent  that  this  sort  of  infiltration, 
in  the  form  of  individuals  who  have  cross  memberships  between 
organizations,  can  spread  the  transnationalist  ideology  of  bin 
Laden  and  Zawahiri,  those  leaders  will  be  very  satisfied.  It  does 
broaden  the  particular  threat  that  al  Qaeda  represents. 
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|  Prof.  John  McLaughlin  -  Matt  Levitt  made  the  point  that  these 
different  groups  are  organizationally  distinct  to  a  degree.  They  are 
not  like  American  organizations.  They  are  not  like  corporations. 
They  do  not  have  a  line  and  block  chart  that  they  all  follow. 
They  do  not  have  membership  cards.  They  use  certain  common 
facilities.  For  example,  it  is  not  at  all  uncommon  for  al  Qaeda 
in  Pakistan  to  borrow  a  safe  house  from  a  group  like  Lashkar-e- 
Taiba,  one  of  the  Kashmir-oriented  groups. 

I  do  not  know  what  you  can  do  other  than  attack  the  networks, 
the  logistical  and  financial  and  communications  nodes  that  they 
all  draw  on  and  use  in  common,  even  though  each  of  them  has 
their  own  kind  of  focus  and  separate  part  of  it.  So  damaging  one 
set  will  actually  inflict  trouble  on  the  other  guys  as  well.  I  do  not 
know  of  a  strategy  other  than  that  because  they  borrow  from  each 
other. 

What  unites  them  is  a  common  enemy.  It  is  a  little  harder 
when  you  are  talking  about  groups  outside  of  al  Qaeda  because, 
with  groups  like  FHamas  and  Hezbollah,  policy  issues  get  more 
complicated  just  by  virtue  of  where  they  are  located  and  how 
they  are  protected  and  how  they  are  woven  into  their  societies. 
With  groups  that  are  fundamentally  oriented  around  al  Qaeda's 
ideals,  I  think  you  can  get  at  them  that  way. 

\  ,  One  of  the  basic  assumptions  of  U.S.  policy  that  Dr.  Mahnken 
reiterated  here  today  is  that  time  is  on  our  side.  Given  the 
inherent  resiliency  of  networks  and  the  difficulties  we  have  in  attacking 
them,  combined  with  other  issues  such  as  demographics  in  Europe,  the 
costs  of  the  Global  War  on  Terrorism,  and  challenges  to  our  position  as  the 
world’s  only  superpower  from  countries  like  China,  is  time  on  our  side?  And 
if  that  is  not  the  case,  how  does  that  affect  our  strategy? 

-  Prof.  John  McLaughlin  -  I  would  not  necessarily  say  that  time 
is  on  our  side.  I  think  this  will  be  a  long  effort.  In  a  sense,  we 
are  impatient;  we  expect  results;  we  do  things  in  1-year  plans, 
3-year  plans,  5-year  plans.  The  debate  always  arises  around  the 
time  of  a  significant  holiday.  It  is  the  Fourth  of  July — are  they 
going  to  attack  us  now?  It  is  the  anniversary  of  9/11 — are  they 
going  to  attack  us  now?  They  do  not  attack  on  anniversaries — they 
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attack  when  the  time  is  right,  which  means  they  take  their  time. 
In  that  sense,  as  long  as  they  have  a  safe  haven,  I  think  we  are 
at  a  disadvantage  timewise.  That  is  why  I  put  so  much  emphasis 
on  denying  safe  haven  when  I  presented  the  three  elements  of 
counterinsurgency:  deny  them  safe  haven,  destroy  the  leadership, 
change  the  conditions. 

I  know  that  the  Pakistanis  have  thrown  conventional  power 
into  the  tribal  areas,  and  Predators  operate  there,  and  so  forth, 
but  as  long  as  they  have  got  a  place  where  they  are  relatively 
undisturbed,  we  have  to  assume  that  they  are  planning  to  attack 
us  or  our  allies,  that  they  are  planning  to  try  to  do  something  in 
the  United  States  at  least  on  the  scale  of  9/1 1 .  In  that  sense,  time 
works  for  them.  I  think  having  a  safe  haven  is  the  key  factor  that 
affects  the  time  variable  here. 

\  Prof.  Paul  Pillar  -  My  answer  to  that  question  is  time  is  on 
our  side  if  we  do  not  screw  it  up.  It  is  on  our  side  for  one  of 
the  reasons  John  McLaughlin  mentioned  in  his  earlier  briefing: 
the  bankruptcy  of  the  ideology  being  offered.  There  have  been 
other  scholars,  especially  a  couple  of  French  ones — Cilles  Kepel, 
Olivier  Roy — who  have  studied  this  topic  in  depth  and  basically 
made  that  same  point:  the  failure  of  radical  political  Islam  is 
eventually  going  to  cause  it  to  die  away. 

Another  scholar,  David  Rappaport,  whose  work  I  admire,  has 
looked  at  previous  waves  of  terrorism  of  different  ideologies — 
such  as  anticolonialism  and  the  leftist  movement — we  were  wor¬ 
rying  more  about  in  the  1 960s  and  1 970s.  He  observed  that  each 
one  died  out,  usually  after  about  40  years,  largely  for  reasons 
other  than  specific  counterterrorist  efforts  directed  against  it. 

Here,  I  am  going  to  have  to  agree  with  Mark  Sageman:  We  can 
screw  up  in  ways  that  extend  the  appeal  of  people  like  Osama  bin 
Laden  and  Zawahiri  by  playing  into  their  game  of  a  war  of  civi¬ 
lizations,  of  a  U.S.-led,  Judeo-Christian  West  against  the  Muslim 
world.  That  is  entirely  the  wrong  approach.  If  we  avoid  mistakes 
like  that,  then  time  is  on  our  side,  and  this  too  will  pass. 

j  Prof.  John  McLaughlin  To  clarify  what  may  sound  like  a 
contradiction  between  what  Paul  said  and  I  said:  Paul  is  saying 
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that,  strategically,  time  is  on  our  side;  I  am  saying  that,  tactically, 
it  may  not  be.  In  other  words,  time  may  not  be  on  our  side  for 
stopping  the  next  attack.  The  question  that  always  arises  here  is 
how  will  we  know  when  this  battle  is  over  if  it  is  a  long  war? 
There  will  not  be  a  signing  on  a  battleship.  We  will  never  stamp 
out  terrorism,  but  we  will  know  it  is  over  when  it  is  at  a  nuisance 
level — not  that  loss  of  life  is  ever  really  at  a  nuisance  level — when 
it  is  at  a  level  that  is  not  as  widespread,  as  global,  as  catastrophic, 
as  it  is  now.  Communism  still  exists,  but  very  few  people  believe 
in  it  any  more. 

In  a  sense,  time  may  not  be  on  our  side  in  that  we  do  not 
control  certain  things.  Go  back  to  what  I  said  about  population 
increases  and  urbanization.  The  conditions  that  give  rise  to  this 
phenomenon  will  continue  to  spawn  new  recruits  unless  we 
change  the  conditions — the  third  of  my  three  points  in  counterter¬ 
rorism  strategy.  There  is  probably  a  no  more  complicated  problem 
in  the  world  at  this  point. 

|  Dr.  Matthew  Levitt -The  only  thing  I  want  to  add  is  an  answer 
to  what  do  we  do  if  time  is  not  on  our  side.  Obviously,  we  have 
to  continue  to  constrict  the  operating  environment.  We  have  to 
continue  to  engage  in  tactical  kinds  of  counterterrorism  because  I 
agree  that  time  is  not  on  our  side  for  that  issue.  But  we  have  to  be 
very  sensitive  in  every  move  we  make  to  make  sure  that  we  are 
not  causing  further  alienation. 

I  believe  that  there  is  a  strategic  element  to  a  tactical  kind  of 
counterterrorism  in  terms  of  how  we  shape  the  dialogue  about  the 
larger  battle  of  ideas  and  do  not  engage  in  a  tactical  counterter¬ 
rorism  that  will  lengthen  the  period  over  which  the  ideology  dies 
out.  I  do  think  the  ideology  will  eventually  die  out  on  its  own,  and 
I  do  not  think  that  we  will  completely  shoot  ourselves  in  the  foot, 
but  we  should  never  underestimate  our  ability  to  do  so.  We  will 
certainly  make  this  struggle  much  longer  and  more  complicated 
if  we  are  not  careful. 

Politically,  it  is  hard  for  us  to  avoid  shooting  ourselves  in  the 
foot.  Just  recall  what  happened  to  Senator  John  Kerry  when  he  said 
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almost  exactly  the  same  thing  about  needing  to  bring  terrorism 
down  to  where  it  is  a  nuisance. 

\  ,  You  have  all  worked  in  the  intelligence  community  at  a  very 
senior  level  and  spoken  about  the  importance  of  diplomacy. 
Obviously  among  the  many  counterterrorism  tools  out  there,  there  are 
tensions  that  must  be  worked  out  in  the  interagency  every  day.  With  the 
recent  National  Intelligence  Estimate  (NIE)  on  Iran  and  weapons  of  mass 
destruction  (WMD),  clearly  some  would  argue  that  the  publication  of  that 
unclassified  assessment  complicated  international  diplomacy  with  respect 
to  further  financial  sanctions  in  the  third  UN  Security  Council  resolution. 
With  all  of  your  years  of  experience,  could  you  comment  on  the  prudence 
of  continuing  to  publish  unclassified  NIEs? 

\  Prof.  John  McLaughlin  -  One  of  the  big  problems  in  the 
intelligence  business  right  now  is  that  our  country  does  not  have 
a  common  expectation  of  intelligence.  The  public  generally  has 
a  cartoon  image  of  it.  I  think  it  is  wrong  and  ill  advised  to  publish 
the  judgments  of  National  Intelligence  Estimates. 

We  are  caught  in  a  vicious  cycle,  and  it  illustrates  my  first 
point.  Those  key  judgments  on  Iran  were  published  only  because 
there  was  a  conviction  that  they  would  leak.  Once  you  yield  to 
that  conviction  and  say  we  better  publish  them  so  that  at  least 
we  have  some  control  over  how  they  are  presented,  you  take 
an  important  tool  out  of  the  hands  of  the  world's  sole  surviving 
superpower. 

The  other  problem  is  the  way  the  key  judgments  of  that  esti¬ 
mate  were  written.  The  people  who  wrote  them  did  not  know 
they  were  going  to  be  released  for  public  consumption.  Even  if 
they  had  been  written  in  a  different  way,  the  key  point,  made  with 
high  confidence,  was  that  the  actual  weaponization  program  in 
Iran  had  been  put  on  hold  in  2007.  If  you  read  the  fine  print,  that 
did  not  mean  that  anyone  was  complacent  about  Iran's  nuclear 
program,  which  would  be  an  important  card  for  U.S.  government 
decision  makers  to  have  up  their  sleeves  in  the  kind  of  carrot- 
stick  diplomacy  that  we  ought  to  be  engaging  in  with  Iran.  So, 
it  is  not  the  fault  of  the  intelligence  community;  it  is  our  whole 
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system,  which  does  not  use  intelligence  in  the  kind  of  mature  way 
that  a  superpower  ought  to. 

|  Dr.  Matthew  Levitt  -  I  am  sitting  between  two  people  who 
have  been  intimately  involved  with  this  particular  issue  much 
more  than  I  have,  although  in  my  time  as  Deputy  Chief  of 
Treasury  Intel,  I  was  on  the  National  Intelligence  Board  that  went 
through  these  estimates  for  a  brief  period.  More  to  the  point,  at 
Treasury,  we  were  at  the  center  of  the  drafting  of  the  Iran  strategy. 

I  personally  could  not  agree  more  that  this  is  the  wrong  product  to 
declassify.  I  think  that  there  is  utility  in  declassifying  information 
in  the  right  way,  in  the  right  products,  when  it  is  not  hurried,  when 
it  is  thought  out.  The  biggest  problem  with  this  was  that  it  was 
declassified  for  fear  of  leaks. 

When  I  was  still  at  the  FBI,  leading  one  of  the  analytical  teams 
up  through  9/1 1 ,  certain  members  of  Congress  came  through  FBI 
headquarters  to  give  us  all  a  pat  on  the  back  for  the  insane  hours 
we  were  putting  in.  A  whole  bunch  of  us  did  not  go  because  these 
were  the  same  individuals  who  had  just  told  Osama  bin  Laden 
about  a  certain  satellite  phone  that  we  had  been  listening  to,  and  I 
did  not  want  to  have  anything  to  do  with  them.  It  is  a  real  problem 
when  you  have  to  worry  about  people,  especially  Congress,  leak¬ 
ing  highly  classified  information.  There  is  a  time  and  a  place  and 
a  means  for  engaging  in  declassifying  material  for  the  purposes 
of  discussion. 

The  timing  could  not  have  been  worse.  Our  European  allies 
had  just  met  in  London  and  Paris.  They  were  pushing  the  third 
U.N.  Security  Council  resolution  harder  than  we  were  at  that 
time.  We  completely  cut  them  off  at  the  knees,  and  they  said 
to  us,  "You  made  us  look  like  fools."  There  is  absolutely  a  very 
clear  connection  between  this  type  of  activity  and  the  nature  of 
diplomacy.  That  disclosure  made  our  diplomacy  much  more  dif¬ 
ficult,  gave  Iran  a  lot  of  meat  to  use  in  its  propaganda,  and  really 
complicated  things  for  our  allies.  There  is  a  time  and  a  place  for 
declassifying  material,  but  this  was  not  it. 

i  Prof.  John  McLaughlin  -  The  other  problem,  of  course,  is 
that  once  you  publish  that  material,  in  this  particular  case,  Iran 
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begins  a  counterintelligence  scrub.  Where  did  this  come  from? 
How  did  this  get  out?  How  did  they  know  that?  So  the  likelihood 
of  the  intelligence  community  discovering  when  the  program  is 
turned  back  on  is  reduced.  The  groundwork  is  laid  for  another 
intelligence  failure.  That  is  one  of  the  reasons  that  I  say  people  do 
not  think  systemically  about  our  intelligence  system. 

-  Prof.  Paul  Pillar-  We  do  not  have  time  to  explore  all  of  the  ins 
and  outs  of  this  recent  episode  with  the  Iranian  nuclear  program. 
I  would  just  make  two  other  points.  One,  the  Director  of  National 
Intelligence  (DNI),  Admiral  McConnell,  had  already  expressed 
his  preference — even  before  this  episode  with  the  Iran  nuclear 
estimate — to  cut  back  on — if  not  cut  off  entirely — declassification 
of  these  documents.  No  doubt,  this  unhappy  experience  will 
solidify  his  views  and  probably  those  of  his  deputies  as  well. 

Two,  although  I  do  not  disagree  with  any  of  the  points  that  my 
colleagues  cited  as  the  downside  of  the  declassification,  it  is  not 
a  cut-and-dried  issue.  There  are  legitimate  arguments  that  can  be 
made  for  the  other  side,  two  in  particular.  First,  leaks  are  inevi¬ 
table.  They  are  not  going  to  go  away.  (By  the  way,  the  record  of 
the  Congress  has  been  pretty  good.)  If  documents  are  going  to  be 
of  any  use  and  be  as  broadly  distributed  in  the  Executive  Branch 
as  they  are,  we  are  going  to  have  more  leaks. 

Second,  there  is  an  issue  of  the  public's  right  to  know.  The 
public  is  entitled  to  say,  "If  we  are  spending  $43  billion  or  what¬ 
ever  on  our  intelligence,  shouldn't  we,  who  are  supposed  to  form 
opinions  on  things  like  policy  towards  Iran  and  elect  leaders  who 
are  going  to  do  smart  things  about  it,  be  entitled  to  know  the  judg¬ 
ments  on  these  issues  by  the  people  consuming  those  billions  of 
dollars?"  I  think  that  is  a  legitimate  position. 
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MODERATOR'S  SUMMARY 

L.  Dean  Simmons 


This  panel  focuses  on  denying  our  adversaries  access  to — and 
ultimately  use  of — weapons  of  mass  destruction  (WMD).  The  fol¬ 
lowing  is  an  overview  of  the  problem  and  a  preview  of  the  round¬ 
table  discussions.  Panelists  Dawn  Scalici,  Peter  Nanos,  and  Jim 
Hillman  provide  perspectives  on  how  the  United  States  is  pre¬ 
pared  to  deal  with  this  extremely  severe  threat. 

THE  THREAT 

As  we  know  on  ly  too  wel  I — given  our  experience  on  September 
11,  2001 — the  threat  posed  by  weapons  of  mass  destruction, 
whether  chemical,  biological,  radiological,  nuclear — or  in  our 
tragic  case,  high  explosives  in  the  form  of  manned  aircraft — is 
indeed  a  serious  one.  The  human,  environmental,  and  economic 
devastation  that  result  from  the  use  of  such  weapons  in  any 
American  city — the  prospect  of  which  conjures  our  worst  pos¬ 
sible  nightmares — provides  justifiable  cause  for  a  concerted  effort 
to  do  everything  we  possibly  can  to  prevent  those  who  would  use 
WMD  from  access  to  these  weapons  and,  failing  that,  to  thwart 
their  ability  to  employ  WMD  in  any  form. 
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President  Bush  gave  voice  to  the  potential  devastation  in  his 
address  on  the  first  anniversary  of  September  1 1th,  when  he  said 
our  enemies  are  actively  seeking  WMD  and  the  United  States  is 
committed  to  preventing  these  efforts  from  succeeding: 

“The  gravest  danger  our  Nation  faces  lies  at  the  cross¬ 
roads  of  radicalism  and  technology.  Our  enemies  have 
openly  declared  that  they  are  seeking  weapons  of  mass  de¬ 
struction  .  .  .  The  United  States  will  not  allow  these  efforts 
to  succeed.  ” 

—  President  George  W.  Bush,  September  1 7,  2002 

This  panel  discusses  some  of  the  steps  that  the  United  States  is 
taking  to  back  up  the  President's  promise.  Figure  1  provides  some 
convincingevidencethat  useofWMD  is  notan  empty  threat  but  an 
ever-increasing  reality.  The  graph  on  the  left  shows  the  number  of 
chemical,  biological,  and  radiological  attacks  that  have  occurred 
between  1970  and  2005.  The  data  are  from  the  Monterey  WMD 
Terrorism  Database  that  the  Center  for  Nonproliferation  Studies 
maintains  at  http://cns.miis.edu/wmdt/  [1].  Although  the  year- 
to-year  data  show  considerable  variability,  they  clearly  show  a 
gradual  upward  trend.  That  trend  is  much  more  apparent  in  the 
graph  of  the  five-year  running  average  on  the  right;  the  increases 
are  clearly  exponential  when  plotted  this  way. 


Number  of  CBRN  attacks  globally  is  increasing  exponentially, 
although  year-to-year  values  show  substantial  variability. 


Figure  1  The  Threat:  Increasing  Exponentially 
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THE  NATIONAL  STRATEGY 

The  national  strategy  to  combat  WMD — which  the  White 
House  released  in  December  2002,  just  over  a  year  after 
September  1 1 — outlines  America's  approach  for  dealing  with  the 
WMD  threat,  and  it  declares  that  these  types  of  weapons  are  one 
of  the  greatest  security  challenges  facing  the  United  States.  The 
strategy  outlines  a  three-pillar  approach:  counterproliferation  to 
combat  the  use  of  WMD,  nonproliferation  to  combat  the  spread  of 
these  weapons,  and  consequence  management  should  the  worst 
case  actually  happen.  Roundtable  IV  on  deterrence  discusses 
the  arguments  for  nonproliferation  and  how  to  accomplish  it — at 
least  partially.  This  roundtable  focuses  on  counterproliferation. 
The  National  Strategy  to  Combat  Weapons  of  Mass  Destruction 
(December  2002)  has  three  pillars  and  identifies  three  counter¬ 
proliferation  capabilities: 

•  Counterproliferation  Capabilities: 

Interdiction:  prevent  the  movement  of  essential 
materials,  technology,  and  human  expertise  to  hostile 
states  and  terrorists. 

Deterrence:  discourage  acquisition  with  strong 
declaratory  policy,  effective  military  forces,  and  the 
prospect  of  overwhelming  response. 

Defense  and  Mitigation:  detect  and  destroy  weapons 
and  materials  before  they  can  be  employed  against  the 
United  States  or  our  allies,  mitigate  effects. 

•  National  Strategy  Pillars: 

Counterproliferation  to  Combat  WMD  Use 

Strengthened  Nonproliferation  to  Combat  WMD 
Proliferation 

Consequence  Management  to  Respond  to  WMD  Use 

As  Ron  Luman  and  Admiral  Olson  discussed,  combating 
WMD  is  a  very  important  part  of  DoD's  Global  War  on  Terrorism 
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(CWOT).  Denying  access  and  use  of  WMD  is  one  of  the  major 
lines  of  operation  in  the  campaign  concept. 

THE  MILITARY  STRATEGY 


The  National  Military  Strategy  to  Combat  Weapons  of  Mass 
Destruction  [http://www.defenselink.mil/pdf/NMS-CWMD2006. 
pdf  (Reference  2)],  which  the  Chairman  of  the  Joint  Chiefs  of  Staff 
released  in  February  2006,  outlines  the  DoD  plan  for  combating 
WMD  in  more  detail.  Figure  2  summarizes  the  key  elements  of 
that  strategy.  To  defeat  or  deter  adversaries  who  are  capable  of 
WMD  use,  the  United  States  plans  to  employ  offensive  opera¬ 
tions,  active  and  passive  defenses,  and  steps  to  eliminate  or  inter¬ 
dict  any  weapons  held  by  those  adversaries. 


Mission:  Dissuade,  deter,  defend  against  and  defeat  those  who  seek  to  harm  the 
United  States,  its  allies  and  partners  through  WMD  use  or  threat  of  use,  and,  if 
attacked,  mitigate  the  effects  and  restore  deterrence. 


Enemy  capable  of  WMD  use  /  subsequent  use 
Defeat,  Deter 

•  Offensive  Operations 

•  WMD  Eliminatioi 

•  Active  Defei 

•  Passive 

•  WMD  \d 


•  Offensive 

•  WMD  Interdii 

•  Security  CooperatF 
&  Partner  Activities 

|  Prevent,  Dissuade,  Deny 


Enemy  uses  WMD 


Potential  adversaries  or  others  attempt 
to  possess  or  proliferate 


Others  agree  to  destroy  or  secure 
current  WMD 

Source:  National  Military  Strategy  to  Combat 
Weapons  of  Maas  Destruction,  February  2006 


Figure  2  Military  Strategy  to  Combat  WMD 

Should  an  adversary  actually  employ  WMD  against  the  United 
States,  we  will  defend,  respond,  and  recover  using  active  and  pas¬ 
sive  defenses  and  consequence  management.  Should  adversaries 
attempt  to  acquire  or  develop  such  weapons,  we  will  take  action 
to  dissuade  them.  If  that  fails,  we  will  have  the  resources  and  strat¬ 
egies  to  prevent  or  deny  their  success.  Finally,  should  adversaries 
offer  to  destroy  or  otherwise  secure  weapons  already  in  their  pos¬ 
session,  we  will  be  glad  to  assist  them  in  realizing  their  goal. 
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WHAT  IS  CAMPAIGN  X?  —  THE  ROLE  OF 
ANALYSIS  IN  ENHANCING  COUNTER- 
WMD  CAPABILITIES 

James  Hillman 


A  STORY 

I  will  start  by  telling  you  a  story,  and  then  I  will  illustrate  it  by 
describing  the  work  we  are  currently  doi ng  to  analyze  the  problem 
of  lost  or  stolen — I  will  call  them  "loose" — nuclear  weapons. 

First,  the  story:  There  was  a  couple  who  lived  in  Wyoming. 
They  had  a  hunting  dog,  and  that  hunting  dog  was  nationally 
famous  as  one  of  the  smartest  hunting  dogs  ever  bred. 

The  couple  decided  towards  the  end  of  their  lives  that  they 
wanted  to  go  to  Africa,  and  they  decided  to  take  their  dog  with 
them.  Now,  this  dog  was  getting  a  little  long  in  the  tooth  as  well. 

So,  they  all  go  to  Africa,  they  get  to  where  they  are  going  to 
live,  they  settle  in,  and  the  dog  decides  he  is  going  to  explore 
the  area  and  make  sure  he  understands  what  his  surroundings 
are  like.  Off  he  goes  into  the  jungle,  and  he  trots  a  little  ways 
through  the  trees  and  runs  into  a  clearing.  In  the  middle  of  this 
clearing  is  a  big  tree,  and  underneath  this  tree  is  a  big  old  pile  of 
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bones — they  look  to  be  lion  bones.  He  goes  over  to  check  them 
out,  sniffs  around  a  bit,  and  as  he  is  walking  towards  the  bones, 
out  of  the  corner  of  his  eye  he  sees  a  tiger  emerge  from  the  edge 
of  the  jungle. 

Now,  the  dog  has  been  the  top  predator  most  of  his  life,  but 
he  recognizes  a  dangerous  predator  when  he  sees  one.  He  says, 
"Oh  my  goodness,  what  am  I  going  to  do?"  He  thinks  real  quick, 
moves  over  to  the  bones,  sits  down,  snatches  up  one  of  those 
bones,  and  starts  gnawing  on  it.  The  tiger  comes  up  behind  him 
on  his  silent  tiger  paws — sneaking  up — thinking,  "I'm  going  to 
have  me  a  bite  of  dog."  The  dog  waits  and  waits — and  just  as  the 
tiger  is  ready  to  jump,  he  says,  "Boy,  this  lion  is  good,  but  what  I 
really  would  like  to  have  is  some  tiger." 

The  tiger  stops  and  says,  "Whoa,"  and  runs  out  of  the  clearing 
back  into  the  woods.  Now,  in  this  tree  above  these  bones — way 
up  in  the  top — is  a  monkey.  The  monkey  has  been  watching  all  of 
this,  and  he  says,  "Wow,  what  a  dumb  tiger.  If  he  only  knew  that 
dog  made  a  fool  out  of  him.  I'm  going  to  go  tell  that  tiger  what  a 
fool  that  dog  made  out  of  him." 

So  the  monkey  gets  down  from  the  tree,  runs  across  the  clear¬ 
ing,  goes  into  the  woods,  and  chases  after  the  tiger,  who  has 
gone  deep  into  the  jungle.  When  he  catches  up  with  the  tiger,  the 
monkey  says,  "Hey  tiger.  Wait  a  minute."  The  tiger  turns  around 
and  in  one  motion  snatches  the  monkey  up  by  the  neck  and  says, 
"I'm  going  to  have  me  a  bite  of  monkey  head." 

The  monkey  says,  "Stop!  I  know  you  like  monkey,  but  dog 
is  much  tastier — and  you  know,  that  old  dog  sitting  back  in  that 
clearing,  he  made  a  fool  out  of  you.  He  told  you  a  story  and  you 
believed  it.  He  made  a  complete  fool  out  of  you." 

The  tiger  says,  "Rrrr,  that's  not  good.  That  makes  me  angry! 
Get  on  my  back,  monkey.  We  will  go  back  and  get  that  dog."  So 
the  monkey  gets  on  the  tiger's  back  and  they  track  back  through 
the  jungle,  back  to  the  clearing,  where  the  old  dog  is  still  sitting 
by  the  bones,  soaking  up  the  sun  and  relaxing,  but  with  one  eye 
open. 
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The  dog  spots  the  tiger  with  the  monkey  on  his  back  as  they 
emerge  from  the  jungle.  He  says,  "This  is  bad.  Two  times  now. 
That  tiger  is  going  to  attack  again."  He  wonders,  "What  can  I  do 
this  time?" 

The  old  dog  sits  back  down,  turns  his  back  to  that  tiger  and 
the  monkey,  picks  up  the  bone,  and  begins  gnawing  on  it  again. 
That  tiger  comes  sneaking  back  up  on  those  big  old  tiger  paws, 
and  just  as  the  tiger  is  ready  to  jump,  the  dog  says,  "Where  is  that 
monkey?  I'm  hungry  for  some  fresh  tiger  meat.  I  sent  him  out  to 
fetch  me  a  tiger  an  hour  ago." 

The  moral:  The  old  dog  was  able  to  dodge  another  attack 
because  he  recognized  that  the  circumstances — that  the  world 
had  changed  a  little  bit. 

BACKGROUND 

What  does  this  have  to  do  with  the  role  of  analysis  in  defeat¬ 
ing  the  threat  of  lost  or  stolen  ("loose")  nuclear  weapons?  Let  me 
continue  to  set  the  stage  with  some  background. 

JHU/APL  is  working  with  the  Defense  Threat  Reduction  Agency 
(DTRA)  on  a  project  that  DTRA  calls  Campaign  X  (Figure  1). 
DTRA — a  combat  support  agency  supporting  the  United  States 
Strategic  Command  (STRATCOM),  which  has  the  primary  Counter- 
WMD  (CWMD)  mission — has  assembled  a  "team  of  teams"  to 
combat  WMD.  Campaign  X  employs  a  multidisciplinary  team 
that  is  conducting  a  cross-enterprise  effort — both  within  JHU/APL 
and  outside  with  other  talented  agencies — using  advanced  analy¬ 
sis  methods  to  understand  how  to  bring  technologies  to  bear  in 
an  operational  context  to  counter  the  potential  threat  of  loose 
nuclear  weapons  in  the  hands  of  terrorists. 
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Figure  1  DTRA's  Campaign  X 

DTRA's  Campaign  X  combines  R&D  and  operational  exper¬ 
tise  to  create  an  integrated,  end-to-end  solution  to  the  problem  of 
loose  nuclear  material.  The  campaign  coordinates  activities,  pro¬ 
grams,  and  projects  to  provide  improved  intelligence,  detection, 
forensics,  interdiction  options,  and  operational  capability. 

My  role  at  JHU/APL  is  to  construct  an  operational  understand¬ 
ing  of  how  technologies  could  be  employed  to  counter  this  threat 
and  how  effective  they  would  be  compared  with  the  development 
effort  required — to  determine  whether  or  not  "the  juice  would  be 
worth  the  squeeze." 

As  Dr.  Simmons  mentioned,  President  Bush  summarized  the 
problem  we  face  in  his  September  2002  address,  worth  repeating 
here: 


“The  greatest  danger  our  Nation  faces  lies  at  the  cross¬ 
roads  of  radicalism  and  technology.  Our  enemies  have 
openly  declared  that  they  are  seeking  weapons  of  mass 
destruction,  and  evidence  indicates  that  they  are  doing  so 
with  determination.  The  United  States  will  not  allow  these 
efforts  to  succeed .  .  .“ 


Chapter  3  Roundtable  2 
Denying  Access  to  and  Use  of  WMD  143 


To  define  that  mission,  the  Quadrennial  Defense  Review  and 
Strategic  Planning  Guidance  [1,  2]  laid  out  the  following  priori¬ 
ties  for  developing  capabilities  for  countering  WMD: 

•  Detect  fissile  materials  at  stand-off  ranges 

•  Provide  a  Render  Safe  capability 

•  Provide  capabilities  to  locate,  tag,  and  track  WMD 

Campaign  X  is  developing  key  enablers  for  the  three  pillars 
of  the  National  Strategy  on  Combating  WMD:  nonproliferation, 
counterproliferation  and  consequence  management. 


CRITICAL  CHALLENGES 


Figure  2  summarizes  the  challenges  we  face  with  nuclear 
materials;  it  shows  material  getting  lost,  moving  across  a  set  of 
pathways  labeled  as  proliferation  pathways,  and  ultimately  being 
employed  for  nefarious  purposes — in  the  worst  case,  in  the  United 
States.  The  analysis  problems  center  around  identifying  where  the 
materials  are,  and  once  they  get  loose,  where  they  are  going. 
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Figure  2  The  Critical  Challenge 
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The  objective  is  to  improve  the  currently  limited  capabili¬ 
ties  to  provide  comprehensive  monitoring  of  the  location  and 
status  of  nuclear  materials  outside  the  continental  United  States. 
Limitations  that  constrain  the  operational  effectiveness  of  current 
CWMD  technologies  and  methods  include: 

•  Detection  range  (meters)  of  detection  equipment 

•  Maximum  search  rate 

•  Number  of  personnel 

•  Weather  and  terrain 

Current  Concepts  of  Operations  (CONOPS)  rely  on  focus¬ 
ing  intelligence  on  the  "proliferation  pathway,"  combined  with 
maximizing  equipment  in  the  area  of  interest.  Coping  with  the 
uncertainty  creates  the  need  for  a  layered  approach  directed  at 
key  links  and  nodes  in  the  proliferation  pathway  to  produce  a 
system  shock  that  causes  the  targeted  network,  node,  or  link  to 
catastrophically  fail,  rendering  it  incapable  or  unwilling  to  per¬ 
form  its  WMD  enabling  function. 

THE  CAMPAIGN  X  APPROACH 

It  is  a  big  world,  and  the  kinds  of  technologies  that  are  avail¬ 
able  to  us  do  not  work  as  well  as  we  would  like  or  provide  the 
coverage  we  need.  So,  what  CONOPS  and  Tactics,  Techniques, 
and  Procedures  (TTPs)  can  we  use  to  help  improve  the  chances  of 
being  able  to  intercept  these  materials?  First,  how  do  we  render 
these  materials  safe?  Then,  if  the  very  worst  happens  and  there  is  a 
detonation,  what  can  we  do  to  recover?  How  do  we  conduct  the 
post-detonation  analysis? 

Although  these  challenges  involve  a  multitude  of  technolo¬ 
gies,  our  analytic  focus  is  not  the  specifics  of  the  technologies, 
but  rather  how  we  can  combine  the  operational  imperatives  with 
the  technology  to  determine  whether  developing  a  particular  set 
of  technologies  might  be  worth  the  investment.  Alternatively, 
given  a  particular  technology,  how  can  we  make  sure  that  we  get 
the  best  use  out  of  that  technology? 
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Figure  3  provides  an  overview  of  the  Campaign  X  approach. 
In  Campaign  X,  JFHU/APL  is  applying  new  analytic  techniques 
that  were  not  previously  available  for  conducting  threat  analyses. 
Campaign  X  is  implementing  an  analytic  framework  to  facilitate 
the  integration  of  roles  and  responsibilities  for  the  CWMD  effort. 
It  intends  to  break  traditional  stovepipes  and  focus  on  respond¬ 
ing  to  the  warfighter's  needs.  It  considers  technologies  in  the 
2014  timeframe  employed  in  operationally  realistic  scenarios  to 
develop  a  full  range  of  solutions  with  particular  focus  on  technol¬ 
ogy.  Campaign  X  analysis  focuses  on  key  capability  gaps  with  the 
objective  of  delivering  a  comprehensive,  integrated,  end-to-end 
capability  that  eliminates  the  threat  from  loose  nukes. 
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Figure  3  The  Campaign  X  Approach 

THE  TIEHN 

FHere  is  the  tie-in  to  the  story  of  the  dog,  the  tiger,  and  the 
monkey.  As  a  threat  analyst,  I  see  myself  somewhat  as  the  old  dog 
(also  a  little  bit  long  in  the  tooth).  I  would  like  to  think  that  all  of 
us  analysts  who  are  in  that  long-of-tooth  category — or  even  those 
fresh-faced  analysts  who  understand  the  traditional  analysis  tech¬ 
niques,  tools,  and  procedures — can  adapt  traditional  methods  to 
the  newest  tools  that  have  been  developed  recently  and  apply 
them  to  the  rapidly  changing  circumstances  of  CWMD. 
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On  the  proliferation  pathway  against  the  adversary's  WMD 
capability — from  nonproliferation  all  the  way  through  conse¬ 
quence  management  (Figure  3) — one  of  the  most  essential  tools 
is  the  ability  to  game  the  outcomes.  We  are  at  a  fortunate  technol¬ 
ogy  juncture  because  the  gaming  community  now  offers  games 
that  were  originally  designed  for  entertainment  but  are  now 
sophisticated  enough  to  allow  us  to  adapt  them  quickly  to  a  seri¬ 
ous  gaming  construct. 

Experts  in  the  gaming  industry  now  offer  us  the  opportunity  to 
represent  our  problems  using  the  latest  multimedia  gaming  appli¬ 
cations.  If  we  can  help  them  understand  the  problem,  they  will 
help  us  represent  that  problem  in  the  game.  They  are  not  inter¬ 
ested  in  doing  the  analysis,  but  they  offer  us  the  ability  to  visual¬ 
ize  that  analysis  to  frame  the  problem.  Once  we  have  framed  the 
problem,  we  can  turn  to  the  more  traditional  tools  to  address  the 
problem  from  that  perspective. 

In  that  context,  the  Campaign  X  team  is  conducting  a  series 
of  tabletop  exercises  intended  to  drive  discussions  and  examine 
the  operational  contributions  that  candidate  technologies  could 
make  if  fielded.  These  seminar  and  analytic  games  are  set  in  DoD- 
approved  planning  scenarios  that  provide  analysts  with: 

•  A  forum  in  which  to  explore  CONOPS  for  forces  executing 
CWMD  missions, 

•  Venues  within  which  analysts  can  develop  and  evaluate 
specific  TTPs,  and 

•  Methods  to  develop  potential  operational  contributions 
made  by  individual  or  composite  groups  of  candidate 
technologies  for  subsequent  detailed  analysis  using 
appropriate  Modeling  and  Simulation  (M&S)  tools. 

Ultimately,  the  objective  of  this  analysis  process  is  to  deter¬ 
mine  what  is  the  best  operational  contribution  we  can  get  from 
the  technology.  Alternatively,  if  we  employ  our  technologies  the 
way  they  exist  "today"  (i.e.,  at  a  particular  moment  in  evolution¬ 
ary  time)  given  their  performance  capabilities,  what  other  deci¬ 
sions  do  we  need  to  make?  We  are  not  just  asking,  "How  well 
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does  the  technology  perform  in  detecting  nuclear  materials?"  We 
are  also  asking,  "Given  a  technology  that  performs  in  this  particu¬ 
lar  way,  how  can  I  optimize  my  ability  to  detect  the  movement 
of  this  material  before  it  gets  to  the  United  States  of  America,  and 
certainly  before  it  can  be  detonated?" 

Given  the  way  that  we  have  to  employ  the  technologies,  what 
kind  of  problems  and  limitations  does  that  entail?  Figure  4  dis¬ 
plays  what  would  happen  when  we  detect  and  interdict  a  ship¬ 
ment  of  nuclear  material  in  a  port  that  is  an  international  shipping 
hub.  The  analysis  goes  on  to  examine  questions  such  as: 

•  How  does  it  affect  traffic  in  the  port? 

•  What  might  happen  if  we  had  to  shut  that  hub  down? 

•  What  are  the  economic  effects? 


Figure  4  Interdiction  of  Radiological  Materials  in  an 
International  Shipping  Port 
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CONOPS  centering  on  how  to  employ  the  available  technol¬ 
ogies  to  keep  an  interdicted  nuclear  shipment  from  getting  out  of 
the  pier.  Many  other  CONOPS  could  be  pursued  in  a  similar  way. 
This  is  an  example  of  how  to  frame  the  analysis.  The  follow-on 
necessarily  has  to  be  the  detailed  representation  in  an  M&S  envi¬ 
ronment  using  tools  and  procedures  to  begin  the  tradeoff  analy¬ 
sis  that  examines  what  is  the  best  technology  in  which  to  invest 
to  implement  the  capability  depicted  in  that  CONOPS.  With  the 
new  tools  we  are  using  today,  we  are  better  able  to  conduct  agile 
analyses  that  readily  adjust  to  rapidly  changing  technologies, 
world  circumstances  that  might  affect  the  availability  of  WMD, 
and  the  adversaries  that  would  exploit  them. 
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CWMD  RESEARCH  AND  DEVELOPMENT 
OVERVIEW 

Peter  Nanos 


INTRODUCTION 

Before  I  give  you  my  overview  of  the  R&D  work  we  are  doing 
at  the  Defense  Threat  Reduction  Agency  (DTRA),  I  want  to  thank 
Jim  Hillman  for  his  perspective  on  the  counter-WMD  analytical 
challenges  we  face.  The  most  important  thing  to  remember  is  that 
understanding  how  the  various  technologies  play  together — and 
more  importantly,  which  ones  are  going  to  work  and  are  worthy 
of  investment  and  how  to  distribute  that  investment,  particu¬ 
larly  in  the  dollar-constrained  world  we  now  face — is  extremely 
important. 

The  R&D  challenge — like  the  analysis  challenge — must  con¬ 
sider  all  aspects  of  the  CWMD  mission:  Chemical,  Biological, 
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Radiological,  Nuclear — including  dirty  bombs  and  improvised 
nuclear  devices — and  High  Explosives  (CBRNE): 

•  Chemical  Weapons  -  cheap  and  easy  to  make,  not  very 
effective 

•  Biological  Weapons  -  use  available  technology  and  are 
potentially  catastrophic  if  properly  used 

•  Radiological  Devices  -  dangerous  to  assemble  with  high 
contamination  impact 

•  Nuclear  Weapons  -  difficult  to  acquire,  devastating  in  use 

•  High  Explosives  -  easily  available  materials  with  many 
ways  to  deliver 

To  conduct  R&D  in  countering  the  CBRNE  threat,  DTRA  has 
established  the  R&D  Enterprise.  This  briefing  provides  an  over¬ 
view  of  DTRA's  R&D  Enterprise,  including: 

•  Mission  and  Organization 

•  Investment  Strategy 

•  Top  Challenges  and  Major  Programs 

•  Technologies  Transitioned  to  the  Warfighter 

•  Future  R&D 

The  fundamental  mission  of  DTRA's  R&D  Enterprise  is  to 
identify,  conduct,  and  deliver  innovative  science  and  technology 
(S&T)  through  systematic,  risk-balanced  processes  that  enable 
America  to  combat  WMD.  DTRA's  system  engineering  activities 
provide  for  Research,  Development,  and  Acquisition  (RD&A)  to 
support  the  needs  of  Combatant  Commanders  (COCOMs),  the 
Services,  and  DTRA.  The  Agency  conducts  6.1  basic  research  (in 
DoD  terms);  at  the  same  time,  DTRA  has  a  combat  support  mis¬ 
sion  supporting  combatant  commanders  in  the  field  in  country. 
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RESEARCH  STRATEGY 

DTRA's  research  strategy  is  to  focus  on  four  technology  areas 
through  the  following  organizations: 

•  Basic  and  Applied  Sciences  (RD-BA)  -  conducts  basic 
research  to  reduce,  eliminate,  counter,  and  mitigate  the 
effects  of  WMD  by  advancing  fundamental  scientific 
knowledge  and  applying  the  best  practices  in  system 
engineering.  RD-BA's  top  S&T  challenges  are  to  cultivate 
world-class  research  talent  and  promulgate  systems 
engineering  practices  throughout  DTRA.  As  DTRA's  basic 
research  arm,  the  RD-BA  organization  not  only  fosters  basic 
and  applied  science,  but  it  also  funds  systems  engineering, 
determining  where  the  investment  needs  to  go  and  how  to 
approach  counter  WMD  problems  systematically. 

•  Chem/Bio Technologies  (RD-CB)  -  manages  and  integrates 
the  development,  demonstration,  and  transition  of  timely 
and  effective  chemical  and  biological  defense  solutions  for 
DoD  while  serving  as  the  focal  point  for  S&T  expertise.  The 
entire  S&T  investment  in  the  DoD  outside  of  the  Defense 
Advance  Research  Projects  Agency  (DARPA)  in  chem-bio 
defense  is  in  this  organization. 

•  Counter  WMD  Technologies  (RD-CX)  -  focuses  on 
developing  innovative  technologies  to  actively  counter  the 
full  spectrum  of  CBRNE  threats.  Its  top  priority  is  achieving 
an  effective  level  of  lethality  in  WMD  counterforce 
weapons  while  minimizing  collateral  effects.  Interdicting 
and  defeating  WMD  agents  is  a  complex  challenge.  For 
example,  RD-CX  recently  conducted  tests  to  determine 
how  to  destroy  a  Scud  missile  launcher  loaded  with 
chemical  or  biological  weapon  agents  without  disbursing 
the  agents  and  killing  innocent  populations.  The  challenge 
is  not  only  to  destroy  the  delivery  vehicle  but  to  prevent 
collateral  damage  so  we  do  not  lose  the  hearts  and  minds 
of  the  innocent  citizens  who  populate  the  areas  near  the 
threat. 
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•  Nuclear  Technologies  (RD-NT)  -  researches,  develops, 
and  demonstrates  technologies  that  mitigate  the  threat  and 
effects  of  nuclear  and  radiological  attacks  and  enhance 
the  safety,  security,  survivability,  and  performance  of  U.S. 
nuclear  assets  and  facilities.  Its  top  challenge  is  standoff 
nuclear  detection.  Its  mission  encompasses  consequence 
management — understanding  how  to  mitigate  the  effects 
of  nuclear  devices — detecting  nuclear  materials,  and 
conducting  the  large-scale  simulations,  computing,  and 
modeling  necessary  to  support  the  enterprise. 

In  addition,  DTRA  sponsors  the  R&D  Innovation  Office,  which 
is  the  hunter-gatherer  of  innovative  technologies  and  capabilities. 
DTRA  devotes  funds  every  year  to  pinpoint  technologies  that  are 
ready  to  transition,  to  find  out  what  other  research  organizations 
are  developing,  to  spur  small  business  innovations,  and  to  foster 
international  collaboration  by  surveying  worldwide  capabilities 
and  identifying  opportunities  to  fill  DTRA  technology  gaps.  This 
year,  the  Innovation  Office  has  created  a  virtual  laboratory  where 
we  can  post  fundamental  research  questions  and  get  scientists 
from  all  over  the  world  responding  to  unclassified  scientific  issues. 
The  Innovation  Office  is  also  scrutinizing  where  the  next  Silicon 
Valley  might  arise — whether  it  is  in  this  country  or  overseas — to 
be  the  first  to  recognize  cutting-edge  technologies  that  are  going 
to  succeed. 

Innovations  that  have  transitioned  from  this  program  include: 

•  "Pixel  interrogation"  technology  that  enhances  images  to 
provide  the  ability  to  see  a  pistol  in  a  metal  box 

•  A  chemical  detection  device  that  can  be  swiped  over 
materials  to  determine  what  type  of  chemical  agent  might 
be  present  in,  for  example,  a  variety  of  different  robots  and 
detectors 

•  Rubber-cased  explosives  that  will  shred  an  improvised 
explosive  device  (IED)  without  actually  detonating  the 
explosive 
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The  COCOMs  provide  the  technology  requirements  "pull," 
which  DTRA  augments  with  M&S  studies  and  operations  anal¬ 
yses.  The  technology  "push"  comes  from  universities,  laborato¬ 
ries,  and  many  industrial  partners,  including  small  companies. 
The  systems  engineering  strategy  takes  a  holistic  approach  to 
mesh  with  the  national  strategy  of  nonproliferation,  counterpro¬ 
liferation,  and  consequence  management.  Systems-engineered 
concepts  develop  into  campaigns  that  aim  to  deliver  warfighter 
capabilities. 

THE  R&D  CAMPAIGNS 

DTRA  investments  include  research  organized  into  the  fol¬ 
lowing  six  campaigns: 

•  Improving  Situational  Awareness 

•  Controlling  WMD  Materials  and  Systems  Worldwide 

•  Defeating  the  Threat  from  Loose  Nuclear  Weapons 

•  Deterring  the  21  St-Century  WMD  Threat 

•  Enabling  Others  to  Protect  the  Homeland 

•  Eliminating  WMD  as  a  Threat  to  the  Warfighter 
(Campaign  X) 

DTRA  R&D  takes  an  integrated  approach  to  conducting  these 
campaigns.  As  shown  in  Figure  1,  combating  WMD  spans  all  of 
the  adversary's  means  of  delivering  WMD  threats,  from  detection, 
interdiction,  and  elimination  to  consequence  management,  par¬ 
ticularly  in  the  chemical/biological  area. 

Security  cooperation  and  nonproliferation  are  also  essential 
areas  in  which  we  invest  R&D  resources.  If  we  do  not  pursue 
efforts  to  suppress  the  sources  of  chemical/biological  weaponry 
through  security  co-operation,  virtually  everything  COCOMs  do 
in  the  global  initiatives  to  combat  nuclear  terrorism  can  be  jeop¬ 
ardized  because  trouble  can  arise  in  too  many  places  to  control. 
The  partnership  with  the  intelligence  community  is  extremely 
important  as  well.  No  matter  how  good  our  detectors  of  WMD 
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are,  the  Eurasia  land  mass  is  a  huge  place.  (Think  of  antisubma¬ 
rine  warfare  in  the  1 940s  with  a  2,000-yd-range  sonar.) 

1 .  Situational  Awareness 

End  State  -  Improve  knowledge  and  information  to  permit  execution  of  successful 
courses  of  actions 

R&D  Investments  -  Common  Operating  Picture  for  interagency  connectivity  and  an 
integrated  architecture;  Decision  support/predictive  CBRNE  decision  support  tools; 
Strategic  assessment;  CBRNE  and  Protection  &  Mitigation  Assessment  tools 

2.  Control  WMD  Materials  and  Systems  Worldwide 

End  State  -  Provide  effective  tools  to  prevent  proliferation  of  WMD  and  WMD  related 
capabilities 

R&D  Investments  -  Nonproliferation  training  tools  for  Arms  control/  Confidence  and 
Security  Building  measures;  Regional  training  tools  (customs,  culture,  language); 
Doctrinal  and  planning  support  tools;  Sensors  and  detectors;  Train-the-trainer  systems 

3.  Eliminate  the  Threat  of  WMD  to  the  Warfighter 

End  State  -  Provide  an  integrated  capability  to  eliminate  the  WMD  threat  to  the 
Warfighter 

R&D  Investments  -  Personal  Protection  Equipment;  System  Survivability  in  environ¬ 
ments  where  WMD  use  has  occurred;  Response,  mitigation  and  restoration  in  contami¬ 
nated  areas;  Technology  and  subject  matter  expertise  to  identify  vulnerabilities 

4.  Protect  the  Homeland  from  WMD 

End  State  -  Provide  an  integrated  capability  to  eliminate  the  threat  from  loose  (lost  or 
stolen)  nuclear  weapons 

R&D  Investments  -  CBRNE  decision  support  tools;  Bio-surveillance;  Radiation 
hardening  technologies;  Blast  mitigation  technologies;  Bio-medical  prophylaxes; 
CBRN  treatment  technologies;  CM  and  restoration  technologies 

5.  Transform  the  Deterrent 

End  State  -  Establish  DTRA  role  in  supporting  USSTRATCOM  as  it  transforms  the 
nuclear  deterrent. 

R&D  Investments  -  CBRNE  Decision  Support  Tools;  Sensors  and  Detectors; 
Experimentation  Facilities;  Test/experimental  instrumentation;  M&S  of  Weapons  Effects; 
Specialized  Weapon  Designs  for  Combating  WMD;  Advanced  Energetics 

X.  Defeat  the  Threat  of  Loose  Nuclear  Weapons 

End  State  -  Provide  an  integrated  capability  to  eliminate  the  threat  from  loose  (lost  or 
stolen)  nuclear  weapons 

R&D  Investments  -  Common  Operating  Picture;  Sensors  and  Detectors,  fixed  sites 
and  portable  applications;  Specialized  Weapons  Design;  Doctrinal  Support;  Strategic 
Assessments;  CBRN  Neutralization  and  Destruction  Technologies 


Figure  1  DTRA  R&D  Campaigns 
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Situational  Awareness 

The  campaign  to  improve  situational  awareness  means  culti¬ 
vating  a  creative  partnership  with  the  intelligence  communities. 
To  meet  the  end  state  of  improved  situational  awareness  that  per¬ 
mits  successful  counter  WMD  actions,  we  need  to  know  where 
to  look;  a  Common  Operating  Picture  (COP)  that  provides  inter¬ 
agency  connectivity  and  an  integrated  architecture  is  essential. 
DTRA  is  also  investing  R&D  resources  in  developing  tools  needed 
for  decision-support,  strategic  assessments,  and  protection  and 
mitigation  assessments. 

Controlling  WMD  Systems  Worldwide 

Controlling  WMD  systems  worldwide  requires  not  only  sen¬ 
sors  and  detectors  but  also  nonproliferation  training  tools  for  arms 
control  and  measures  to  build  security  confidence;  regional  train¬ 
ing  tools  for  understanding  the  customs,  culture,  and  language; 
and  doctrinal  and  planning  support  tools,  as  well  as  systems  to 
train  the  trainers. 

Eliminating  the  WMD  Threat 

Eliminating  the  threat  of  WMD  to  the  warfighter  requires  R&D 
investmenting: 

•  Personal  protection  equipment 

•  System  survivability  in  environments  where  WMD  have 
been  used 

•  Response,  mitigation,  and  restoration  in  contaminated 
areas 

•  Technology  and  subject-matter  expertise  to  identify 
vulnerabilities 

Protecting  the  United  States  from  WMD  requires  R&D  invest¬ 
ment  in  improving  defense  support  of  civil  authorities  through 
shared  training,  planning,  tools,  and  technologies.  Tools  must  be 
developed  to  support  CBRNE  decision-making,  bio-surveillance, 
and  biomedical  prophylaxes.  We  are  developing  technologies 
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for  radiation  hardening,  blast  mitigation,  CBRN  treatment,  and 
restoration. 

The  21st  century  mantra  for  deterrence  is  transforming  the 
deterrent.  In  Campaign  5,  DTRA  is  supporting  USSTRATCOM 
in  the  transformation  of  the  nuclear  deterrent  by  investing  R&D 
resources  in  new  CBRNE  decision-support  tools,  sensors,  and 
detectors;  experimentation  facilities  including  new  testing  instru¬ 
mentation;  M&S  on  weapons  effects;  specialized  weapon  designs 
for  combating  WMD;  and  development  of  advanced  energetics. 

The  campaign  to  limit  the  threat  that  Jim  Hillman  described, 
Campaign  X  (defeating  the  threat  of  loose  nuclear  weapons), 
focuses  on  integrating  tools  to  limit  the  threat  of  lost  and  stolen 
nuclear  weapons  and  materials  and  solving  problems  if  our 
troops  in  the  field  have  to  face  WMD.  DTRA  investments  focus 
on  developing  a  COP,  sensors  and  detectors  (both  at  fixed  sites 
and  portable),  specialized  weapons,  strategic  assessments  like  the 
analyses  Jim  Hillman  described,  and  CBRN  neutralization  and 
destruction  technologies. 

TOP  CHALLENGES  AND  PROGRAM  AREAS 

The  complexity  and  evolution  of  the  threat  demands  that  we 
change  our  investment  to  meet  the  most  pressing  challenges.  In 
response,  DTRA  is  concentrating  its  efforts  in  areas  such  as: 

•  Deployable  Technical  Intelligence 

•  National  Technical  Nuclear  Forensics 

•  Active  Nuclear  Interrogation 

•  Hard  and  Deeply  Buried  Targets 

•  Advanced  Energetics  for  Weapons 

•  WMD  Threat  Research  and  Analysis  Center  (WTRAC) 

•  Chem/Bio  Applied  Technology  Development 

•  Transformational  Medical  Technologies  Initiative 
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I  will  not  go  into  detail  on  all  of  these,  but  some  of  the  high¬ 
lights  are  the  Deployable  Technical  Intelligence  Laboratory  and 
the  National  Technical  Nuclear  Forensics  efforts. 

Deployable  Technical  Intelligence  Laboratory  and  National 
Technical  Nuclear  Forensics 

When  DoD  needed  laboratories  to  identify  the  makers 
of  weapons  and  track  them  back  to  their  hiding  places,  DTRA 
created  labs  that  could  go  forward  into  Afghanistan  and  Iraq. 
DTRA  has  since  also  built  weapons  forensics  laboratories  for  the 
Department  of  Justice  and  others  who  wanted  a  mobile  labora¬ 
tory  capability. 

The  National  Technical  Nuclear  Forensics  mission  in  DoD 
is  to  provide  rapid  identification:  if  a  weapon  goes  off,  get  the 
sample,  get  it  to  the  laboratory,  find  out  who  did  it,  and  be  able  to 
support  the  attribution  mission.  A  rapid-response  forensics  capa¬ 
bility  is  essential  for  knowing  who  the  enemy  is  and  responding 
appropriately  and  swiftly. 

A  robust  forensics  capability  is  even  more  important  if  there 
is  a  chance  that  there  might  be  another  attack  coming  out  of  the 
same  supply  chain.  We  have  to  be  able  to  respond  quickly  but 
accurately  in  possibly  ambiguous  circumstances.  For  example, 
say  there  were  10  possible  sources  for  a  nuclear  or  radiological 
event.  It  is  a  daunting  challenge  to  search  for  10  possible  sources 
the  morning  after.  We  need  to  winnow  them  down  to  a  few  very 
rapidly  so  we  can  adequately  deploy  our  assets.  In  this  case,  get¬ 
ting  an  answer  within  24  to  48  hours  to  define  the  battlespace  is 
extremely  important. 

Developing  an  accurate,  rapid,  and  reliable  capability  to 
characterize  post-detonation  materials  and  provide  prompt  data 
for  a  nuclear  or  radiological  event  requires: 

•  Prompt  data  collection 

•  Ground-based  gamma  collection  and  alternative  signatures 
for  yield  determination 
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•  Improved  personal  protection  equipment  for  manual 
collections 

•  Sample  debris  collection 

•  Automated  collection  systems 

•  Ground  sample  Advanced  Technology  Demonstration 

•  Sample  debris  analysis 

•  Deployable  analytical  and  screening  capabilities 

•  Rapid  analytical  technologies 

•  Data  evaluation  and  knowledge  management 

•  Database  development 

•  Prompt  phenomenology  data  evaluation 
Active  Nuclear  Interrogation 

Accurate  detection  of  nuclear  materials  is  one  of  the  great¬ 
est  technical  challenges  we  are  facing.  Right  now,  our  nuclear 
detectors  are  point  detectors  that  have  a  range  of  a  few  tenths  of 
a  meter  at  most.  If  the  radiological  source  is  shielded,  the  range 
is  considerably  less  than  that.  If  you  think  about  what  you  would 
do  if  you  had  to  find  a  weapon  somewhere  in  the  Eurasian  land 
mass,  your  best  option,  without  prior  knowledge  of  exactly  where 
it  is,  is  a  million  men  with  Geiger  counters  walking  fingertip  to 
fingertip  down  the  Eurasian  land  mass. 

We  do  not  have  standoff,  high-search-rate  detection  capabil¬ 
ity  for  fissile  material  right  now,  and  this  is  an  important  area  for 
us  to  invest  in  and  get  into  our  arsenal.  The  good  news  is  there 
are  technologies  that  are  promising,  and  DTRA  is  pursuing  sev¬ 
eral  different  active  technologies.  The  challenge  is  to  develop  an 
active  detection  capability  for  nuclear  materials  with  the  follow¬ 
ing  characteristics: 

•  High  probability  of  detection 

•  Low  probability  of  false  alarms 

•  EHealth/Environment  safety 
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•  Operation  flexibility  -  global  range,  long  endurance, 
variable  altitude  versus  shipborne  and  land-based  nuclear 
threats 

Three  different  approaches  DTRA  is  taking  have  a  goal  of 
5-km  detection  capability  (Figure  2): 

•  Bremsstrahlung  Interrogation 

•  Muonic  X-ray  Detection 

•  Proton  Interrogation 

Detect  nuclear  materials  to  meet  the  noncooperative  threat  challenge 


Develop  an  active  detection  capability  for  nuclear 
materials  with  the  following  characteristics: 

•  High  probability  of  detection 

•  Low  probability  of  false  alarms 

•  Health/  Environment  safety 

•  Operation  flexibility  -  global  range,  long  endurance,  variable 
altitude  versus  ship-bome  and  land-based  nuclear  threats 


Shielded  SNU 


Sustainable  program  of  analysis  and  experimentation  that  leads  to  an  effective  concept 
demonstration  (end-to-end  system/  source  to  detector) 


Figure  2  Standoff  Nuclear  Interrogation 

Advanced  Energetics  For  Weapons 

You  just  cannot  blow  up  a  55-gallon  drum  full  of  anthrax.  The 
heat  capacity  of  anthrax  is  too  great.  Defeating  the  agent  in  cases 
like  that  is  a  hard  technical  problem.  In  the  Advanced  Energetics 
effort,  DTRA  is  looking  for  a  way  to  increase  the  energy  content 
of  devices  to  increase  their  effectiveness  in  defeating  WMD,  espe¬ 
cially  in  hard  and  deeply  buried  WMD  facilities. 

Because  we  are  interested  in  defeating  WMD  agents,  DTRA 
has  become  the  major  DoD  organization  focusing  on  energetics, 
developing  advanced  weapons  systems  like  thermabaric  hellfire, 
thermabaric  skip  bombs,  and  the  massive  ordinance  penetrator. 
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Energetics  is  really  the  key  to  defeating  WMD — actually  kill¬ 
ing  the  agent  and  not  disbursing  it.  Very  little  basic  research  in 
energetics  is  being  conducted  anywhere  else;  DTRA  has  taken 
on  a  major  role  in  that  responsibility  and  is  pushing  forward  with 
it — just  one  example  of  the  initiatives  DTRA  is  taking. 

WMD  Threat  Research  and  Analysis  Collaboration  (WTRAC) 

DTRA  is  initiating  an  effort  to  start  up  a  partnership  with 
the  intelligence  communities  to  develop  new  techniques  to 
characterize  complex  proliferation  threats.  Through  intelligence 
sharing,  the  thrust  is  to  develop  a  collaborative  capability  that 
combines  intelligence  collection  and  all-source  analysis  exper¬ 
tise  with  national  science  and  engineering  R&D  capabilities;  the 
goal  is  to: 

•  Integrate  DTRA,  the  Defense  Intelligence  Agency  (DIA), 
and  other  expertise  in  a  multidisciplinary  effort  to  address 
adversary  WMD  developments 

•  Develop  innovative  collection  and  analysis  strategies  and 
technical  capabilities  to  understand  adversary  WMD 

•  Refine  the  capability  to  detect,  characterize,  and  counter 
adversary  WMD,  using  DoD's  Hard  Target  Research  and 
Analysis  Center  (HTRAC)  as  a  model 

The  significance  of  this  effort  is  that  DTRA  is  not  part  of  the 
intelligence  community;  it  is  a  Title  X  activity.  However,  DTRA 
can  contribute  its  skills  in  modeling,  simulation,  high-end  com¬ 
puting,  and  knowledge  of  the  technologies  associated  with  WMD. 
DTRA  is  taking  those  assets  inside  the  intelligence  community  to 
help  them  do  their  job;  intelligence  experts  can  combine  DTRA's 
expertise  with  their  information  to  achieve  better  real-time  infor¬ 
mation  for  the  pursuit  of  WMD.  DTRA's  philosophy  is  if  we  have 
knowledge  assets  that  will  help,  we  must  take  the  initiative  to  put 
those  assets  to  work  within  the  intelligence  community. 

Transformational  Medical  Technologies  Initiative 

This  major  initiative  focuses  on  revolutionary  technologies 
to  counter  emerging  biological  threats,  in  anticipation  that  our 
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adversaries  will  engineer  pathogens  as  WMD.  Scientific  thrust 
areas  include  genomic  identification,  small-molecule  discovery, 
protein-based  therapeutics,  nucleotide  therapeutics,  and  human 
immune  enhancement.  Through  a  process  of  integrated  cross¬ 
cutting  technologies  (Figure  3),  including  microarray  technol¬ 
ogy,  bioinformatics,  proteonomics,  and  genomics,  DTRA  and  the 
Chemical  and  Biological  Defense  Program  are  pushing  for  deliv¬ 
erables  such  as  broad-spectrum  treatments  for  hemorrhagic  fever 
viruses  and  intracellular  bacterial  pathogens  as  well  as  genetic 
identification  and  analysis. 


Revolutionary  Technologies  to  Counter  Emerging  Biological  Threats 


Scientific  Thrust  Areas 


Genomic  Small  Molecule 

Identification  Discovery 


Protein  Based 
Therapeutics 


Nucleotide  Human  Immune 

Therapeutics  Enhancement 


> 


Integrated  Cross-Cutting 
Technologies 


Deliverables 


Broad  Spectrum  Treatments 
Hemorrhagic  fever  viruses 
Intracellular  bacterial 
pathogens 


Microarray  Technology 
Bioinformatics 


Proteomics 
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siRNA 


J 


Genetic  ID  &  Analysis 


Figure  3  Integrated  Cross-Cutting  Technologies 

Out  of  the  Human  Genome  Project  came  computational  biol¬ 
ogy  and  large-scale  simulation.  These  technologies  are  enabling 
people  to  develop  methods  to  turn  nonpathogens  into  pathogens, 
making  production  of  biological  weapons  relatively  much  easier 
once  the  technology  is  understood.  Given  that  it  can  take  years 
from  the  time  we  identify  a  pathogen  to  when  we  get  a  new  drug 
for  it  in  the  system,  DTRA  is  accelerating  a  double-pronged  initia¬ 
tive:  (1)  speed  up  the  fundamental  process  of  drug  development 
and  (2)  create  drugs  that  are  proven  against  a  range  of  patho¬ 
gens  within  a  given  class  to  provide  some  capability  before  the 
threat  really  materializes.  This  is  an  aggressive  initiative,  in  which 
DRTA  is  inviting  the  whole  spectrum  of  the  medical  community 
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to  participate — large  and  small  pharmaceutical  industries,  univer¬ 
sities — any  person  or  organization  with  a  good  idea  can  answer 
one  of  DTRA's  Broad  Agency  Announcements  (BAAs)  and  have  a 
reasonable  shot  of  being  part  of  this  process. 

Basic  Research 

DTRA  is  sponsoring  fundamental  research  that  is  needed  to 
reduce,  eliminate,  counter,  and  mitigate  the  effects  ofWMD.  DTRA 
is  investing  in  high-payoff  S&T,  balancing  resources  between  evo¬ 
lutionary  and  potentially  revolutionary  advances.  In  this  regard, 
DTRA  is  developing  strategic  partnerships  and  forging  long-term 
alliances  with  universities  to  train  the  next  generation  of  scientists 
and  revitalize  the  skill  base  and  programs  that  increase  the  flow 
of  new  ideas. 

As  mentioned  previously,  very  few  developed  technologies 
will  produce  large  game-changing  increments  of  performance 
improvement  in  combating  WMD.  Therefore,  DTRA's  biggest  chal¬ 
lenge  is  to  leave  no  technology  unturned.  In  this  area,  if  people 
have  wild  ideas  on  how  to  help  the  problem,  DTRA  will  listen  to 
them  seriously. 

TECHNOLOGIES  TEEAT  HAVE  TRANSITIONED 

Among  the  technologies  that  DTRA's  R&D  Enterprise  has  tran¬ 
sitioned  into  service  are  the  following: 

•  Electromagnetic  Pulse  (EMP)  Radiation-Hardened  Chip 

•  Thermobaric  Weapons  (BLU-1 21  A/B) 

•  Smart  Threads  Integrated  Radiation  Sensor  (STIRS) 

•  Massive  Ordnance  Penetrator  (MOP) 

•  Angel  Fire  &  Constant  Hawk  Wide-Area  Persistent 
Surveillance  Programs 

•  Biological  Combat  Assessment  System  (BCAS) 

WEEAT  IS  ON  THE  HORIZON? 

Considering  that  our  current  nuclear  detectors  provide  only 
alertment  and  not  tracking  as  well  as  our  much  higher  capability 
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in  missile  defense  and  the  antiair  warfare  missions,  where  we  can 
track  2,000  or  3,000  objects,  we  need  to  apply  that  technology  to 
WMD  problems.  If  we  include  all  the  large  port  area  background 
traffic,  all  the  vehicles  in  a  crowded  downtown  metropolitan  area, 
we  are  looking  at  30,000  to  40,000  tracks  to  discern  and  watch 
all  the  time.  This  is  probably  two  or  three  orders  of  magnitude 
greater  than  what  we  have  demonstrated  in  our  overall  ability  to 
manage  track  files  and  do  battle  management. 

WMD  scenarios,  such  as  the  port  detection  mission,  represent 
an  urgent  need  for  a  major  upgrade  of  our  capability  over  the  next 
several  years.  It  will  bring  with  it  the  need  for  high-performance 
computing  to  do  major  simulations  and  agent-based  modeling, 
particularly  for  consequence  management.  Once  a  device  goes 
off,  or  a  major  disaster  happens,  we  have  to  be  able  to  make  the 
calculations  to  find  out  what  happens  to  the  infrastructure,  and 
conduct  the  agent-based  simulations  to  find  out  where  the  people 
go.  It  is  a  huge  computational  problem.  Therefore,  the  challenge 
is  to  provide  the  warfighter  with  an  enhanced  WMD  threat  analy¬ 
sis  and  assessment  capability  for  a  persistent  adversary.  This  will 
require  two  major  thrusts: 

•  Integration  of  the  Three  Combating  WMD  Pillars  (CP,  NP, 
CM) 

Integrate  the  intelligence,  surveillance,  reconnaissance, 
and  consequence  management  activities 

Produce  common  operational  picture  with  net-centric 
interfaces 

Implement  integration  of  sensors  and  taggants 

Monitor  numerous  adversary  tracks,  sensors,  and 
movements  to  predict  hostile  intent 

•  High  Performance  Computing  for  Science-Based 
Applications 

Develop  integrated  modeling  and  simulation  solutions 
to  CWMD  threats 
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Create  decision  support  alternatives  for  CWMD 
operations 

Provide  predictive  analysis  and  consequence 
management 

CONCLUSION 

Although  DTRA's  focus  is  on  the  warfighter,  it  fully  supports 
cooperative  work  across  all  agencies.  As  we  have  seen,  DTRA's 
major  initiatives  include  nuclear  detection,  forensics,  medical 
technology  transformation,  large-scale  computing  for  weapons 
effects,  energetics,  and  penetrators.  The  next  major  thrusts  are 
information  integration  and  fusion,  the  ability  to  track  100,000 
objects  in  major  parts  of  the  world  all  the  time,  and  the  appli¬ 
cation  of  large-scale  M&S  to  provide  advanced,  real-time  battle 
management. 
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NCTC  ROLES  IN  EDUCATING  OUR  ALLIES 
AND  PARTNERS  TO  DETER/DETECT/DENY 
TERRORIST  ACCESS  TO  WMD 

Dawn  Scalici 


THE  WMD  CHA1LENGE 

As  discussed  in  the  previous  session,  one  of  the  greatest 
security  challenges  we  face  is  WMD  in  the  hands  of  terrorists. 
We  know  the  threat  is  real  because  terrorist  groups  have  already 
demonstrated  their  capability  to  carry  out  at  least  small-scale 
CBRN  attacks  using  poison  and  improvised  chemical  devices. 
Not  surprisingly,  al  Qaeda  and  al  Qaeda  in  Iraq  appear  to  have 
dedicated  the  most  effort  to  obtain  a  sophisticated  CBRN  capabil¬ 
ity,  given  that  these  groups  are  trying  to  deliver  shock,  awe  and 
headlines  around  the  world.  It  is  also  crucial  to  understand — as 
John  McLaughlin  noted  in  Roundtable  I — that  al  Qaeda  thinks 
and  acts  strategically  with  a  very  long-term  view.  It  acts  with  a 
great  deal  of  patience  and  resolve,  a  case  in  point  being  the  long 
time  span  between  the  first  attack  on  the  World  Trade  Center  in 
1993  and  its  tragically  successful  attack  in  2001.  Given  the  his¬ 
tory  of  al  Qaeda's  plotting  in  the  WMD  arena,  we  must  assume 
that  it  retains  the  intent  to  gain  a  true  WMD  capability. 


Ms.  Dawn  Scalici  serves  as  the  Deputy  Director  for  Mission  Management 
at  the  National  Counterterrorism  Center  (NCTC).  A  career  CIA  officer, 
she  has  served  as  Chief  of  the  Al-Qa  ida  and  Sunni  Affiliates  Group 
and  the  Director  of  Central  Intelligence  Representative  to  the  National 
Security  Council  and  briefer  to  the  Deputy  Secretary  of  State  while 
concurrently  serving  as  the  Special  Advisor  to  the  Am bassador-at- Large 
for  the  New  Independent  States.  She  has  expertise  in  political,  military, 
economic,  and  leadership  analysis  for  countries  within  the  European 
and  Eurasian  spheres,  and  high-technology  industries,  Soviet  strategic 
forces,  arms  control,  and  nuclear  security  issues.  Ms.  Scalici  has  an 
educational  background  in  Marine  Science  and  Biology. 
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BACKGROUND 

Documents  recovered  in  Afghanistan  show  that  al  Qaeda 
prior  to  2002  had  launched  a  sophisticated  biological  weapons 
program,  aimed  primarily  at  gaining  the  capability  to  launch  mass 
casualty  anthrax  attacks.  In  addition,  documents  indicate  that  al 
Qaeda  had  trained  Mujahideen  and  produced  and  tested  mustard 
agents,  Sarin,  and  VX.  Moreover,  statements  by  Osama  bin  Laden 
and  his  senior  deputies  indicate  that  they  have  a  strong  intent  to 
gain  a  nuclear  capability,  either  by  developing  that  capability  on 
their  own  or  acquiring  a  weapon. 

Since  those  documents  were  discovered  in  2002,  Mujahideen 
associated  with  al  Qaeda  have  continued  their  CBRN-related 
activities  abroad,  including  in  Europe,  although  many  of  their 
plots  have  been  disrupted.  The  poisons  handbook  that  has  been 
on  the  Internet  for  years  appears  to  have  provided  some  of  the 
instruction  for  the  simplistic  CBRN  type  plotting  that  we  have 
seen  to  date. 

We  successfully  disrupted  Iraqi  extremists  operating  in  Iraq  in 
late  2003  and  early  2004,  but  the  al  Qaeda  leader  in  Iraq,  Abu 
Ayyub  al-Masri,  in  a  statement  issued  in  late  2006  on  the  Web, 
implored  physicists,  chemists,  nuclear  scientists,  and  explosives 
engineers  to  come  to  Iraq  to  test  the  "unconventional  bombs  of 
the  so-called  germ  or  dirty  [variety]"  against  American  forces. 

Given  the  kind  of  technical  expertise  available  in  the  scientific 
community  and  openly  available  on  the  Web,  we  must  assume 
that  the  prospect  of  a  true  WMD  attack  in  the  future  is  one  that 
we  have  to  guard  against. 

When  considering  al  Qaeda's  capabilities  today,  we  have  to 
examine  it  within  the  framework  of  how  it  has  re-consolidated  its 
position  in  the  last  two  years.  As  discussed  earlier  in  this  sympo¬ 
sium,  by  consolidating  much  of  its  leadership  and  plotting  within 
the  federal  tribal  areas  of  Pakistan,  al  Qaeda  has  been  able  to 
reestablish  a  safe  haven  of  sorts — a  safe  haven  from  which  it  is 
recruiting,  training,  and  dispatching  operatives  to  the  West.  While 
Al  Qaeda  has  scored  many  successes  in  metastasizing  its  orga¬ 
nization  and  ideology  in  many  areas  around  the  world,  its  most 
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sophisticated  plotting  against  the  West  is  guided  by  a  small  cadre 
of  extremists  operating  within  the  frontier  areas  of  Pakistan. 

NCTC'S  ROLE 

Given  the  severity  of  the  threat,  the  U.S.  government  is  pursu¬ 
ing  a  comprehensive  strategy  to  counter  WMD  terrorism  in  all  of 
its  dimensions.  NCTC  plays  a  key  role  in  this  regard  because  of 
its  leadership  in  the  area  of  strategic  operational  planning  for  the 
U.S.  government  to  prosecute  the  Global  War  on  Terrorism. 

Vice  Admiral  Joseph  Maguire,  who  provides  his  perspective  in 
the  Session  VIII  panel  on  integrating  strategy,  analysis,  and  tech¬ 
nology  in  support  of  the  U.S.  war  on  terrorism,  will  provide  much 
more  detail  on  the  role  NCTC  is  playing  in  strategic  operational 
planning.  For  this  panel,  the  following  is  a  summary  of  the  key 
tenants  of  the  strategy  NCTC  is  carrying  out  in  cooperation  with 
other  partners  in  the  U.S.  government,  as  well  as  with  foreign 
partners,  to  address  the  threat  of  WMD  terrorism. 

INTELLIGENCE  GATHERING 

Step  one  of  the  strategy  is  determining  the  terrorist  groups' 
intentions,  capabilities,  and  plans  to  develop  or  acquire  a  WMD 
capability.  Much  of  our  activity  currently  lies  within  the  Intelligence 
Community,  using  open  source  as  well  as  clandestinely  acquired 
information.  The  Intelligence  Community  is  working  on  this  issue 
more  closely  and  collaboratively  now  than  probably  at  any  time  in 
our  history.  An  example  of  this  is  the  unique  partnership  recently 
formed  between  NCTC  and  CIA  to  pool  our  expertise  on  WMD 
terrorism.  By  pooling  our  efforts,  we  are  better  able  to  inform  the 
policy  makers  and  support  the  operators. 

We  face  many  challenges  in  addressing  terrorism,  including 
WMD  terrorism,  not  the  least  of  which  is  the  fact  that  the  terrorists 
are  using  our  own  technology  against  us.  So,  one  of  our  greatest 
challenges  is  keeping  up  with  the  terrorists — and  optimally  get¬ 
ting  ahead  of  them — on  the  technology  front. 
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DENYING  ACCESS 

The  second  key  tenant  of  our  strategy  is  denying  the  terrorists 
access  to  WMD  materials  and  expertise  and  the  enabling  tech¬ 
nologies  they  would  need  to  gain  a  WMD  capability.  Along  with 
our  foreign  partners,  we  have  done  a  lot  of  work  to  try  to  secure 
WMD-relevant  materials  around  the  world  and  to  monitor  the 
proliferation  of  WMD  expertise.  As  a  government,  we  have  exten¬ 
sive  experience  working  with  foreign  partners  to  try  to  secure  fis¬ 
sile  materials  around  the  world.  No  doubt,  many  of  you  in  the 
audience  have  been  part  of  those  efforts  at  some  point  in  your 
career. 

As  the  threat  of  terrorism  has  loomed,  we  have  worked  even 
harder  to  try  to  secure  a  range  of  materials — including  pathogens 
and  toxic  industrial  chemicals — to  better  protect  our  interests  at 
home  and  abroad.  However,  this  has  been  a  challenge  in  part 
because  of  the  dual-use  nature  of  many  of  these  materials — the 
chlorine  tank  attacks  in  Iraq  being  a  good  example  of  this.  To 
respond  to  this  challenge,  we  have  established  a  layered  defense- 
securing  materials  at  their  point  of  origin;  blending  classic  coun¬ 
terproliferation  and  counterterrorism  activities  to  identify  and 
disrupt  terrorists'  attempts  to  acquire  relevant  materiel  and  tech¬ 
nology;  and  shoring  up  our  defenses  along  our  borders  as  well  as 
at  key  infrastructure  sites  around  the  United  States. 

DETERRENCE  AND  PERCEPTION 

Along  with  these  activities,  we  also  must  help  to  deter  ter¬ 
rorists  from  employing  WMD.  In  this  regard,  we  must  not  only 
shore  up  our  defenses,  but  we  must  also  demonstrate  our  resolve 
in  doing  so.  Terrorists'  perceptions  of  our  security  posture  help 
drive  their  actions.  They  operate,  it  appears,  hoping  for  a  high 
probability  of  success.  Therefore,  the  deterrence  effects  resulting 
from  building  up  our  security  probably  have  thwarted  some  of 
their  plotting  to  date. 

Part  of  our  job  is  to  eliminate  the  element  of  surprise,  because 
that  is  the  realm  in  which  terrorists  like  to  operate.  Consider  what 
al  Qaeda  could  have  achieved  in  the  2001-2002  timeframe  if 
they  had  attempted  to  carry  out — or  carried  out — a  mass  casualty 
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anthrax  attack:  We  would  have  been  unprepared  as  a  nation.  In 
response  to  the  anthrax  letter  attacks  of  2001 ,  as  well  as  our  dis¬ 
covery  of  al  Qaeda's  dedicated  anthrax  program  in  Afghanistan  in 
2002,  we  built  up  our  defenses  by  educating  our  medical  com¬ 
munity  and  stockpiling  antibiotics. 

Moreover,  we  advertised  our  actions  loudly  and  clearly.  By 
doing  so,  we  took  away  some  element  of  surprise  from  the  terror¬ 
ist  enemy  but  also,  importantly,  built  up  our  own  ability  to  miti¬ 
gate  the  consequences  of  a  WMD-type  attack  in  the  future.  So, 
our  range  of  deterrence  strategies  must  take  into  account  our  abil¬ 
ity  to  mitigate  the  effects  of  a  terrorist  attack  using  WMD  and  to 
ensure  our  capacity  through  both  analysis  and  technical  forensics 
to  determine  the  perpetrator  of  any  such  attack  to  help  prevent 
follow-on  attacks,  as  well  as  to  inform  U.S.  response  options. 

We  must  also  make  clear  that  our  determination  to  respond 
overwhelmingly  to  any  such  attack  is  never  in  doubt.  This  is  an 
essential  part  of  our  strategy,  in  addition  to  maintaining  our  capa¬ 
bility  to  work  with  partners  at  home  and  abroad  to  detect  and  to 
disrupt  any  terrorist  plot  to  use  WMD  once  it  gets  underway. 

INFORMATION  SHARING 

I  want  to  conclude  with  a  discussion  of  the  importance  of 
sharing  our  information — and  sharing  our  information  relatively 
broadly — in  contrast  with  the  conventional  handling  of  intelli¬ 
gence.  To  counter  the  terrorist  WMD  threat,  we  must  disseminate 
the  knowledge  that  we  acquire  on  terrorist  WMD  intentions  and 
activities  to  foreign  governments,  to  the  military,  to  first  respond¬ 
ers,  and  to  industrial  security  experts  so  that  they  are  better  aware 
of  the  indicators  of  CBRN  or  WMD  activity  to  help  protect  our 
interests.  On  this  point,  I  positthatthis  is  not  justa  game  of  secrets. 
Just  as  it  is  important  for  us  to  try  to  identify  and  to  disrupt  terrorist 
plotting  with  WMD,  it  is  also  our  responsibility  in  the  Intelligence 
Community  to  share  information  on  how  the  terrorists  think  and 
how  they  operate  so  that  we  can  better  respond,  not  only  here 
in  the  United  States,  but  also  with  our  partners  against  terrorism 
worldwide. 
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A  case  in  point  was  our  discovery  in  2003  of  al  Qaeda  affili¬ 
ates  that  were  planning  an  attack  with  an  improvised  chemical 
device-a  cyanide-based  chemical  weapon  that  could  have  proved 
quite  effective,  at  least  within  closed  spaces  such  as  subway  cars. 
We  took  that  knowledge  and  we  informed  the  community  openly 
and  broadly.  We  built  mockups  of  the  devices,  and  we  shared 
the  information  with  federal,  state,  and  local  partners.  The  impact 
of  that  was  that  we  built  up  our  defenses  in  many  of  our  major 
subway  lines,  including  installing  chemical  detectors  and  making 
other  modifications  to  subway  cars.  It  is  an  example  in  which  we 
translated  intelligence  and  intelligence  analysis  into  actions  on 
the  ground  to  help  protect  our  interests. 

We  have  been  sharing  information  in  a  variety  of  other  ways 
as  well.  In  concert  with  CIA,  NCTC  has  developed  handbooks 
that  provide  information  on  threats  such  as  radioactive  sources. 
We  have  translated  these  handbooks  into  15  languages;  they  are 
part  of  training  programs  to  a  number  of  foreign  governments, 
to  their  first  responders,  and  to  their  law  enforcement  agents,  to 
instruct  them  on  the  indicators  of  terrorist  activities  in  CBRN  so 
that  they  can  better  respond. 

We  have  also  assembled  a  variety  of  kits  that  contain  CBRN 
simulants  that  we  can  use  to  train  law  enforcement  officers  and 
first  responders  on  how  to  identify  chemical,  biological,  radioac¬ 
tive,  and  nuclear  materials.  For  example,  these  kits  can  demon¬ 
strate  what  impure  sulfur  mustard  looks  like,  its  range  of  colors, 
and  its  smell  to  help  identify  threats. 

If  you  were  to  conduct  a  raid  on  an  apartment  and  discover 
possibly  hazardous  materials  that  could  be  used  as  terrorist  weap¬ 
ons,  the  kits  help  in  identifying  them.  In  addition,  the  kits  are 
helpful  in  identifying  materials  such  as  red  mercury,  which  has 
been  part  of  many  scams  that  have  taken  place  in  the  terrorist 
arena. 

We  have  also  prepared  flip  charts  that  we  have  shared  with 
customs  and  border  officials  to  help  them  identify  the  kind  of  mate¬ 
rials  one  might  see  in  a  trunk  of  a  car  coming  across  the  border, 
or  perhaps  even  in  suitcases,  as  well  as  the  kind  of  questions 


Chapter  3  Roundtable  2 
Denying  Access  to  and  Use  of  WMD  171 


one  may  ask  sources  regarding  CBRN  materiel  and  activity.  We 
have  shared  these  training  materials  broadly-providing  them,  for 
example,  to  91 1  operators  to  include  as  part  of  their  call  log  so 
they  are  prepared  to  ask  questions  relevant  to  CBRN  activity. 

CONCLUSION 

In  addition  to  coordinating  intelligence  from  a  variety  of 
sources,  we  must  deny  terrorist  access  to  WMD  through  a  lay¬ 
ered  defense  that  secures  materials,  borders,  and  key  infrastruc¬ 
ture  sites;  and  clearly  demonstrate  to  the  terrorists  the  deterrence 
measures  we  are  putting  in  place.  A  significant  part  of  our  effort 
also  lies  in  information  sharing.  NCTC  has  been  working  to  find 
the  means  to  share  the  knowledge  that  we  have  gained  through 
intelligence;  filter  it  to  focus  on  detecting,  deterring,  and  denying 
access  to  WMD;  and  share  it  broadly  amongst  federal,  state,  and 
local  partners  so  that  as  a  nation  we  are  better  able  to  respond. 
We  also  share  that  information  with  key  foreign  partners  around 
the  world.  NCTC  has  gathered  intelligence,  put  it  into  an  unclas¬ 
sified  forum,  created  counterterrorism  tools,  and  distributed  them 
to  our  allies  and  partners  who  can  use  them  to  secure  CBRN 
materials  and  deter  and  disrupt  terrorist  efforts  to  obtain  weapons 
or  materials. 
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QUESTIONS  AND  ANSWERS 
HIGHLIGHTS 


Transcripts 
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/^\  .  In  a  scenario  in  which  you  have  confirmed  that  terrorists  have 
planned  a  series  of  attacks  with  WMD,  and  one  of  the  attacks  has 
already  occurred,  what  are  the  challenges  in  comparing  the  intelligence; 
deciding  on  the  appropriate  countermeasures;  assembling  the  appropriate 
forces;  and  determining  whether,  where,  and  when  to  respond  to  the  next 
terrorist  attack  with  a  WMD?  Do  you  consider  a  nuclear  response? 

\  Dr.  Peter  Nanos  -  This  is  a  difficult  one  to  discuss  because  it 
depends  on  how  much  pain  we  are  willing  to  accept.  Particularly 
right  now,  it  is  a  difficult  conversation  to  have.  After  the  first  one 
goes  off,  we  are  probably  more  willing  to  have  it.  The  truth  is, 
when  you  are  dealing  with  a  terrorist  who  has  a  WMD  device,  if 
he  decides  to  activate  it — particularly  if  he  is  a  suicide  agent — 
wherever  he  is,  you  have  to  respond  to  the  event. 

DTRA's  RD-CX  [Counter-WMD  Technologies]  research 
enterprise  is  tackling  the  issue  of,  "Where  do  you  hit  a  Scud 
launcher  loaded  with  chemical  or  biological  agents?  How  do  you 
make  the  countermeasure  effectively  lethal  with  the  minimum 
amount  of  collateral  damage  to  innocent  people?"  Some  of  that 
can  be  answered  with  new  technologies,  but  everything  about  the 
response  has  risks.  Almost  every  act  you  take  has  to  be  measured 
in  terms  of  gain  versus  consequence.  Frankly,  that  is  something 
we  have  really  just  started  to  think  about  in  the  whole  issue  of 
battle  management:  How  do  we  tee  up  all  the  information  to  the 
decision-makers  so  that  they  know  the  consequences  of  action 
and  the  consequences  of  inaction?  Perhaps  the  most  important 
aspect  is  the  timeline  decision-makers  are  dealing  with  so  that 
they  do  not  make  a  decision  by  not  making  a  decision. 
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,  How  do  you  prepare  for  the  political fallout  of  a  WMD  counter- 
attack? 

|  Dr.  Peter  Nanos  -  Well,  you  are  asking  a  technical  geek  a 
policy  question.  That  is  always  dangerous,  but  I  will  try  to  answer. 
I  think  it  is  a  tradeoff.  One  always  has  to  deal  with  the  conse¬ 
quences,  particularly  when  we  find  in  many  cases  that  terrorists 
have  set  up  shop  in  areas  where  any  sort  of  counteraction  is  de¬ 
signed  to  produce  as  many  innocent  casualties  as  possible.  You 
really  have  to  have  a  firm  grasp  on  what  you  think  the  adversary 
has,  what  you  are  going  to  employ,  how  you  are  going  to  employ 
it,  and  what  the  consequences  are. 

That  is  one  of  the  reasons  why  our  massive  modeling  and 
simulation  effort  is  so  important — and  one  of  the  reasons  to  have 
the  joint  cell  with  the  intelligence  community:  We  are  starting 
to  be  able  to  construct  fairly  sophisticated  simulations  of  what 
might  happen  given  the  combination  of  intelligence  and  phys¬ 
ics  models — and  all  of  the  other  aspects  such  as  social  and  eco¬ 
nomic  effects — that  will  allow  us  to  make  informed  decisions. 
Unfortunately,  it  is  not  a  clean,  clear-cut  process;  it  will  never  be 
pristine.  We  may  get  lucky  in  some  circumstances;  we  will  most 
likely  be  faced  with  an  ambiguous  situation  and  will  have  to  make 
a  choice  based  on  imperfect  knowledge  about  the  outcome. 

|  COL  James  Hillman  -  Let  me  offer  a  personal  observation 
to  that.  Back  during  Operation  Desert  Storm,  I  had  a  similar 
situation  with  a  battalion.  Command  had  to  decide  whether  to 
destroy  a  suspected  cache  of  chemical-biological  weapons,  and 
I  was  personally  hoping  that  they  would  decide  not  to  do  that. 
When  you  put  the  force  into  the  kind  of  protective  gear  that  you 
would  need  to  operate  in  that  kind  of  environment — given  that 
we  did  not  have  the  ability  to  render  the  chemicals  neutral — it 
creates  stresses  and  limitations  that  I  really  did  not  want  to  have  to 
deal  with.  I  preferred  that  we  find  a  way  to  destroy  them  without 
having  to  blow  anything  up. 

In  the  example  of  a  terrorist  with  WMD,  if  the  terrorist  is  sitting 
there  on  a  trigger  and  we  approach  him  and  he  blows  it,  he  wins. 
Unless  we  can  bring  about  some  change  in  the  way  we  think 
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about  and  respond  to  such  situations,  the  terrorist  wins  because 
he  is  able  to  create  an  event  that  then  gets  all  of  the  news. 

Although  I  do  not  want  to  overstate  it,  the  answer  truly  does 
lie  in  the  ability  to  render  the  weapon  safe  in  a  way  that  miti¬ 
gates — as  much  as  can  be  done — the  effects  of  the  device.  That  is 
really  where  we  need  to  be  trying  to  go. 

~  Ms.  Dawn  Scalici  -  I  would  just  add  that  intelligence  analysis 
also  can  pay  some  dividends  in  this  regard,  considering  both  risk 
management  as  well  as  the  consequences  of  a  particular  type  of 
attack.  We  are  looking  at  the  problem  from  all  angles  to  try  to 
find  out  what  impact  a  particular  response  might  have  on  terrorist 
enemies  as  well  as  what  positions  would  enable  them  to  exact 
retribution,  perhaps  outside  that  particular  area.  What  would  be 
the  blowback  in  terms  of  public  opinion  in  the  area  if  we  were  to 
undertake  those  actions? 


The  intelligence  community  is  increasingly  called  upon  to 
provide  the  kind  of  analysis  that  deals  with  the  consequences  of 
our  actions — or  the  potential  consequences  of  our  actions — and 
to  look  at  these  kinds  of  problems  in  new  and  different  ways,  for 
instance,  using  Red  Cell  analysis  and  alternative  analysis.  It  does 
not  always  answer  the  questions,  but  it  can  help  the  decision¬ 
makers  think  through  a  problem  in  terms  of  the  potential  conse¬ 
quences  of  their  actions. 


/^\  .  Given  al  Qaeda’s  stated  intention  of  carrying  out  a  WMD  or 
^-4*  CBRN attack,  why  haven’t  they  been  able  to  do  one  anywhere  in 
the  world  so  far?  Is  it  lack  of  expertise,  lack  of  materials,  or  some  other 
factor  that  is  entering  into  the  equation? 


;  Ms.  Dawn  Scalici  -  Although  we  do  not  know  for  sure,  the 
consensus  opinion  is  that  acquiring  the  material  is  probably  the 
longest  pole  in  the  tent  for  them.  We  certainly  have  had  extensive 
conversations  with  our  WMD  experts  about  why  we  have  not 
seen  a  WMD-type  attack  on  our  soil.  Although  plenty  of  technical 
information  is  available  to  terrorists — many  recipes  are  out  there 
on  the  Web,  in  books,  and  among  scientists  who  may  be  willing 
to  work  with  them — the  information  available  does  not  always 
provide  the  kind  of  expertise  that  would  be  necessary  to  teach 
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them  how  exactly  to  carry  out  that  kind  of  an  attack.  For  instance, 
what  would  you  have  to  do  to  position  the  device  and  carry  it  out? 
The  terrorists'  biggest  obstacle  seems  to  be  acquiring  the  material 
necessary  to  develop  this  kind  of  capability  as  well  as  the  full 
knowledge  of  how  to  carry  out  such  an  attack  that  would  have 
some  probability  of  success. 


The  concern  about  technical  expertise  was  apparent  on 


September  1 1th,  considering  that  terrorists  were  able  to  get  the 


technical  training— the  flight  training— to  learn  how  to  fly  the  passenger 
jets  by  going  to  school  in  the  U.S.  Is  the  nation  now  paying  attention  to  who 
is  getting  training  in  other  areas  that  could  be  used  for  terrorist  ends,  for 
example,  molecular  biology  or  chemical  engineering  especially  given  the 
threats  that  Peter  Nanos  mentioned for  genetically  engineered  diseases? 

Ms.  Dawn  Scalici  -  Many  people  in  the  audience  could 
provide  a  fair  amount  of  background  on  this.  Certainly,  we  are 
giving  a  great  deal  more  scrutiny  to  student  visas  and  to  people 
coming  into  the  United  States  to  study  technologies  that  potentially 
could  be  useful  for  developing  the  kind  of  capability  that  would 
be  necessary  for  WMD.  Scrutiny  of  those  who  are  coming  into 
this  country  to  study — examining  the  backgrounds  and  contacts 
of  those  people  who  are  working  at  our  laboratories — is  much 
greater  today  than  it  has  been  in  the  past,  particularly  focusing  in 
fields  of  study  that  may  pay  high  dividends  to  the  terrorists  if,  in 
fact,  that  knowledge  should  get  into  their  hands. 

|  Dr.  Peter  Nanos  -  One  troubling  issue  is  that,  because  of  the 
free  flow  of  information  through  the  press  and  scientific  publish¬ 
ing — for  example,  in  the  pharmaceutical  industry — almost  every¬ 
thing  produced  for  legitimate  uses  can  somehow  be  subverted. 
We  are  going  to  have  to  live  with  the  fact  that  the  technology 
will  become  available,  and  the  fundamental  materials  are  not  all 
that  difficult  to  obtain.  The  terrorists'  ability  to  operationalize  that 
expertise  is  the  aspect  that  we  are  really  going  to  have  to  consider 
carefully. 

It  is  not  just  a  matter  of  being  able  to  close  our  borders  to 
foreign  students  or  scientists  because  the  message  of  the  transi¬ 
tion  to  the  new  century  is  that  the  pre-World  War  II  distribution  of 
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centers  of  excellence  and  science  are  reestablishing  themselves, 
and  many  others  have  been  added  worldwide.  We  are  going  to 
find  that  a  good  part  of  the  science  necessary  for  our  national 
health  is  going  to  be  occurring  overseas.  Our  ability  to  exploit  it, 
know  its  sources,  and  tie  into  it  is  going  to  be  very  important.  We 
are  going  to  have  to  maintain  a  broad  spectrum  of  people  with 
expertise  in  the  scientific  realm  who  know  where  the  knowledge 
originates.  We  are  going  to  have  to  work  hard  countering  this 
threat,  but  I  do  not  see  any  easy  way  to  insulate  ourselves  against 
it. 

|  Dr.  Dean  Simmons  -  I  want  to  reiterate  a  point  I  noted  earlier: 
fissile  materials  are  one  thing  when  you  are  talking  about  trying 
to  acquire  the  kind  of  material  that  would  be  needed  for  a  WMD- 
type  attack,  but  many  of  the  materials  that  would  be  needed  for 
biological  or  chemical  attacks  are  dual-use  materials  for  which 
there  are  many  legitimate  uses.  We  are  not  always  going  to  have 
very  clear  indicators  as  to  whether  or  not  these  materials  are 
being  used  for  nefarious  purposes.  In  the  majority  of  cases,  they 
are  going  to  have  perfectly  legitimate  uses  in  our  society.  We 
have  to  look  at  the  intersection  of  where  the  terrorists  come  in 
contact  with  those  who  can  provide  the  kind  of  technology  and 
the  materials,  and  that  is  a  complex  problem. 


This  question  is  about  resource  allocation  at  the  national  level. 


We face  at  least  two  tiers  of  threat:  weapons  of  mass  destruction 


and  weapons  of  mass  disruption.  From  a  national  perspective,  is  anyone 
looking  at  how  resources  are  allocated  to  these  different  types  of  threat;  for 
instance,  which  has  the  higher  probability  or  lower  consequence?  Who  is 
making  those  types  of  decisions?  Are  we  just  engaged  in  capabilities- based 
planning  where  we  are  making  certain  assumptions  about  intent  and  then 
just  attacking  capability  across  that  entire  spectrum  ? 

Further,  as  to  who  is  making  these  decisions  at  a  national  level,  is  the 
Office  of  Management  and  Budget  (OMB)  talking  with  DTRA  or  with 
NCTC?  Is  one  individual  or  one  agency  coordinating  all  of  this?  Is  it  the 
National  Security  Council,  DTRA,  or  the  Domestic  Nuclear  Detection 
Office  (DNDO)?  Who  is  in  charge? 
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|  Ms.  Dawn  Scalici  -  I  will  give  you  the  NCTC  perspective  on 
this.  As  I  noted  earlier,  NCTC  has  the  lead  for  strategic  operational 
planning.  The  broad,  so-called  "war  plan"  for  the  Global  War  on 
Terrorism  is  encompassed  in  the  national  implementation  plan 
for  GWOT.  There  are  a  number  of  key  pillars  to  that  effort;  WMD 
terrorism  is  just  one  of  them.  What  is  very  important  is  not  just 
to  have  a  strategy  on  the  shelf,  but  also  to  make  sure  that  it  is 
appropriately  resourced. 

NCTC  also  has  responsibility  working  with  all  the  relevant 
departments  of  the  U.S.  government,  as  well  as  with  OMB,  to 
make  sure  that  the  plan  is  appropriately  resourced.  We  look  at 
what  our  gaps  and  our  shortfalls  are  in  any  one  of  those  areas  and 
try  to  make  sure  that  we  are  appropriately  surging  resources  to  try 
to  fill  those  gaps.  It  is  a  fairly  new  effort.  NCTC  is  still  a  fairly  new 
organization  overall.  It  is  a  broad  effort  to  marry  the  strategy  with 
the  budget  and  to  make  sure  that  we  are  filling  our  shortfalls. 

;  Dr.  Peter  Nanos  -  I  can  speak  about  DoD  just  briefly.  Clearly, 
there  are  many  national  plans  and  strategies,  and  assignments 
have  been  made  of  who  is  responsible  for  various  areas.  One 
example  is  nuclear  detection.  The  DNDO  in  the  Department  of 
Homeland  Security  has  responsibility  for  establishing  the  global 
architecture  for  nuclear  detection.  It  also  has  the  responsibility  to 
secure  our  borders  and  to  conduct  nuclear  detection  domestically. 
The  Department  of  Energy  (DOE)  has  the  responsibility  to  develop 
nuclear  protectors  for  securing  stockpiles  of  nuclear  material  and 
other  assemblies,  both  as  part  of  their  responsibility  inside  the 
United  States  and  in  their  contributions  to  securing  other  nations' 
stockpiles  of  material. 

The  Department  of  Defense  has  the  responsibility  to  play  the 
"away  game."  In  other  words,  DoD  is  called  on  to  respond  to  hos¬ 
tile  actions  of  any  sort  involving  weapons  or  materials  overseas, 
including  issues  of  theft  of  WMD  materials.  Each  one  of  these 
agencies  has  a  specific  set  of  responsibilities.  Although  DNDO 
establishes  the  overarching  architecture,  each  agency  has  a  par¬ 
ticular  focus  area  for  technology,  and  some  agencies  share  focus 
areas. 
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We  have  a  detailed  Memorandum  of  Agreement  (MOA)  right 
now  between  DoD,  DTRA,  DNDO,  DOE,  and  the  Director  of 
National  Intelligence  S&T  office  that  coordinates  our  programs 
in  nuclear  detection — and  it  is  a  living  document.  We  revise  it 
every  year.  We  are  approaching  our  third  annual  conference  to 
align  and  deconflict  our  programs,  making  sure  we  are  managing 
them  correctly. 


I  believe  that  we  will  receive  as  much  in  the  way  of  resources 
as  we  can  prove  to  the  government  that  we  need.  If  we  can  prove 
that  we  can  make  progress,  I  think  we  will  get  as  many  resources 
as  we  need  to  make  that  progress.  This  is  an  area  of  intense  con¬ 
centration — one  that  I  would  say  is  not  lavishly  funded — but  as 
we  prove  the  value  of  technologies,  the  funding  is  being  made 
available  to  pursue  them.  I  feel  very  good  about  that. 


\  .  One  of  our  attendees  was  particularly  impressed  with  the 
>-y*  training  kit  that  Dawn  Scalici  showed  and  wondered  whether 
similar  materials  were  provided for  the  military  or  law  enforcement  in  the 
U.S.  Is  that  the  case? 


|  Ms.  Dawn  Scalici  -  I  know  NCTC  has  shared  these  kits  pretty 
broadly,  including  with  national,  state,  and  local  as  well  as  foreign 
agencies.  I  do  not  have  a  list  of  everybody,  but  I  believe  the  military 
has  benefited  from  these  kits.  I  know  the  FBI  has  used  the  kits  for 
law-enforcement  training,  including  overseas.  As  I  mentioned, 
NCTC  has  translated  many  of  the  materials  for  use  by  foreign 
governments.  NCTC  helps  to  train  our  foreign  liaison  partners  to 
ensure  their  safety  because  it  is  in  our  interest  for  them  to  be  able 
to  recognize  the  indicators  of  CBRN  activities  so  that  they  are 
better  positioned  to  try  to  react  to  CBRN  threats  themselves. 


.  Can  you  highlight  some  of  the  challenges  and  risks  we  face  when 
it  comes  to  gathering  information  about  WMD  threats  and 
deciding  how  to  share  that  information  with  our  partners? 


\  Dr.  Peter  Nanos  -  I  would  say  the  challenges  in  information 
sharing  are  multiple  but  manageable.  We  have  come  a  long  way 
in  that  regard,  but  if  you  get  a  group  of  counterterrorism  experts 
in  a  room,  the  whole  conversation  will  quickly  devolve  towards 
how  we  still  have  many  areas  we  need  to  make  up  for  and  to 
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improve  upon  in  terms  of  information  sharing.  Another  challenge 
is  the  considerable  difficulty  in  gaining  the  intelligence  we  need. 

As  mentioned  earlier,  leaks  have  occurred.  When  we  have  sig¬ 
nificant  leaks — here  or  by  our  foreign  partners — about  the  means 
by  which  we  track  terrorist  groups  and  gain  our  intelligence,  it  just 
educates  the  terrorists  all  the  more,  and  they  improve  their  own 
tradecraft.  It  makes  it  that  much  more  difficult  for  us  to  gather  the 
kind  of  intelligence  we  need  to  be  able  to  understand  what  they 
are  up  to  and  how  best  to  counter  them. 

Another  challenge  is  the  compartmented  nature  of  many  of 
these  terrorist  activities,  even  within  the  terrorist  groups  them¬ 
selves.  When  we  talk  about  WMD  activities  or  relevant  activi¬ 
ties  by  al  Qaeda  or  others,  we  would  consider  these  to  be  highly 
sensitive  operations — even  within  those  groups  themselves — 
information  that  they  would  not  share  broadly  within  their  own 
community,  much  less  with  sources  that  could  give  us  a  sense  of 
their  capabilities  or  what  they  are  planning.  Many  of  the  chal¬ 
lenges  we  face  in  terms  of  intelligence  work  on  terrorism  are 
magnified  many  more  times  in  the  area  of  WMD. 


Enabling 
Partners  to 
Combat  the 
Enemy 


ROUNDTABLE  3 


C  H  A  Pjfe  It 


183 


MODERATOR'S  SUMMARY 

Tom  Keaney 


This  is  the  last  panel  of  the  day,  but  it  is  the  first  panel  in  the 
second  phase  of  Admiral  Olson's  diagram  for  the  Global  War  on 
Terrorism  (Figure  1).  The  "Isolate  the  Threat"  lines  are  the  direct 
means  that  we  talked  about  in  the  first  two  roundtables.  Starting 
this  afternoon  and  continuing  tomorrow,  we  are  going  to  talk 
about  the  three  "Increase  Friendly  Freedom  of  Action/Reduce 
Enemy  Freedom  of  Action"  lines.  As  Admiral  Olson  noted,  the 
latter  lines  are  going  to  be  primary  over  the  long  term.  The  first  of 
these  lines,  enabling  partners  in  the  Global  War  on  Terrorism,  is 
particularly  important. 


Professor  Thomas  A.  Keaney  is  the  executive  director  of  the  Foreign 
Policy  Institute  at  the  Paul  H.  Nitze  School  of  Advanced  International 
Studies  (SAIS),  The  Johns  Hopkins  University.  He  also  serves  as  the 
executive  director  of  the  Merrill  Center  for  Strategic  Studies  and  is  an 
expert  in  defense  policy,  arms  control,  military  power  and  strategy,  air 
power,  military  history,  and  security  issues.  Professor  Keaney  taught  at 
the  National  War  College,  and  served  the  military  teaching  at  the  U.S. 
Air  Force  Academy  and  as  a  B-52  squadron  commander  in  Vietnam. 
Prof.  Keaney  is  a  prolific  writer,  and  holds  a  Ph.D.  in  history  from  the 
University  of  Michigan. 


1 84  Unrestricted  Warfare  Symposium  Proceedings  2008 


Figure  1  Diagram  for  Global  War  on  Terror 

Note  also  that  Admiral  Olson  reversed  the  sequence  in 
terms  of  priority.  He  is  actually  pointing  out  that  the  "Increase 
Friendly  Freedom  of  Action"  arrows  represent  operations  that 
Special  Operations  Command  is  not  in  charge  of.  In  other  words, 
Special  Operations  Command  becomes  supporting  here,  and 
other  people,  mainly  nonmilitary,  are  responsible  for  operations 
to  enable  our  partners. 

Admiral  Olson  gave  us  all  the  information  we  need  on 
why  enabling  partners  is  important.  He  mentioned  that  Special 
Operations  Command  has  teams  in  61  different  countries.  Both 
he  and  Tom  Mahnken  emphasized  the  importance  of  these  kinds 
of  measures,  not  only  in  terms  of  dealing  with  allies,  but  dealing 
with  our  own  interagency. 

That  is  what  this  roundtable  is  going  to  talk  about  today.  We 
have  three  superb  speakers  on  this  topic.  Mr.  Robert  Grenier  will 
talk  about  how  the  Global  War  on  Terrorism  is  being  fought  and, 
specifically,  what  the  roles  of  partners  should  be  and  how  to  get 
them  to  that  point.  For  our  purposes,  we  define  partners  not  only 
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as  people  from  other  countries,  but  also  from  other  departments 
such  as  Departments  of  Defense,  State,  and  Treasury;  the  U.S. 
Agency  for  International  Development  (USAID)  within  State;  and 
any  number  of  others.  Henry  Nuzum  will  talk  about  the  inter¬ 
agency  and  how  organizations  need  to  work  together  in  one 
very  specific  instance.  One  of  his  points  is  going  to  be  that  inter¬ 
agency  cooperation  is  not  enough — we  need  to  do  more  than 
cooperate. 

Our  final  speaker  will  be  Brigadier  Rod  West,  a  military  atta¬ 
che  from  the  Embassy  of  Australia,  who  has  extensive  experience 
dealing  with  both  U.S.  civilians  and  the  U.S.  military.  He  will 
give  us  a  look  from  the  other  side  of  the  fence,  i.e.,  the  view  of  a 
partner. 


187 


ENABLING  PARTNERS  TO  COMBAT  THE 
ENEMY 

Robert  Grenier 


NOT  YOUR  FATHERS  WAR 

Let  me  start  by  making  a  fairly  broad  and  flat  statement  of 
fact.  I  say  this  advisedly,  knowing  that  it  is  probably  not  going  to 
be  terribly  popular  in  this  room.  The  Global  War  on  Terrorism, 
although  a  so-called  war  (and  there  are  those  who  would  dis¬ 
agree),  is  not  and  cannot  be  led  by  military  forces.  The  reason  was 
best  summed  up  in  a  speech  General  Michael  Hayden,  Director 
of  the  Central  Intelligence  Agency,  gave  a  number  of  months  ago. 
He  made  this  point  by  contrasting  the  war  that  he  spent  most  of 
his  lifetime  preparing  to  fight  (and  fortunately  never  did)  with  the 
war  that  is  being  fought  now. 

Most  of  his  career  was  spent  preparing  to  fight  a  war  with 
the  Warsaw  Pact  in  Western  Europe.  That  enemy  was  very  easy 
to  find.  The  military  knew  precisely  where  he  was:  in  mass  for¬ 
mations  east  of  the  Fulda  Gap  between  East  and  West  Germany. 


Mr.  Robert  Grenier  is  a  Managing  Director  of  Kroll,  Inc.,  a  risk 
consultancy  firm.  Previously,  he  served  27  years  in  the  Central 
Intelligence  Agency,  where  he  developed  his  expertise  in  global 
intelligence,  security,  and  foreign  affairs.  Mr.  Grenier  served  in  foreign 
assignments  in  CIA's  Clandestine  Service  for  14  years  as  an  operations 
officer,  and  was  Deputy  National  Intelligence  Officer  for  Near  East 
and  South  Asia.  As  Chief  of  Operations,  he  conceived  and  organized 
CIA's  Counter-Proliferation  Division  and  was  Chief  of  CIA's  basic 
training  facility.  He  has  directed  the  CIA  Counterterrorism  Center 
and  has  expertise  in  Iraq,  Pakistan,  and  the  Global  War  on  Terrorism. 
Mr.  Grenier  received  an  A  B  in  Philosophy  from  Dartmouth  College  and 
did  several  graduate  studies  at  the  University  of  Virginia. 
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However,  that  enemy  was  going  to  be  very  hard  to  kill.  Terrorists, 
on  the  other  hand,  are  fairly  easy  to  kill  or  to  capture,  but  they  are 
very  hard  to  find.  That  is  what  makes  the  Global  War  on  Terrorism 
inevitably  an  intelligence-led  war. 

COUNTERINSURGENCY  EFFORTS 

That  is  not  to  take  anything  away  from  the  excellent  and  vital 
work  being  done  by  the  military  in  Iraq  and  Afghanistan.  The  part 
of  those  very  complicated  struggles,  particularly  in  Iraq,  that  is  of 
primary  concern  to  us  today  in  the  war  on  terrorism  is  fundamen¬ 
tally  a  counterinsurgency  operation  in  Anbar  province  and  other 
Sunni-dominated  parts  of  the  country. 

Only  U.S.  Has  Required  Intelligence  Capacity 

Counterinsurgency  efforts  are  extremely  important  for  occupy¬ 
ing  otherwise  unoccupied  and  uncontrolled  space,  denying  safe 
haven  to  the  enemy.  Even  after  we  have  concluded  our  efforts  in 
Iraq  and  Afghanistan,  the  fundamentals  of  the  war  on  terrorism — 
the  bread  and  butter  of  what  we  do  day  in  and  day  out — will  be 
intelligence-led,  with  U.S.  intelligence  playing  a  unique  and  a 
central  role  for  quite  simple  and  obvious  reasons:  nobody  else 
has  both  the  capacity  and  will  to  do  what  we  do.  No  other  intelli¬ 
gence  community  in  the  world  is  able  to  collect  the  vast  amounts 
of  intelligence  that  we  do  from  all  sources,  to  sift  that  intelligence, 
to  analyze  it,  to  winnow  out  what  is  actionable,  and  to  provide 
that  actionable  information  to  both  domestic  and  international 
partners.  Along  with  that  capacity  comes  a  unique  network  of 
international  relationships  with  intelligence  and  security  services 
all  around  the  world — relationships  that  have  been  established 
and  nurtured  in  most  cases  for  decades. 

So,  if  we  have  a  terrorist  suspect  who  is  traveling  from  coun¬ 
try  A  to  country  B,  we  will  share  that  information  with  our  sister 
services  in  country  B.  We  hope  that  they  do  a  proper  job,  that 
they  surveil  that  individual.  We  hope  that  they  do  not  arrest  him 
too  soon.  We  hope  they  will  wait  until  they  have  determined  his 
network  and  patterns  of  activities,  so  that  they  do  not  arrest  only 
him  but  arrest  others  who  are  associated  with  him. 
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Arresting  and  interrogating  those  individuals  will,  in  turn, 
generate  tens,  dozens,  maybe  scores  of  further  leads.  In  most 
cases,  those  leads  are  going  to  lead  outside  that  country  to  other 
countries.  Our  friends  in  country  B  may  or  may  not  have  relations 
with  those  other  countries,  and  they  may  or  may  not  be  willing  to 
share  that  information,  but  we  are  in  a  position  where  we  can. 

The  result  is  dozens  and  dozens  of  simultaneous  investiga¬ 
tions  all  around  the  world,  where  the  U.S.  is  the  glue  in  that 
system.  But  for  all  of  our  capabilities,  we  cannot  begin  to  dupli¬ 
cate  what  a  modest  security  service  operating  on  its  own  territory 
can  do  because  they  control  that  space.  I  can  tell  you  from  my 
experience  in  Pakistan,  where  we  worked  for  two  years  clandes¬ 
tinely  trying  to  do  what  a  competent  security  service  could  do 
very  easily  on  the  ground,  it  does  not  work  very  well  unless  you 
have  the  active  cooperation  of  the  country. 

Gaining  Active  Participation  of  Foreign  Partners 

That  kind  of  situation  is  what  makes  this  conflict  a  Global 
War  on  Terrorism.  It  is  not  because  the  United  States  is  conduct¬ 
ing  this  campaign  by  itself  all  around  the  world;  it  is  because  this 
effort  is  literally  global,  and  we  cannot  begin  to  succeed  without 
the  active  cooperation  of  those  foreign  partners.  They  do  not  do 
it  because  they  like  us;  they  do  it  because  it  is  in  their  interest. 
For  the  most  part,  it  is  not  a  matter  of  motivating;  they  have  every 
reason  to  cooperate. 

The  Dilemma  of  Intelligence  Sharing 

We  need  to  nurture  and  encourage  the  relationships  that 
will  facilitate  that  cooperation.  FHow  do  we  maintain  that  tacti¬ 
cal  struggle?  As  we  have  just  been  saying,  it  is  primarily  through 
intelligence  sharing,  specifically,  sharing  actionable  intelligence. 
Sharing  of  actionable  intelligence  is  hard.  Most  people  who  do  it 
for  a  living,  even  when  they  are  actively  cooperating,  do  it  with 
a  great  sense  of  trepidation.  If  somebody  actually  takes  action 
based  on  that  intelligence,  they  may  take  the  wrong  action,  or 
they  may  take  it  prematurely.  They  may  take  it  i n  a  way  that  causes 
the  loss  of  the  sources  and  methods  that  are  responsible  for  the 
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actionable  information  that  was  shared  in  the  first  place.  The  shar¬ 
ing  of  actionable  information  is  a  very  difficult  proposition. 

The  way  that  we  share  intelligence  is  enormously  inefficient 
because  we  do  it  in  the  context  of  bilateral  exchanges.  To  share 
information  freely,  we  have  to  have  a  tremendous  amount  of  trust 
in  the  people  with  whom  we  are  sharing,  and  more  often  than 
not,  our  degree  of  trust  is  somewhat  limited.  So  the  information 
that  we  share  is  somewhat  limited.  Maybe  we  share  it  only  when 
it  is  going  to  be  too  late  for  the  recipient  to  use  it,  which  may 
mean  that  they  probably  will  not  use  it  as  effectively  as  otherwise. 
Consequently,  we  tend  to  share  it  in  a  bilateral  manner:  we  share 
it  with  country  A,  which  shares  it  with  country  B,  which  shares  it 
with  country  C,  and  country  C  shares  information  with  us. 

We  almost  never  put  everything  that  we  all  know  collectively 
on  the  table.  There  have  been  a  few  instances  when  we  have 
attempted  to  do  that,  particularly  with  our  European  allies.  Even 
then,  it  has  succeeded  only  to  a  very  limited  degree  because  of  a 
lack  of  trust.  You  put  a  bunch  of  spies  in  a  room  together  and — 
surprise,  surprise — they  do  not  trust  each  other  very  much.  Yet, 
where  at  all  possible,  we  need  to  overcome  that  impediment. 

Building  Capacity  for  Our  Partners 

If  this  war  on  terrorism  is  a  global  effort,  and  we  rely  abso¬ 
lutely  on  the  efforts  of  our  global  partners,  capacity  building  for 
our  partners  becomes  an  extremely  important — if  not  the  most 
important — part  of  the  overall  equation. 

I  can  tell  you  from  my  own  experience,  capacity  building  is 
probably  the  most  underfed  part  of  the  overall  effort.  Yet,  given 
our  responsibility  in  acting  as  the  glue  in  the  system,  in  generating 
the  information,  in  sharing  the  information,  in  trying  to  conduct 
so-called  intelligence  operations  properly  at  the  same  time  that 
we  are  doing  what  really  amounts  to  international  police  work, 
we  do  not  have  anywhere  near  the  number  of  qualified,  experi¬ 
enced  personnel  that  we  need  to  help  our  allies  increase  their 
capacity. 
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For  the  most  part,  helping  them  increase  their  capacity  means 
helping  them  to  form  dedicated  counterterrorism  units.  They 
often  do  pretty  well  with  the  same  units  that  are  doing  every¬ 
thing  else,  but  they  can  do  it  much  more  effectively  if  they  have 
a  dedicated  unit  with  upgraded  training,  upgraded  intelligence 
systems,  upgraded  means  of  storing  and  analyzing  information, 
and  upgraded  means  of  communicating  both  internally  and  also 
with  us  and  other  foreign  partners. 

Providing  the  required  resources  is  very,  very  difficult.  The 
task  may  not  require  a  large  number  of  people,  but  the  people 
who  do  it  have  to  be  highly  experienced.  They  have  to  be  able  to 
act  as  senior  intelligence  leaders  and  mentors  to  our  foreign  part¬ 
ners,  and  we  do  not  have  anywhere  near  the  resources  required  to 
do  that  in  the  dozens  of  countries  where  we  need  to  do  it.  Further, 
part  of  capacity  building  is  also  building  up  the  military  and  para¬ 
military  capabilities  of  our  partners.  There  again,  we  have  to  be 
very,  very  careful  about  priorities  and  where  we  as  a  government 
are  putting  our  resources.  Simply  because  we  have  the  oppor¬ 
tunity  to  build  up  paramilitary  capabilities  in  a  particular  coun¬ 
try  does  not  necessarily  mean  that  we  ought  to  be  putting  our 
resources  there.  If  there  is  unoccupied  space  that  we  need  that 
partner's  help  in  occupying,  then  absolutely.  But,  frequently,  we 
can  end  up  confusing  our  allies  by  putting  resources  where  we 
think  we  can  rather  than  where  we  should. 

STRATEGIC  FIGHT  DEPENDS  ON  OUR 
PARTNERS 

An  Islamic  struggle 

So  much  for  the  tactical  fight.  What  about  the  strategic  fight? 
Since  9/11,  we  have  had  quite  a  lot  of  tactical  success  in  the 
Global  War  on  Terrorism.  We  and  our  allies  have  captured  or 
killed  a  great  many  terrorists,  from  simple  fighters  all  the  way  up 
to  major  cadres.  Yet,  when  the  last  National  Intelligence  Estimate 
on  the  counterterrorism  effort  was  issued,  the  conclusion  was 
that  we  are  probably  seeing  the  creation  of  more  terrorists  than 
we  are  killing  or  capturing.  With  the  establishment  of  a  renewed 
safe  haven  in  the  Pakistan-Afghanistan  corridor  and  the  continued 
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threat  of  a  terrorist  safe  haven  in  the  western  parts  of  Iraq,  it  is 
pretty  dear  that,  strategically,  we  have  not  begun  to  turn  a  corner 
on  this  struggle  yet. 

So,  if  we  are  dependent  on  foreign  partners,  how  do  we  make 
this  happen?  At  the  end  of  the  day,  this  is  not  our  struggle.  I  cannot 
tell  you  how  many  meetings  I  have  attended  in  Washington  with 
people  who  ought  to  have  known  better  and  think  this  is  an 
American  fight.  It  is  not.  We  have  a  huge  stake  in  the  outcome  of 
this  struggle,  but  fundamentally,  this  is  a  struggle  for  the  future  of 
the  Islamic  world,  and  it  is  going  to  be  decided  within  the  Islamic 
world. 

Provide  Indirect  Aid 

The  people  who  have  the  greatest  stake  in  this  struggle  are 
those  in  the  Muslim  world.  Make  no  mistake,  we  have  huge  equi¬ 
ties  tied  up  in  this  battle.  But  because,  fundamentally,  this  is  not 
our  struggle  and  has  to  be  fought  through  others,  the  means  at  our 
disposal  are  primarily  indirect  rather  than  direct.  Further,  consider 
that  one  of  the  prime  unifying  issues  for  our  enemies  is  opposi¬ 
tion  to  us,  that  we  are  seen  as  the  enemy  by  many  in  the  Muslim 
world  who  are  not  otherwise  motivated  to  fight  against  us,  still 
less  to  use  terrorist  means  against  us.  Consequently,  when  we  aid 
our  partners,  we  have  to  do  it  indirectly  rather  than  directly.  We 
can  help  them  at  a  tactical  level.  In  fact,  if  we  think  of  the  struggle 
against  Islamic  extremism  as  a  global  counterinsurgency,  a  lot  of 
very  good  counterinsurgency  work  is  being  done  by  our  allies  at  a 
tactical  level,  particularly  in  the  Middle  East  and  elsewhere  in  the 
Muslim  world.  We  can  help  them  with  that  work  if  we  maintain  a 
very  low  profile  by  giving  them  resources  and  advice  and  helping 
them  to  share  best  practices  among  allies  who  do  not  otherwise 
talk  with  each  other  very  effectively. 

Proiect  An  Image  of  Supporting  Justice 

There  is  also  something  for  us  to  do  at  a  much  more  strategic 
level.  There  are  many  who  tend  to  think  that  our  problems  and 
image  in  the  Islamic  world  are  a  matter  of  misunderstanding.  Yes, 
there  is  much  we  do  that  is  misunderstood,  but  their  problem  is 
with  their  perception  of  U.S.  policy.  Rather  than  taking  measures 
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or  actions  to  try  to  make  Muslims  like  us  who  would  otherwise  be 
opposed  to  us,  we  need  to  focus  especially  on  trying  to  reduce  the 
degree  to  which  our  allies,  in  whose  success  we  are  so  invested, 
are  harmed  by  their  continued  association  with  us. 


".  .  .  fundamentally,  this  is  a  struggle  for  the  future  of  the 
Islamic  world,  and  it  is  going  to  be  decided  within  the  Islamic 
world. " 


This  issue  is  a  much  longer  conversation  for  another  day,  but 
I  would  argue  that  we  need  to  focus  primarily  on  projecting  an 
image  of  supporting  justice  in  the  world.  Whatever  else  you  might 
say  about  the  overall  outlines  of  U.S.  foreign  policy,  people  in 
most  parts  of  the  world  do  not  see  our  primary  preoccupation 
as  being  justice.  What  tends  to  motivate  Muslim  populations  to 
oppose  us  is  their  view  that  they  are  getting  a  raw  deal  in  a  world 
that  is  largely  controlled  by  the  United  States. 

They  have  fundamental  difficulties  and  fundamental  political 
issues  that  have  been  around  for  many  decades  and  are  not  about 
to  be  solved,  whether  we  are  talking  about  Kashmir  or  Chechnya 
or  Palestine.  Those  are  the  issues  that  we  need  to  be  prepared  to 
deal  with.  Unless  and  until  we  do  and  are  seen  as  being  on  the 
right  side  of  history,  we  are  not  going  to  be  able  to  turn  a  corner 
in  this  struggle. 

INTERAGENCY  COOPERATION 

Let  me  just  say  a  couple  of  things  about  what  I  would  call  the 
bureaucratic  underpinnings  of  success.  In  my  limited  experience, 
the  best  model  that  I  ever  saw  for  how  to  bring  about  interagency 
cooperation  was  the  effort  during  acts  of  hostilities  in  Afghanistan. 
We  had  intelligence  personnel  linked  up  with  military  personnel 
fighting  alongside  the  Afghans.  Everybody  knew  what  everybody 
else  was  supposed  to  do.  Everybody  had  a  common  perception  of 
the  strategic  aim.  CIA  people  were  not  trying  to  be  soldiers,  sol¬ 
diers  were  not  trying  to  be  intelligence  people.  The  soldiers  called 
in  air  strikes  when  they  needed  to,  and  the  intelligence  officers 
maintained  the  relationships  that  we  had  long  established  with 
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the  indigenous  forces.  Everything  worked  as  it  should  because 
everybody  understood  what  everybody  else  was  supposed  to  do. 
We  did  not  try  to  duplicate  one  another's  efforts,  and  we  had  a 
common  understanding  of  the  strategic  goal. 


.  .  we  need  to  focus  primarily  on  projecting  an  image  of 
supporting  justice  in  the  world. " 


That,  I  would  argue,  is  what  we  need  to  maintain.  In  my  expe¬ 
rience,  that  is  what  we  have  at  a  tactical  level.  Where  we  do 
not  have  it  is  at  much  higher  bureaucratic  levels  in  Washington. 
In  my  experience,  the  bureaucratic  imperative  often  ultimately 
outweighs  common  sense.  People  are  trying  to  aggrandize  them¬ 
selves  bureaucratically — people  with  sharp  elbows  trying  to  say 
I  am  in  charge — when  we  all  should  understand  the  comparative 
advantages  and  how  we  need  to  bring  the  effort  together. 


195 


THE  STRUCTURE  OF  UNITY  OF 
COMMAND 

Henry  Nuzum 


INTERAGENCY  FIELD  COMMAND  AND 
COUNTERINSURGENCY 

I  am  going  to  talk  about  partnerships  within  the  U.S.  govern¬ 
ment,  specifically  interagency  field  command  and  counterinsur¬ 
gency.  Counterinsurgency  is  certainly  a  prominent  component  in 
our  response  to  URW.  Furthermore,  as  Mr.  Grenier  said,  terrorism 
is  the  dominant  tactic  of  the  insurgencies  we  face  in  Iraq  and 
Afghanistan. 

There  is  little  dispute  that  counterinsurgency  demands  a 
coherent  strategy  that  integrates  political,  military,  economic, 
and  governance  programs  to  promote  the  capacity  of  the  local 
government,  as  well  as  an  appropriate  organization  to  guide  that 
strategy.  Unfortunately,  American  counterinsurgency  efforts  use 
the  loose  construct  of  unity  of  effort  rather  than  the  structure  of 
unity  of  command,  which  is  a  fundamental  principle  of  warfare. 


Mr.  Henry  Nuzum  works  in  the  Office  of  the  Under  Secretary  of 
Defense  for  Policy,  Special  Operations,  and  Low-Intensity  Conflict 
(SOLIC).  Previously,  he  was  in  Iraq  with  the  International  Republican 
Institute  (IRI)  as  the  Chief  of  Staff,  Bagdad,  and  then  Director  of 
the  Basra  Office.  He  has  also  served  on  the  House  Armed  Services 
Committee.  Mr.  Nuzum  has  served  aboard  the  USS  John  S.  McCain  in 
Yokosuka,  Japan,  and  in  Persian  Gulf  deployments,  leading  boarding 
operations  and  Tomahawk  strikes.  He  was  a  Navy  Reserve  Officer 
Training  Corps  (NROTC)  midshipman  and  captain  of  the  Varsity  Crew 
at  Harvard  University  who  later  rowed  in  two  Olympic  Games  and 
World  Championships  while  in  the  Navy.  Mr.  Nuzum  will  receive  an 
MA  at  The  Johns  Hopkins  University  School  for  Advanced  International 
Studies  (SAIS). 
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I  will  address  three  topics: 

•  A  brief  discussion  of  counterinsurgency  operations 
(COIN)  and  the  COIN  program  of  Viet  Nam,  where  we 
did  to  some  extent  achieve  unity  of  command  over  our 
counterinsurgency  campaign 

•  The  U.S.  government's  current  framework  for  approaching 
counterinsurgency,  which  is  combined  warfare  via  joint 
warfare,  and  some  of  the  problems  created  by  the  unity  of 
effort  construct 

•  Observations  from  a  recent  trip  to  provincial  reconstruction 
teams  in  Iraq,  which  showed  the  real  power  of  co-location 
in  the  absence  of  unity  of  command 

Counterinsurgency  Operations  in  Viet  Nam 

First,  let  us  examine  how  we  approached  our  last  major 
interagency  COIN:  the  effort  in  Viet  Nam.  From  the  early  1960s, 
Presidents  Kennedy,  Johnson,  and  their  administrations  promoted 
an  integrated  response  to  insurgency,  but  the  departments  fighting 
the  war  successfully  resisted. 

Through  1966,  pacification,  as  it  was  called  then,  followed 
two  parallel  tracks:  a  military  track  and  a  civilian  track.  The  civil¬ 
ian  track  was  further  divided  into  activities  by  the  constituent 
departments  and  agencies.  Several  problems  arose  because  of  the 
lack  of  unified  management: 

•  A  proliferation  of  poorly  coordinated  programs,  resulting 
in  60  separate  pacification  programs  in  the  field  in  South 
Viet  Nam  as  late  as  1 965 

•  A  peacetime  approach  to  funding,  resources,  and 
management,  which  did  not  have  sufficient  flexibility  to 
respond  to  the  demands  of  the  environment 

•  The  Army,  which,  although  it  had  its  own  counterinsurgency 
programs,  saw  counterinsurgency  as  primarily  the 
responsibility  of  the  civilian  agencies  dominated  resources 
and  personnel 
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Civil  Operations  and  Revolutionary  Development  Support 

Meanwhile,  the  anemic  civilian  side  had  difficulty  achieving 
its  programs  because  of  lack  of  security.  Consequently,  in  1967, 
Presidentjohnson  initiated  the  Civil  Operations  and  Revolutionary 
Development  Support  (CORDS)  program,  whose  mission  was  to 
pacify  and  bring  the  provinces  under  Saigon's  control.  The  new 
organization's  command  structure  put  a  civilian,  Robert  Comer, 
in  charge  of  all  personnel  and  programs,  civilian  and  military, 
involved  in  counterinsurgency. 

Comer  served  not  as  a  coordinator  or  as  an  advisor,  but  as  a 
component  commander  directly  under  General  Westmoreland, 
with  three-star  equivalence.  Civilian  and  military  personnel  were 
interspersed  throughout  the  chain  of  command  in  the  new  orga¬ 
nization.  The  program  had  three  basic  goals: 

•  Increase  the  resources,  both  manpower  and  money, 
devoted  to  counterinsurgency. 

•  Bring  to  the  civilian  agencies  the  benefit  of  the  vast 
resources,  both  personnel  and  physical,  of  the  military. 

•  Impart  an  appropriately  civilian  flavor  to  the  counterin¬ 
surgency  effort,  even  though  the  civilians  were  ultimately 
under  military  command,  and,  at  the  very  top,  Comer  re¬ 
ported  to  Westmoreland. 

Comer  ran  the  counterinsurgency  show.  Below  Comer  were 
four  regional  CORDS  directors,  and  below  them  at  the  operational 
level  were  44  provincial  teams,  who,  in  turn,  supervised  250  dis¬ 
trict  teams.  Throughout  the  command  structure,  all  military  and 
civilian  members,  no  matter  their  parent  agency,  reported  up  this 
chain  of  command. 

The  new  organization  dramatically  increased  the  performance 
of  pacification  and  resources.  From  1966  to  1970,  the  number  of 
personnel  devoted  to  pacification  increased  sevenfold,  and  the 
budget  tripled.  Participants  praised  the  new  program,  specifi¬ 
cally,  the  real  power  of  the  provincial  senior  advisor,  who  was  a 
Provincial  Reconstruction  Team  (PRT)  leader  or  a  senior  foreign 
service  officer.  This  single  leader  was  able  to  direct  all  pacification 
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programs  within  the  province  and  ensure  that  they  were  coor¬ 
dinated  in  an  integrated  fashion.  Previously,  some  of  these  pro¬ 
grams  had  undermined  one  other.  This  authority  included  writing 
performance  evaluations. 

I  interviewed  a  deputy  provincial  senior  advisor,  an  XO  of 
one  of  these  province  teams,  who  worked  for  the  U.S.  Agency  for 
International  Development  (USAID).  He  told  me  that  he  would 
grab  an  Ml  and  spot  check  the  district  teams,  which  were  all  five- 
man  military  teams,  on  their  night  patrols.  I  asked  if  he  had  any 
military  experience.  He  said,  "No,  but  I  was  better  at  bushwhack¬ 
ing  than  soldiers  because  I  was  a  Boy  Scout." 

There  were  some  problems  with  the  program,  specifically 
reporting  requirements  and  integration  at  the  operational  and 
tactical  levels;  at  the  national  level,  we  were  still  fighting  two 
wars.  The  vast  majority  of  the  military  command  reported  directly 
via  General  Abrams  to  Comer  and  was  not  integrated.  Also,  the 
civilian  agencies  maintained  many  of  their  national  programs — 
USAID,  CIA — and  were  not  integrated  through  the  CORDS 
program. 

Current  Framework  for  Counterinsurgency 

There  are  obvious  differences  between  the  conflict  today  and 
Viet  Nam:  the  nature  of  the  role;  the  conventional  aspect  of  the 
war  in  Viet  Nam,  as  represented  by  the  North  Vietnamese  Army 
(NVA),  a  very  competent  conventional  force;  and  the  great  power 
sponsorship  enjoyed  by  the  communists  in  Viet  Nam. 

However,  I  believe  that  these  differences — chiefly  the  absence 
of  the  conventional  component  in  the  current  conflict — make  the 
lessons  of  CORDS  especially  applicable  today.  Because  insur¬ 
gency  is  the  only  war  in  Afghanistan  and  Iraq,  it  is  all  the  more 
imperative  that  we  approach  it  with  a  unified  management. 
However,  the  United  States  seems  to  have  forgotten  the  inter¬ 
agency  command  lessons  of  Viet  Nam.  Today,  the  government 
seems  to  have  unconsciously  conceded  that  it  cannot  bring  unity 
of  command  to  its  departments  and,  instead,  is  settling  for  a  proxy 
unity  of  effort. 
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In  all  the  discourse  explaining  our  difficulties  in  Iraq  and 
Afghanistan,  the  lack  of  unity  of  command  is  seldom  cited,  and 
we  fail  to  apply  this  fundamental  concept  of  war — unified  author¬ 
ity — to  insurgency.  That  failure  is  especially  surprising  because 
of  the  nature  of  insurgency.  All  war  is  political,  but  insurgency  is 
political  at  the  micro  level  and  at  the  level  of  the  checkpoint,  the 
home,  and  the  street. 

Security  activities  have  an  immediate  political  effect  and  vice 
versa.  Conventional  military  doctrine  holds  that  unity  of  com¬ 
mand  is  a  prerequisite  for  unity  of  effort.  Joint  Publication  (JP)  1, 
"Doctrine  for  the  Armed  Forces  of  the  United  States,"  the  capstone 
document  of  U.S.  military  doctrine,  states,  "Unity  of  command 
must  be  maintained  through  an  unambiguous  chain  of  command, 
well-defined  command  relationships,  and  a  clear  delineation  of 
responsibilities  and  authorities." 

Furthermore,  the  purpose  of  unity  of  command  is  to  ensure 
unity  of  effort  under  one  responsible  commander  for  every  objec¬ 
tive.  But  the  guidelines  for  multiagency  operations  replace  directive 
language  with  accommodating  language.  In  JP3-08,  "Interagency, 
Intergovernmental  Organization,  and  Nongovernmental 
Organization  Coordination  During  Joint  Operations,  Volume  1," 
the  language  relies  on  coordination,  harmonization,  and  cooper¬ 
ation,  and  the  prerequisite  of  unity  of  command  has  disappeared. 
Unity  of  effort,  an  end  in  JP1,  becomes  a  means  in  JP3-08.  If  you 
combine  the  two  citations  shown  in  Figure  1,  you  approach  total¬ 
ity:  "Coordination  and  cooperation  toward  common  objectives 
ensures  that  all  means  are  directed  towards  a  common  purpose." 

JP  1 :  "Unity  of  command  must  be  maintained  through  an 
unambiguous  chain  of  command,  well-defined  command 
relationships,  and  a  clear  delineation  of  responsibilities 
and  authorities." 

JP  3:  "The  purpose  of  unity  of  command  is  to  ensure 
unity  of  effort  under  one  responsible  commander  for 
every  objective." 


Figure  1  Unity  of  Effort  Alternatives 


200  Unrestricted  Warfare  Symposium  Proceedings  2008 


Let  us  contrast  the  language  between  joint  conventional 
doctrine  and  interagency  doctrine.  Figure  2  shows  a  chart  com¬ 
paring  the  frequency  of  terms  in  the  JP1  conventional  doctrine 
and  the  interagency  doctrine.  Both  documents  are  similar  in 
length.  "Unity  of  command"  is  used  23  times  in  the  conven¬ 
tional  doctrine  and  only  twice  in  JP3-08  and  then  only  tangen¬ 
tially.  "  Authority"  appears  350  times  in  JP1,  73  times  in  JP3-08. 
"Responsibility"  occurs  250  times  in  JP1,  fewer  than  100  times 
in  JP3-08.  "Accountable"  appears  9  times  in  JP1,  zero  times  in 
JP3-08.  "Consensus"  appears  12  times  in  JP3-08;  JP1  was  never 
concerned  about  consensus.  There  are  twice  as  many  instances  of 
"coordinate,"  "coordination,"  etc.,  in  the  interagency  doctrine  as 
the  conventional  one. 


JP1 

JP  3-08 

Total  Rages 

155 

103 

Unity  of  Command 

23 

2 

Authority 

350 

73 

Responsibility,  etc. 

250 

<100 

Accountable,  etc. 

9 

0 

Consensus 

0 

12 

Coordinate,  etc. 

268 

378 

Figure  2  Doctrine  Diction 

If  we  look  beyond  the  text,  it  could  be  said  that  this  contrast 
in  language  is  appropriate  because  JP3-08  applies  to  interna¬ 
tional  actors,  which  brings  up  a  larger  issue.  Policymakers  seem 
to  follow  a  combined  versus  a  joint  model  for  counterinsurgency, 
even  though  all  the  players  play  for  the  same  team.  Consider  the 
ponderous  title  of  JP3-08.  Clearly,  to  the  military,  other  depart¬ 
ments  are  as  foreign  as  international  actors. 

It  is  not  just  the  services;  DoD  as  a  whole  subscribes  to  this 
same  model.  DoD  3000.05,  which  directs  the  Department  to  give 
stability  operations  the  same  primacy  as  conventional  combat 
operations,  repeats  the  phrase  "U.S.  departments  and  agencies, 
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foreign  governments  and  security  forces,  international  organiza¬ 
tions,  NCOs,  and  members  of  the  private  sector"  1 1  times  in  an 
1 1  -page  document. 

The  defense  community  is  combining  interagency  partner¬ 
ship  with  international  partnership.  Interagency  partnership  is  rel¬ 
egated  to  the  foreign  realm.  The  defense  community  is  not  alone 
in  embracing  this  model.  There  is  no  vocal  objection  from  the 
civilian  agencies  to  being  relegated  in  this  way. 

Directive  NSPD44,  signed  by  the  President,  guides  stabilization 
and  reconstruction  efforts  and  repeats  the  soft  language  of  JP3-08. 
Absent  again  is  directive  language.  "Coordinate"  and  "cognate" 
appear  24  times,  and  "authority"  appears  3  times  but  only  in  a 
final  paragraph  with  caveats.  "Responsible"  and  "responsibility" 
occur  4  times,  "accountability"  once.  Cooperation  and  coordina¬ 
tion  are  now  appropriate  routes  to  combine  warfare.  When  the 
U.S.  negotiates  with  allies,  over  whom  it  has  no  authority,  using 
these  same  tools  of  loose  collaboration  to  unify  multiagency 
efforts,  it  demonstrates  that  policymakers  have  lost  hope  for  the 
tight  command  structure  that  guided  our  efforts  in  CORDS. 

Provincial  Reconstruction  Teams  in  Iraq 

The  unity  of  effort  framework  has  three  potential  problems: 

•  Remote  management 

•  No  system  of  dispute  resolution 

•  Effects  of  insurgency  bleed  into  all  spheres 

First,  I  will  look  at  these  obstacles  generally  with  respect  to 
Iraq  and  then  go  into  more  detail  on  the  performance  of  PRTs 
in  Iraq.  For  some  background,  provincial  reconstruction  teams 
are  multiagency  teams  designed  to  enhance  the  capacity  of  Iraq's 
provincial  and  municipal  governments.  PRTs  and  brigade  combat 
teams,  aka  brigades  or  BCTs,  are  responsible,  respectively,  for  the 
political  and  economic  aspects  of  the  counterinsurgency  and  the 
security  aspects.  They  frequently  work  in  concert. 

The  first  problem  is  remote  management.  There  is  no  onsite 
oversight  of  the  brigade  commander  and  the  PRT  team  leader. 
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The  result  is  an  inefficient  parallel  system  of  recourse  that  deters 
appeal  on  any  local  disagreements.  If  you  ask  a  PRT  leader  or  bri¬ 
gade  commander  how  this  command  structure  works,  the  answer 
is  invariably,  it  depends  on  the  personality. 

The  second  problem  with  the  unity  of  effort  arrangement  is 
that  with  no  system  of  dispute  resolution,  some  issues  are  not  even 
vetted.  Leaders  question  whether  it  is  worth  the  time,  effort,  capi¬ 
tal,  or  the  conflict  with  the  people  involved.  They  tend  to  retreat 
into  their  respective  civilian  and  security  spheres  of  responsibility, 
impeding  integration. 

The  final  and  most  serious  obstacle  created  by  this  former 
multiagency  management  structure  is  a  separation  between 
authority  and  responsibility  for  effects.  In  the  unity  of  effort  con¬ 
struct,  the  brigade  commanders  and  the  PRT  team  leaders  each 
have  their  own  arenas,  with  the  PRT  responsible  for  political  and 
economic  operations  and  the  BCT  commander  responsible  for 
security.  But  insurgency  does  not  respect  our  government's  arti¬ 
ficial  departmental  borders.  The  brigade's  actions  in  security  and 
the  PRT's  actions  in  the  political  and  economic  arenas  impact 
each  other  because  of  the  intimate  nature  of  insurgency.  Effects, 
but  not  responsibility,  bleed  over  into  all  the  spheres.  If  a  manager 
is  not  responsible  for  an  area — even  if  he  has  supporting  responsi¬ 
bility — he  is  not  going  to  dedicate  as  many  resources  to  that  issue. 
This  link  between  responsibility  and  resources  was  one  of  the 
primary  motivations  for  Comer's  consolidation  of  command. 

PRT  Performance  in  Iraq 

I  will  wrap  up  with  an  analysis  of  how  PRTs  in  Iraq  have  per¬ 
formed.  First  we  will  consider  some  fundamentals.  Among  other 
improvements  on  Afghanistan's  PRTs,  Iraq's  PRTs  have  a  single 
leader  rather  than  the  three-leader  construct  of  an  aide,  a  State, 
and  a  military  staffer,  as  was  done  in  Afghanistan. 

The  single  leader  has  a  fair  degree  of  authority  over  team 
members  and  civilian  programs,  but  the  PRT  and  the  military 
chains  of  command  are  still  bifurcated,  which  fuels  the  problems 
of  remote  management,  personality,  and  segregation  of  authority 
from  responsibility. 
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There  are  some  issues  with  the  first  two,  but  the  most  common 
problems  involve  the  separation  of  authority  from  responsibility. 
I  will  cite  two  examples.  The  first  is  with  resources,  particularly 
transportation.  The  brigade  and  the  PRT  are  theoretical  equals. 
However,  because  of  the  brigade's  preponderance,  the  PRT  must 
request  assets,  which  puts  them  in  a  subordinate  position.  One  of 
Comer's  prime  goals  in  uniting  the  chain  of  command  was  to  give 
the  civilians  ownership  of  vast  resources. 

In  1968,  a  CORDS  representative  said  that  one  of  the  great 
outcomes  of  CORDS  was  the  ability  to  demand  military  resources 
and  expect  them  to  be  made  available.  The  brigade  rarely  says  no 
to  these  requests,  but  the  simple  act  of  making  the  request  by  the 
PRT  sets  up  a  dynamic  of  suppliant  and  benefactor.  Hence,  many 
requests  go  unmade. 

There  are  two  types  of  PRTs  in  Iraq:  paired  PRTs,  which  have 
province-wide  responsibility,  and  embedded  PRTs  with  a  smaller 
area  of  responsibility,  usually  at  the  municipal  level  or  slightly 
larger.  Especially  for  the  province-wide  PRTs  (paired  PRTs),  trans¬ 
port  is  a  real  currency,  even  more  so  than  funding,  especially 
now  that  the  Baghdad  government  is  disbursing  some  funds  to 
the  provinces.  Most  of  the  PRTs  rely  on  the  host  brigades  for  daily 
movement.  They  are  generally  able  to  go  from  the  forward  operat¬ 
ing  base  (FOB)  to  the  provincial  capital,  and  they  are  usually  co¬ 
located.  If  there  is  a  government  center  in  the  provincial  capital, 
the  FOB  will  be  just  on  the  outskirts  of  the  capital.  The  result  is 
that  they  are  rarely  able  to  leave  the  provincial  capital  to  monitor 
projects  or  assess  government  performance  in  the  districts,  which 
degrades  their  province-wide  responsibility  mission. 

As  an  example  of  a  typical  dynamic,  I  would  be  told  by  a 
brigade  staffer  that  the  PRT  has  enough  movement  assets,  and  I 
would  be  told  by  the  PRT  leader  that  the  PRT  has  enough  move¬ 
ment  assets.  Then,  I  would  go  one  level  lower  to  the  economic, 
governance,  infrastructure,  agriculture  leads  of  the  PRT,  and  they 
would  say.  "No,  we  can't  get  out  of  the  capital,  we  can't  get  out 
into  the  districts." 
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There  is  an  interesting  story  related  to  this  situation.  When  I 
talked  to  the  brigade  staff,  I  was  dealing  mainly  in  Multinational 
Division  (MND)-North.  They  reported  that  the  MND-North  com¬ 
mander  had  said  that  transporting  the  PRT  team  members  took 
priority  over  combat  ops.  A  few  minutes  later,  I  asked  a  brigade 
staffer  how  many  movement  teams  the  brigade  had  dedicated  to 
PRT,  and  he  said  one  platoon.  Then,  I  asked  how  many  movement 
teams  the  brigade  had.  The  answer  was  about  60.  When  I  asked 
if  the  brigade  could  provide  more  teams  if  the  PRT  requested 
them,  the  staffer  said  that  they  could  do  it  as  soon  as  they  got 
more  troops.  This  was  at  the  height  of  the  surge,  and  no  more 
troops  were  likely.  I  said,  "What  about  right  now?  "  He  answered, 
"We  can't  do  it  without  taking  away  from  our  responsibilities, 
combat  ops."  So,  despite  the  guidance  (this  was  the  same  staffer 
who  had  told  me  that  PRT  movement  should  take  priority  over 
combat  operations),  the  brigade  is  still  responsible  for  combat 
operations,  and  the  PRT  is  responsible  for  political  and  economic 
operations. 

The  brigade  had  only  supporting  responsibility  there.  So, 
the  PRT  ended  up  augmenting  movement  with  its  own  civil 
affairs  personnel,  who  could  be  doing  PRT-specific  work.  Joint 
Multinational  Forces,  Iraq  (MNFI)  and  Embassy  guidance  directs 
the  military  to  support  three  concurrent  PRT  moves,  but  in  reality 
they  usually  get  one,  or  possibly  two,  moves  simultaneously. 

A  second  aspect  of  the  separation  of  authority  and  respon¬ 
sibility  is  the  different  conceptions  of  mission  duration.  The  PRT 
focuses  on  building  the  capacity  of  the  local  government  and  is 
wary  of  dependency,  so  it  prefers  not  to  execute  programs  but, 
rather,  train  and  assist  Iraqi  officials  in  planning  and  monitor¬ 
ing.  The  BCT  wants  to  quickly  improve  the  security  of  its  area  of 
responsibility  (AOR)  in  a  finite  tour  of  1 2  or  1 5  months,  and  it  may 
often  lead  an  initiative  if  local  officials  seem  incapable.  The  BCT 
will  claim  the  project  merits  spending  money  from  a  humanitar¬ 
ian  and  infrastructure  fund  because  the  project  will  immediately 
lower  violence,  which  is  generally  true.  But  it  will  also  inhibit 
the  development  of  provincial  government  capacity,  which  is  the 
responsibility  of  the  PRT. 
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Lowering  violence  and  increasing  the  capacity  of  the  govern¬ 
ment  are  certainly  laudable.  The  problem  is  that  they  act  against 
each  other,  and  there  is  no  single  responsible  arbiter  onsite  in  the 
provinces  who  can  balance  these  competing  interests  and  make 
a  decision.  Furthermore,  it  is  very  difficult  in  Iraq,  even  today 
with  the  improving  security  situation,  to  maintain  that  anything  is 
independent  of  security.  Therefore,  the  military  can  be  involved  in 
areas  that  might  ostensibly  fall  within  the  PRT  sphere. 

I  did  find  these  expected  obstacles,  but  I  also  found  something 
encouraging — that  co-location  was  even  more  powerful  than  I 
had  previously  believed.  Even  if  there  is  no  formal  organizational 
link,  it  is  very  difficult  to  completely  ignore  the  concerns  of  a 
compatriot  in  a  wartime  environment  if  you  see  that  person  daily. 
It  is  a  lot  easier  to  do  it  over  e-mail,  however.  I  do  not  want  to 
exaggerate  the  tension  between  the  civilian  and  the  military  sides. 
Generally,  the  BCT  listens  to  the  advice  of  the  PRTs  regarding 
political  and  economic  matters.  This  cooperation  is  also  helped 
because  of  the  frequent  contact  between  the  PRT  and  the  BCT, 
which  are  usually  on  the  same  FOB. 

FHowever,  being  on  the  same  base  is  not  the  same  as  co-loca¬ 
tion.  These  bases  are  big — four,  eight,  nine  square  miles — and  the 
PRT  and  the  brigade  headquarters  are  often  on  opposite  sides  of 
the  base.  If  the  personalities  do  not  match,  the  BCT  commander 
and  the  PRT  leader  might  not  see  each  other  for  a  week  or  two. 
When  the  personalities  mesh,  the  PRT/BCT  team  works  fairly 
smoothly,  and  I  do  not  think  that  unified  authority  would  add  a  lot 
to  it.  However,  the  clarity  of  responsibility  affected  by  a  CORDS- 
like  structure  would  certainly  help  when  the  PRT  and  BCT  leaders 
have  different  conceptions  of  how  to  wage  a  war. 
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COALITION  PARTNERSHIP  PRINCIPLES 

Rod  West 


I  have  a  good  deal  of  experience  working  with  coalitions. 
I  have  worked  in  five  different  coalition  operations  around  the 
world,  twice  in  command  of  Americans.  I  have  worked  in  differ¬ 
ent  sorts  of  situations  and  with  different  sorts  of  military  posture 
in  East  Timor,  in  Kuwait,  in  Iraq,  in  Bogenville,  and  Cambodia, 
and  also  in  a  number  of  defense  cooperation  and  engagement 
activities.  What  runs  through  all  of  those  particular  operations  is 
that  each  is  unique  and  requires  a  different,  often  first-principles, 
approach.  While  a  good  doctrine,  TTPs  [tactics,  techniques,  and 
procedures],  communications  plans,  and  so  forth  are  very  handy, 
they  cannot  be  relied  upon  to  provide  a  templated  solution  for 
future  conflict  resolution,  particularly  in  the  present  complex  and 
persistent  conflict. 


Brigadier  Roderick  J.S.  West  commanded  the  Joint  Headquarters 
Transition  Team  in  Iraq,  a  multinational  team  of  senior  military  officers, 
civilians,  contractors  and  Iraqi  personnel  providing  mentorship  and 
policy  guidance  to  improve  the  institutional  capacity  of  the  Iraqi 
government  and  security  forces.  His  distinguished  military  career 
spans  more  than  20  years  in  the  Australian  Army  and  the  Corps  of 
the  Royal  Australian  Engineers  in  various  command,  instructional,  and 
staff  roles.  Brigadier  West  holds  a  Master  of  Management  degree  from 
the  University  of  Queensland,  a  Master  of  Science  (National  Security 
Strategy)  from  the  United  States  National  Defense  University,  and  a 
Master  of  Defence  Studies  degree  from  the  University  of  Canberra. 
His  reconstruction  support  to  the  Itape  tsunami  in  Papua,  New  Guinea, 
won  him  the  Conspicuous  Service  Cross. 
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LEGITIMACY  AN  D  HOPE 

I  do  not  propose  to  dazzle  you  with  answers  today  about  how 
to  empower  your  partners.  I  come  to  you  from  the  point  of  view 
of  a  coalition  partner,  a  planner,  and  a  commander  from  my  own 
army.  I  approach  my  own  planning  from  the  point  of  view  of  two 
important  principles: 

•  No  one  starts  a  war  without  first  being  clear  of  mind  about 
what  he  intends  to  achieve  by  that  war  and  how  he  intends 
to  conduct  it. 

•  The  purpose  of  war  is  to  secure  a  better  peace. 

The  former  quote,  attributed  to  Carl  von  Clausewitz  [1  ],  relates 
to  legitimacy,  and  the  second  quote,  from  Sir  Basil  Liddel  1-Hart 
[2],  relates  to  hope.  Legitimacy  and  hope  are  the  two  elements 
that  will  bring  coalition  partners  into  play.  Without  those  two 
important  factors,  it  is  unlikely  you  will  get  a  coalition  partner  of 
any  endurance  to  stump  up  for  the  operation.  The  von  Clausewitz 
approach  is  very  direct,  while  the  Liddel  1-Hart  approach  is  more 
indirect.  It  extends  from  his  experience  in  World  War  I. 

T RENCHCOAT  ANALOGY 

As  I  reflect  on  recent  operations,  we  could  wonder  if  we  have 
asked  the  right  question  here.  If  we  have  not,  then  it  is  going  to  be 
hard  to  achieve  legitimacy  or  hope  from  the  operation.  Coalition 
operations  is  a  very  difficult  area  to  work  in.  I  have  often  heard 
Professor  Bob  Sharpe  at  the  National  Defense  University  describe 
coalition  operations  as  rather  like  an  Englishman  wearing  a  three- 
button  trenchcoat.  The  top  button  is  usually  done  up  high  and 
tight  and  always  looks  very  smart.  He  likens  this  to  unity  of  intent. 
That  is,  all  the  nations  that  sign  up  to  the  adventure  generally 
speak  with  a  similar  voice  and  are  on  message. 

The  second  button  he  refers  to  as  unity  of  effort,  and  this 
button  can  be  a  little  untidy.  It  could  be  done  up,  or  it  may  be 
undone,  but  it  is  quite  nonspecific  and  may  not  generally  support 
the  whole  unity  of  intent.  And  rarely  does  the  action  or  the  effort 
match  the  rhetoric. 
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The  final  button,  the  third  button,  is  generally  very  untidy, 
allowing  the  coattails  to  blow  around  in  the  wind.  This  button 
he  refers  to  as  unity  of  effect.  Very  rarely  do  we  get  the  specified 
effects  in  the  operation  right  at  the  start  as  we  talk  about  unity  of 
intent.  For  example,  we  estimated  that  we  would  need  about  $40 
billion  to  solve  the  problem  of  Iraq.  So  far,  we  have  got  commit¬ 
ments  of  about  1 0%  of  that  sort  of  figure. 

Realism  About  Military  Might 

The  trenchcoat  is  an  interesting  analogy  because  it  tells  me,  as 
a  military  planner,  that  almost  always  I  am  not  going  to  get  all  of 
the  resources  that  I  need  to  achieve  the  specified  end.  This  real¬ 
ization  would  generally  cause  military  planners  to  be  cautious, 
to  underpromise  and  attempt  to  overdeliver.  I  think  the  trick  here 
from  a  planner's  point  of  view  is  to  be  realistic  about  what  can  be 
achieved  by  the  military  instrument. 

In  the  context  of  the  overall  government  approach  or  coali¬ 
tion  approach,  one  has  to  be  realistic  about  what  the  military  can 
bring  to  the  overall  mechanism  to  get  you  to  where  you  need 
to  go.  This  issue  is  important  as  the  U.S.  moves  to  its  new  doc¬ 
trine  under  FM3-0  [3]  and  starts  to  look  at  stability  operations 
along  with  the  other  phases  of  war:  offense,  defense,  and  support 
operations. 

In  my  view,  the  new  plan  does  not  go  far  enough  to  address 
this  issue.  I  want  to  a  look  at  some  of  the  issues  of  operational 
weaknesses,  as  I  identify  them.  These  are  trends  that  I  have  noticed 
in  operations,  not  necessarily  any  sort  of  doctrinal  approach  or  an 
Australian  government  approach. 

OPERATIONAL  WEAKNESSES 

Institutional  Capacity 

The  first  issue  is  that  of  institutional  capacity,  which  is  the 
ability  of  a  host  nation  or  a  country's  military  or  security  services 
to  manage  their  organization.  It  includes  institutions  and  pro¬ 
cesses,  such  as  strategic  planning,  budgeting  and  financial  con¬ 
trol,  force  management,  equipment  and  capability  acquisition,  an 
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institutional  training  base,  logistics  and  sustainment,  moderniza¬ 
tion,  and  military  law.  Most  nations  are  strong  in  some  of  these 
issues,  but  no  nation  is  strong  in  all  of  them,  including  the  U.S. 
military.  Each  of  those  functions  must  be  audited  to  identify  the 
critical  vulnerabilities  where  investment  is  needed  to  bring  the 
country's  capability  up  to  a  level  that  will  empower  them  to  take 
on  this  global  war. 

Combat  Effectiveness 

The  next  issue  is  the  combat  effectiveness  of  each  of  those 
nations.  There  is  great  variation  from  nation  to  nation.  But  the 
important  point  is  to  look  at  how  a  military  can  actually  apply 
its  combat  power,  how  it  is  informed  for  the  commitment  of  that 
combat  power,  how  it  is  controlled,  how  it  is  equipped,  and  how 
it  is  trusted  or  viewed  by  the  international  community  and  its  own 
people.  The  results  of  this  assessment  will  be  very  different  for 
each  partner. 

Information  Sharing 

The  ability  to  conduct  intelligence-led  operations  is  funda¬ 
mental  to  this  sort  of  global  warfare.  The  key  to  ISR  [intelligence, 
surveillance,  and  reconnaissance]  is  information.  In  the  coali¬ 
tion  environment,  information  gathering,  processing,  and  sharing 
should  be  a  continuous  loop  that  we  all  undertake  on  an  inter¬ 
national  level.  The  difficulty  is  that  the  U.S.  is  traditionally  very 
reluctant  to  share  information  and  is  understandably  very  protec¬ 
tive  of  that  information.  The  question  is:  Can  the  U.S.  find  ways 
to  share  actionable  intelligence  with  its  allies  or  partners  in  ways 
that  will  not  compromise  its  own  security  or  competitive  edge? 

This  area  is  very  difficult.  No  nation  has  a  better  intelligence 
or  security  relationship  with  the  United  States  than  Australia.  In 
2006,  the  President  signed  a  directive  to  allow  Australia  and  the 
U.K.  to  share  Classified  Information  Procedures  Act  (CIPA)  access. 
Sharing  has  occurred  in  some  instances,  but  it  certainly  has  not 
occurred  in  accordance  with  the  intent  of  the  President. 

Further  down  the  command  chain  at  the  level  of  a  foreign 
disclosure  officer,  the  grassroots  level  is  bound  by  rules  and 


Chapter  4  Roundtable  3 

Enabling  Partners  to  Combat  the  Enemy  211 


regulations  that  cannot  be  sidestepped,  even  with  a  Presidential 
citation.  If  information  sharing  is  very  difficult  for  us,  it  is  certainly 
going  to  be  very  difficult  for  nontraditional  partners  or  for  partners 
who  do  not  have  the  same  sort  of  security  relationships  built  up 
over  many  years  that  we  do.  It  is  going  to  be  tough,  but  it  is  an 
area  that  needs  investment  and  analysis. 


"Can  the  U.S.  find  ways  to  share  actionable  intelligence 
with  its  allies  or  partners  in  ways  that  will  not  compromise 
its  own  security  or  competitive  edge?" 


Values  and  Ethics 

The  next  issue  is  values  and  ethics,  which  is  as  much  about 
cultural  friction  as  it  is  about  ideology.  The  question  here  is:  can 
the  U.S.  cooperate  with  societies  that  do  not  share  its  values  of 
freedom,  democracy,  and  the  pursuit  of  happiness  in  the  same 
way?  We  live  in  an  area  where  we  have  to  get  along  with  our 
neighbors.  Even  if  we  do  not  share  the  same  values  as  some  of 
those  neighbors,  we  know  that  we  must  cooperate,  operate,  and 
share  information  with  them  if  we  are  all  going  to  be  secure 
within  our  own  region.  Again,  it  is  a  very  difficult  area,  and  a  lot 
of  people  will  say  you  cannot  do  this  or  that,  or  there  are  regula¬ 
tions  to  prevent  you  from  doing  what  you  want  to  do  or  going 
where  you  want  to  go.  Somehow,  they  have  to  be  circumvented. 

Reliability 

The  final  issue  on  the  operational  side  of  the  house  is  reliabil¬ 
ity.  How  reliable  are  those  that  you  are  working  with — the  leader¬ 
ship,  the  commanders,  the  whole  of  government  leadership?  Can 
they  be  trusted?  Are  they  working  in  the  best  interests  of  their  own 
nations,  their  own  people,  the  coalition?  We  have  been  trying  to 
assess  the  reliability  of  the  leadership  in  Iraq  and  Afghanistan  and 
other  places,  and  it  is  very  tricky  assigning  any  sort  of  metrics  to 
it.  Somehow,  we  have  got  to  come  to  grips  with  those  that  we  can 
trust  and  those  that  we  cannot. 
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TECHNICAL  GAPS 

Modernization 

Coming  down  to  the  technical  level,  there  are  a  number  of 
gaps  that  need  work.  Many  of  our  allies  who  are  crucial  to  this 
persistent  conflict  have  been  very  slow  to  adapt  their  own  doc¬ 
trines  and  their  own  systems  to  this  new  environment.  Counters 
to  unrestricted  warfare  cannot  be  conducted  with  old  industrial 
age  or  Cold  War-era  TTPs,  equipment,  and  information  systems. 
Many  of  the  nations  whose  support  we  need  do  not  understand 
that  there  is  a  Global  War  on  Terrorism.  They  are  very  loath  to 
invest,  to  modernize  their  systems,  to  modernize  their  intelli¬ 
gence  gathering,  or  to  modernize  their  linkages  to  Western  part¬ 
ners  because  they  are  just  not  motivated  to  do  so. 


"Can  the  U.S.  cooperate  with  societies  that  do  not  share  its 
values  of  freedom,  democracy,  and  the  pursuit  of  happiness 
in  the  same  way?" 


We  have  to  attack  that  particular  issue.  The  crucial  issue 
comes  back  to  information  and  information  sharing,  particu¬ 
larly  in  the  form  of  actionable  intelligence.  Many  of  our  allies 
rely  solely  on  human  intelligence.  Although  human  intelligence 
is  very  important,  it  is  rarely  extensive  enough  and  very  rarely 
timely  enough  to  provide  the  precision  effects  required  by  coun¬ 
terterrorist  operations. 

Counterinsurgency  or  Counterterrorism? 

I  also  have  one  problem  with  what  I  have  heard  today:  the 
intermixing  of  counterinsurgency  and  counterterrorism.  They  are 
two  completely  separate  issues,  and  the  tools  that  work  for  one 
will  not  necessarily  work  for  the  other.  We  need  to  be  very  pre¬ 
cise  in  the  use  of  these  terms.  If  we  get  confused,  we  are  likely  to 
apply  the  wrong  tool  to  the  wrong  problem. 
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Common  Operating  Picture 

If  we  really  want  our  forces  to  interoperate  at  the  technical 
level  in  the  field  alongside  each  other  on  a  dark  and  dangerous 
night,  we  have  to  build  a  common  operating  picture  of  what  we 
are  doing,  what  the  enemy's  doing,  and  what  the  noncombatants 
are  doing.  As  Sir  Rupert  Smith  said,  "This  is  a  war  among  the 
people."  [4]  We  have  got  to  acquire  that  picture,  develop  it  our¬ 
selves,  and  then  disseminate  it  so  that  everyone  involved  is  seeing 
the  same  thing.  We  have  been  after  this  holy  grail  for  decades. 
Having  just  finished  in  Iraq  in  September,  I  can  tell  you  that  we 
are  still  a  long,  long  way  from  that  common  operating  picture. 

Tactical  Mobility 

The  next  technical  gap  that  I  see  is  tactical  mobility.  Many 
nations  still  have  foot-mounted  militaries.  They  have  not  learned 
the  lessons  of  protected  mobility  and  the  ramifications  of  coming 
up  against  a  smart  enemy  who  uses  improvised  explosive  devices 
(lEDs),  land  mines,  and  other  such  devices. 

It  has  taken  us  5  years  to  get  into  a  position  where  we  can 
ensure  mobility  by  upgrading  the  protection  on  our  land-based 
mobility  systems.  A  lot  of  nations  are  going  to  need  help  with 
that. 

Force  Protection  Standards 

The  next  issue  relates  to  force  protection  standards.  Many 
nations  have  much  lower  force  protection  standards  than  we  do. 
We  have  to  reach  agreement  on  a  common  standard  if  we  are 
going  to  be  operating  together.  Counter-IED  and  electronic  war¬ 
fare  standards  must  be  included  as  well.  Interoperability  in  basic 
communications  and  radios  and  the  ability  to  speak  together  on  a 
tactical  radio  network  is  still  something  that  eludes  us.  The  difficult 
questions  are  what  degree  of  interoperability  is  actually  required, 
and  who  is  going  to  fund  it?  It  may  be  that  the  U.S.,  as  the  last 
great  superpower,  has  to  come  up  with  the  coalition  junction  box 
that  all  nations  can  plug  into  for  commonality  of  communications 
or  a  common  operating  picture. 
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CONCLUSIONS 

Kinetic  action  cannot  solve  the  underlying  issues  and  often 
works  to  gain  new  recruits  for  our  enemies.  We  have  known  that 
for  a  long  time,  but  we  are  still  doing  it. 

Military  action  can  buy  time  and  can  certainly  help  reduce 
passions.  But  by  itself,  it  is  highly  unlikely  to  be  decisive  in  this 
war.  Militaries  must  be  adaptable.  From  what  I  have  seen  of  the 
new  FM3-0,  there  is  a  real  attempt  to  make  the  U.S.  Army,  in  par¬ 
ticular,  far  more  adaptable  than  it  has  been  in  the  past. 

Right  now,  the  Australian  army  is  conducting  operations  across 
the  spectrum  of  conflict  and  in  three  of  the  four  global  hemi¬ 
spheres.  After  about  a  decade  of  these  operations,  we  are  now  in 
a  position  where  we  can  implement  our  own  doctrine  of  adaptive 
campaign.  We  can  do  it  because  we  are  small  and  agile. 

The  lesson  is  that  all  militaries  have  to  do  that.  We  have  sol¬ 
diers  in  Iraq  who  are  currently  conducting  full-spectrum  opera¬ 
tions.  In  Timor,  we  are  conducting  peace  support  operations  with 
a  highly  visible  military  presence.  In  Afghanistan,  we  are  conduct¬ 
ing  provincial  reconstruction  tasks,  supported  by  the  Dutch  and 
by  local  security  operations.  In  the  Solomon  Islands,  we  are  sup¬ 
porting  the  regional  assistance  mission  through  presence  without 
posture — that  is,  we  have  a  combat  team  of  soldiers  there  but 
without  visible  weapons. 

Our  soldiers  need  to  be  able  to  rotate  through  that  spectrum, 
as  do  yours.  That  takes  a  certain  agility  of  mind,  not  to  mention 
equipment,  techniques,  and  procedures. 

I  will  leave  you  with  a  thought  that  persistent  conflict  among 
the  people  knows  no  boundaries  and  cannot  be  defeated  by  a 
single  nation  alone,  no  matter  how  omnipotent  seeming.  The  solu¬ 
tion  to  unrestricted  warfare  will  require  an  unprecedented  inter¬ 
national  cooperation,  an  unprecedented  exchange  of  information, 
and  perhaps  the  subordination  of  some  traditional  national  inter¬ 
ests  to  empower  friends,  allies,  and  even  nontraditional  partners 
to  counter  this  global  phenomenon. 
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\  .  General  West,  would  you  expand  a  little  on  your  comment  that 
counterinsurgency  and  counterterrorism  are  very  different  given 
our  context  today? 


|  BRIG  Rod  West  -  I  will  answer  the  easy  part  first.  Counterter¬ 
rorism  is  a  kinetic  effect.  Terrorists  sit  under  the  banner  of  what  I 
have  heard  General  Patraeus  describe  as  the  irreconcilables.  Gen¬ 
erally,  the  only  answer  to  that  kind  of  adversary  is  a  kinetic  effect, 
that  is,  destroy  them  or  disrupt  them  or  kill  them. 


In  contrast,  when  you  talk  about  counterinsurgency  opera¬ 
tions,  you  are  talking  about  an  operation  that  is  focused  on  the 
minds  of  the  people  in  that  particular  area.  The  focus  moves  away 
from  the  enemy  to  the  people.  The  more  you  come  back  to  focus 
on  the  enemy,  the  more  you  isolate  the  people,  and  the  effect  is 
quite  the  reverse  of  what  you  want.  Henry  [Nuzum]  mentioned 
some  very  good  examples  of  the  lessons  learned  from  Viet  Nam. 
You  have  to  start  directing  your  operations,  possibly  not  led  by  the 
military  instrument.  Those  are  the  two  important  distinctions. 


Could  you  comment  on  the  intel  aspects  for  each,  if  they  are 
different? 


\  Mr.  Robert  Grenier  -  I  am  not  sure  that  there  are  different 
intelligence  aspects.  I  would  just  add  my  voice  to  Rod  West's  that 
counterterrorism,  as  narrowly  defined,  and  counterinsurgency  are 
very  different.  Perhaps  the  best  example  that  makes  the  distinction 
clear  is  the  situation  in  the  tribal  territories  in  Pakistan.  We  are 
pushing  our  Pakistani  allies  to  take  effective  action  against  terrorist 
targets  under  circumstances  where  doing  so  further  inflames  the 
local  population  against  them  and,  by  inference,  against  us.  At  the 
same  time,  we  want  to  conduct  a  counterinsurgency  campaign 
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there  to  deny  safe  haven  to  the  very  terrorists  that  we  are  trying 
to  kill  or  capture.  In  other  words,  we  are  trying  to  do  two  things 
simultaneously  that  work  directly  against  each  other. 


How  difficult  is  it  to  get  our  allies  to  cooperate  with  us? 


|  Prof.  Thomas  Keaney  -  Quite  frankly,  when  I  was  still  in 
government,  I  was  amazed  every  day  that  people  cooperated  with 
us  as  much  and  as  effectively  as  they  did.  In  their  place,  I  am  not 
sure  that  I  would  have  acted  quite  as  vigorously. 


.  An  associated  question  for  Rod  West.  Has  there  been  some 
reluctance  either  by  the  Australians  or  anyone  else  to  being  seen 
as  an  ally  to  the  US  because  of  how  Ll.S.  actions  are  viewed  abroad? 


|  BRIG  Rod  West  -  Specifically  from  Australia's  point  of  view, 
the  answer  is  no.  We  are  our  own  nation,  and  we  make  our  own 
judgments  and  decisions.  Australians  would  not  be  swayed  by 
The  Washington  Post  because  very  few  read  it.  They  would  be 
persuaded  by  what  they  read  in  the  Camber  Times,  and  that  is 
something  different. 


The  issue  for  other  nations  is  that  they  see  a  difference 
between  what  the  Administration  is  saying  and  what  people  are 
reading  or  seeing  on  CNN.  People  have  a  level  of  tolerance  to 
that  kind  of  disconnect,  but  each  time  it  happens  and  each  time 
people  observe  it,  another  small  layer  of  trust  is  lost  until  there  is 
no  going  back. 


,  Mr.  Nuzum  referenced  the  CORDS  program  in  his  Viet  Nam 
^-4*  example.  From  your  experience  or  from  your  research ,  can  you 
tell  why  there  has  been  reluctance  to  look  at  the  lessons  from  Viet  Nam  and 
apply  them? 


f  Mr.  Henry  Nuzum  -  I  am  a  true  believer  in  this  unity  of 
command  concept.  It  took  half  a  decade  to  apply  it  in  Viet  Nam, 
so  it  required  continued  and  persistent  executive  attention  for  an 
appreciable  period.  President  Johnson  picked  up  on  President 
Kennedy's  attention  to  the  subject  in  November  of  1963  when  he 
took  over.  Still,  CORDS  was  not  implemented  until  May  of  1967, 
almost  four  years  later. 
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Part  of  the  immediate  reason  is  that  we  assume  these  wars 
will  be  very  quick.  The  quiet  period  of  2001  to  2003  or  2004  in 
Afghanistan  only  confirmed  that  optimism.  We  also  assumed  that 
Iraq  was  going  to  be  quick,  so  why  reorder  the  mechanics  of  gov¬ 
ernment  when  you  are  going  to  be  in  and  out  in  a  hurry?  CORDS 
is  being  applied  now  in  Iraq.  There  is  a  country  team  concept 
there,  but  the  level  of  the  authority  of  the  Ambassador  on  the 
country  team  is  fairly  variable.  The  bureaucracies  are  being  taken 
out  of  their  peacetime  construct,  reporting  up  their  own  chains  to 
Baghdad  and  from  Baghdad  back  to  DC,  which  unifies  power  at 
a  national  level  in  Baghdad,  a  provincial  level,  and  eventually  a 
district  level. 


The  broader  reasons  have  to  do  with  different  bureaucratic 
cultures.  USAID  State,  and  the  military  are  the  three  main  players, 
and  all  approach  these  things  differently.  Societal  conceptions  of 
war  play  a  part,  too.  American  society  still  thinks  of  World  War  II 
as  the  paradigm  of  war,  whereas  it  was  probably  more  anomalous 
than  anything  else.  The  narrative  of  World  War  II  is  that  military 
commanders  had  freedom  of  action.  I  think  the  memory  of  that 
is  exaggerated.  We  were  striving  for  unconditional  surrender,  so 
commanders  probably  had  more  latitude.  Again,  the  memory  is  of 
a  grand  conventional  conflict — we  do  not  remember  the  messier, 
insurgency  aspects.  It  is  difficult  to  escape  that  conventional  para¬ 
digm.  As  a  society,  we  are  uncomfortable  with  both  insurgency 
and  the  reforms  that  are  necessary  to  properly  address  it. 


Finally,  I  do  not  believe  those  lessons  have  received  the 
attention  from  the  Executive  Branch  or  the  Congress  that  they 
might  have  gotten  during  Viet  Nam,  which  ties  into  the  societal 
conceptions. 


\  .  Bob  Grenier  mentioned  the  need  for  intelligence  sharing  but 
specifically  at  the  tactical  level,  and  Henry  [ NuzumJ  talked 
about  the  need for  unity  of  command.  Would  that  apply  to  intel  people  at 
the  tactical  level,  or  is  there  a  specicd province  for  that?  How  successful  will 
intel  sharing  between  countries  beat  the  tactical  level? 


\  Mr.  Robert  Grenier-  Intel  sharing  does  apply,  particularly  in 
a  war  zone  where  we  have  intelligence  personnel,  intelligence 
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assets,  and  capabilities  deployed  in  the  same  theater  with  military 
assets  and  military  capabilities.  Those  of  us  who  leave  government 
live  in  deathly  fear  that  our  experience  will  become  irrelevant. 
This  discussion  has  been  enormously  reassuring  to  me  because  I 
can  see  that  we  are  still  having  the  same  discussions  now  that  we 
were  having  a  year  and  a  half  ago  when  I  was  still  in  government. 
It  does  not  appear  as  though  we  have  made  any  forward  progress 
whatsoever.  I  think  people  could  easily  read  my  comments  as  an 
impassioned  argument  for  unity  of  effort,  when  Henry  is  arguing 
passionately  in  favor  of  unity  of  command.  The  issue  for  me  is 
not  so  much  who  is  in  charge,  or  who  is  deciding  if  there  is  going 
to  be  unity  of  command  and  who  the  commander  is  going  to 
be,  as  it  is  my  concern  that  the  question  itself  is  irrelevant.  It  is 
irrelevant  to  the  extent  that  in  many  cases,  an  argument  over  unity 
of  command  and  who  should  be  in  charge  is  actually  masking  a 
more  fundamental  question  that  has  not  been  resolved. 

From  Henry's  recounting  of  his  direct  experiences  with  the 
PRTs  in  Iraq,  what  jumps  out  is  that  the  job  of  the  BCTs  is  not 
just  to  work  together  with  the  PRTs — they  actually  have  wider 
responsibilities  that  require  somebody  at  a  more  senior  level  to 
decide  the  priority  at  any  given  point  in  time.  It  seems  as  though 
somebody  has  not  made  a  fundamental  decision  somewhere 
along  the  way  because  I  agree  absolutely  that  co-location  is  criti¬ 
cal.  If  you  have  a  co-located  PRT  and  BCT  who  have  one  clear 
job,  a  common  conception  of  the  effort,  and  an  understanding  of 
what  each  brings  to  the  table,  then  it  almost  does  not  matter  who 
is  in  charge  because  the  civilian  is  not  going  to  understand  the 
business  of  his  military  colleagues  and  vice  versa.  This  question 
of  who  decides  if  we  go  out  in  support  of  the  PRT  or  go  out  on 
a  combat  patrol  would  be  solved  if  the  civilian  head  of  the  PRT 
were  in  charge.  The  more  fundamental  problem  is  that  the  PRT 
is  perhaps  being  given  too  much  to  do.  Somebody  has  not  made 
a  decision  as  to  the  real  center  of  gravity  of  our  effort  in  a  given 
province. 
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Rod,  do  you  have  any  comments  on  that? 


'  BRIG  Rod  West  -  Turf  battles  like  that  often  come  down  to 
who  is  providing  the  resources,  where  they  come  from,  and  if 
there  are  enough.  As  soon  as  resources  become  tight,  people 
try  to  protect  their  own  patches.  I  do  not  know  the  funding 
arrangements  for  the  PRT,  but  I  did  observe  them  pretty  closely  in 
Iraq,  and  I  feel  that  PRTs  have  the  potential  to  be  very  powerful. 
They  are  being  constricted  in  the  ways  that  Henry  described, 
although  my  own  impression  was  that  it  was  not  quite  as  bad  as 
Henry  was  describing.  Can  it  be  fixed  by  unity  of  command?  I  do 
not  know  about  the  American  context.  In  the  Australian  context, 
our  civilians  will  not  adhere  to  the  term  command  at  all.  They  do 
not  understand  it,  do  not  believe  it,  and  do  not  believe  anyone 
outside  of  a  uniform  can  be  commanded. 


So,  we  would  relate  to  unity  of  effort  in  Australia.  If  you  have 
unity  of  effort  and  unity  of  resources,  so  that  there  is  a  single  dog 
that  can  wag  its  tail  and  have  the  resources  sent  in  the  right  direc¬ 
tion,  you  are  halfway  there. 


.  Our  final  question  has  to  do  with  harriers  in  information  sharing, 
particularly  information  sharing  at  the  secret  level.  The  question 
is:  Are  these  barriers  mainly  political  as  opposed  to  ways  of  protecting 
sources?  If  so,  how  can  we  get  beyond  the  political  barriers? 


|  Mr.  Robert  Grenier  -  I  am  not  sure  exactly  what  you  mean  by 
a  political  barrier  as  opposed  to  a  substantive  barrier  or  sources 
and  methods. 


|  Prof.  Thomas  Keaney  -  I  think  political  here  refers  to  sharing 
with  a  country  that  we  are  not  sure  of  or  the  interaction  between 
the  countries,  as  opposed  to  the  information. 

|  Mr.  Robert  Grenier  -  Let  me  just  cite  two  factors,  and  there 
may  be  others  as  well.  One  has  to  do  with  trust.  For  me  to  feel 
free  to  share  information  at  whatever  level,  I  have  to  trust  that  it  is 
going  to  be  used  responsibly.  But  there  is  another  factor  here  that 
is  much  more  pernicious.  Again,  speaking  for  people  who  come 
from  my  background,  we  tend  to  keep  secrets  because  that  is 
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what  we  do.  Keeping  secrets  becomes  reflexive — for  what  may  be 
very  good  reasons.  By  and  large,  most  times,  most  places,  most 
situations,  it  is  best  to  protect  information.  But  in  drilling  that  into 
people's  heads,  many  of  us  lose  the  underlying  understanding  of 
why  we  are  keeping  the  secrets. 

You  need  to  have  that  understanding  in  the  frontal  cortex  of 
your  brain  to  make  proper  tactical  decisions  as  to  what  to  share 
and  what  not  to  share.  If  we  are  talking  about  making  a  whole 
level  of  information,  which  we  have  arbitrarily  called  secret, 
available  to  all  our  colleagues  within  government  and  to  all  of 
our  allies  by  giving  them  common  access  to  a  broad  communica¬ 
tion  information  system,  that  is  going  to  make  people  in  the  intel¬ 
ligence  world  very,  very  uncomfortable.  They  do  not  know  how 
the  information  is  being  used;  they  do  not  know  how  it  is  being 
protected.  Therefore,  rather  than  dealing  with  those  issues,  they 
will  tend  to  keep  information  out  of  it. 
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How  can  we  deter  or  dissuade  terrorists  and  terrorist  organi¬ 
zations  from  committing  hostile  actions  against  our  country,  par¬ 
ticularly  from  the  use  of  WMD? 

I  will  start  with  a  review  of  the  deterrence  policy  thatthe  Office 
of  the  Secretary  of  Defense  (OSD)  and  DoD  were  forming  at  that 
time  for  the  Global  War  on  Terrorism  (GWOT).  Figure  1  provides 
an  overview  of  the  GWOT  campaign  concept.  The  fourth  line  of 
operation  in  the  influence  environment  concentrates  on  deterring 
tacit  and  active  support  for  terrorism. 

The  United  States  has  traditionally  confronted  the  challenge 
of  deterrence  at  the  national  policy  or  strategic  level,  focusing 
on  the  former  Soviet  Union  during  the  Cold  War  era.  The  United 
States  and  the  Soviet  Union  achieved  deterrence  chiefly  by  bal¬ 
ancing  nuclear  threats  between  the  two  nations.  Deterrence 
became  synonymous  with  the  words  nuclear  and  strategic.  Today, 
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some  communities  within  DoD  still  speak  primarily  of  strategic 
deterrence  as  being  nuclear. 
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Figure  1  DoD  GWOT  Campaign  Concept 

However,  at  the  outset  of  the  21st  century,  the  recognition 
became  widespread  in  DoD  at  the  policy  level  that  deterrence 
had  to  encompass  far  more  than  just  the  threat  of  nuclear  retali¬ 
ation.  The  adversaries  we  are  facing  are  not  going  to  be  deterred 
by  our  nuclear  arsenal  or  nuclear  capabilities.  Subsequently,  the 
Nuclear  Posture  Review,  submitted  to  Congress  on  31  December 
2001,  introduced  the  idea  of  a  new  triad — not  the  old  nuclear 
triad  of  sea-based,  land-based,  and  air-based  nuclear  weap¬ 
ons  but  one  composed  of  offensive  strike  systems  (both  nuclear 
and  nonnuclear),  active  and  passive  defenses,  and  a  revitalized 
defense  infrastructure  that  will  rapidly  provide  new  capabilities 
to  meet  emerging  threats.  All  three  elements  of  the  new  triad 
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are  tied  together  by  enhanced  Command  and  Control  (C2)  and 
Intelligence,  Surveillance,  and  Reconnaissance  (ISR)  systems. 

In  2003,  U.S.  Strategic  Command  (USSTRATCOM)  gained 
some  previously  unassigned  duties  associated  with  the  new  triad, 
taking  on  new  missions  including  global  strike,  integrated  missile 
defense,  and  information  operations.  In  2006,  the  Quadrennial 
Defense  Review  (QDR)  introduced  the  concept  of  tailored  deter¬ 
rence.  However,  this  new  term  in  DoD  policy  needed  further 
definition.  Certainly,  the  term  "tailored"  implied  that  the  United 
States  would  not  rely  on  a  one-size-fits-all  solution  anymore;  the 
problem  was  much  more  complex  than  that.  The  three  main  ele¬ 
ments  of  the  tailored  deterrence  policy  are  to  deny  adversaries 
benefits  from  their  actions,  to  impose  sufficient  costs  on  those 
actions  to  make  continuing  the  action  a  non-viable  option  and 
to  motivate  them  to  accept  the  status  quo — to  realize  that  their 
current  situation  is  better  than  the  consequences  of  the  aggressive 
action  they  were  intending  to  take. 

In  the  2007  URW  Symposium,  Colonel  Charles  Lutes  from 
the  National  Defense  University  introduced  two  terms: 

•  Deterrence:  Convincing  an  adversary  to  not  undertake  acts 
of  aggression 

•  Dissuasion:  Convincing  a  potential  adversary  not  to 
compete  with  the  United  States  or  take  an  undesirable  path 
such  as  acquiring,  enhancing,  or  increasing  threatening 
capabilities 

Preventing  terrorist  acts  must  combine  deterrence  and  dissua¬ 
sion.  Tailored  deterrence  comprises  three  primary  components 
that  we  can  adapt  to  give  the  desired  results: 

•  Tailoring  to  specific  actors 

Must  adapt  to  type  of  actor 

Must  have  knowledge  of  leaders,  culture,  and  decision¬ 
making  calculus 
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•  Tailoring  capabilities 

Nuclear  and  conventional,  kinetic  and  nonkinetic 
Deterrence,  dissuasion,  and  assurance 

•  Tailoring  messages 

Actions  with  multiple  interpretations  among  different 
actors 

Balancing  general  policies  with  specific  responses 

In  discussing  deterrence  at  the  2007  URW  Symposium,  Dr. 
Jason  Castillo,  who  was  then  at  OSD,  made  the  following  state¬ 
ment  about  nonstate  actors,  which  was  the  general  opinion  at  the 
time: 

“Finally,  for  the  nonstate  actor,  the  danger  is  that  this  ad¬ 
versary  has  revisionist  motives.  It  is  difficult  to  punish  him 
because  there  is  nothing  we  can  hold  hostage,  and  his  ide¬ 
ology  makes  him  immune  to  pain.  ” 

—  Tailored  Dissuasion  and  Deterrence,  Dr.  Jason  Castillo, 

2007  URW  Symposium  Proceedings 

Until  now,  it  has  been  difficult  to  deter  someone  who  has 
an  ideological  motive  that  you  cannot  hold  at  risk,  giving  them 
immunity  to  some  of  the  consequences  that  we  might  impose  on 
them. 

The  panelists  discuss  how  we  can  deter  tacit  and  direct  sup¬ 
port,  how  we  can  conduct  Cognitive  Systems  Analysis  (CCSA) 
to  identify  values  as  a  basis  for  deterring  terrorists,  and  how  to 
use  Information  Operations  (IO)  to  defeat  al  Qaeda  and  associ¬ 
ated  movements  as  well  as  perspectives  on  recent  recommenda¬ 
tions  from  the  Iraqi  Advisory  Task  Force  (IQATF)  on  Information 
Operations. 
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f|5.2  DETERRING  TACIT  AND  DIRECT 
SUPPORT 

Paul  Davis 


THE  DEFINITION  OF  DETERRENCE 

The  deterrence  paradigm  has  changed,  and  the  Cold  War  no 
longer  provides  a  good  model.  Also,  we  phrase  the  problem  in 
terms  of  "counterterrorism,"  but  we  are  really  discussing  counter¬ 
insurgency  and  counterrevolution.  To  help  frame  this  discussion, 
colleagues  at  RAND  and  I  have  distilled  the  following  summary 
highlights  of  the  latest  principles  in  characterizing  the  terrorism 
challenge: 

•  Terrorists  are  opposed  to  the  status  quo,  grandiosely 
ambitious,  and  uncompromising. 

•  Terrorist  networks  are  shadowy,  distributed,  and  hidden, 
making  them  difficult  to  target. 

•  Leaders  have  a  discounted  attachment  to  readily  attacked 
targets. 


Dr.  Paul  K.  Davis  is  a  senior  scientist  and  Research  Leader  at  RAND  and 
a  Professor  of  Policy  Analysis  in  the  Pardee  RAND  Graduate  School. 
He  has  expertise  in  strategic  and  defense  planning,  counterterrorism, 
military  transformation,  high-level  decision  support,  advanced 
qualitative  and  quantitative  methods  for  modeling  and  simulation, 
ballistic  missile  defense,  and  defense  acquisition.  Previously,  Dr.  Davis 
served  on  the  Naval  Studies  Board  under  the  National  Academy  of 
Sciences  and  ivas  given  the  Vance  R.  Wanner  award  by  the  Military 
Operations  Research  Society  for  lifetime  achievement.  He  was  a  senior 
executive  in  the  Office  of  the  Secretary  of  Defense  and  holds  a  B.S.  in 
Chemistry  from  the  University  of  Michigan  and  a  Ph.D.  in  Chemical 
Physics  from  the  Massachusetts  Institute  of  Technology. 
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•  Some  terrorists  might  even  welcome  martyrdom  or 
apocalyptic  events. 

•  Attributing  the  sources  of  attacks  may  be  difficult. 

•  There  are  moral  problems  with  collective  punishment, 
especially  indiscriminate  retribution. 

Many  terrorists  see  themselves  as  revolutionaries  in  a  sense. 
This  is  significant.  We  can  all  imagine  ourselves  in  parts  of  the 
world  and  in  societies  where  we  would  be  revolutionaries.  Saying 
that  terrorists  are  against  the  status  quo  is  not  as  inane  as  it  may 
sound.  Even  al  Qaeda,  which  is  on  the  two-sigma  end  of  the  curve 
in  many  respects,  thinks  of  itself  as  under  attack. 

Its  members  think  of  themselves  as  reactive.  Their  "organiza¬ 
tion"  is  diffuse,  which  makes  them  difficult  to  target,  and  their 
personal  associations  are  likewise  nebulous.  It  is  hard  to  deter 
somebody  who  has  discounted  the  connections  to  family  and 
society  that  can  be  targeted  or  threatened. 

Religious  ideology  is  also  problematic  through  its  connections 
with  martyrdom  and  apocalypse.  Much  debate  revolves  around 
how  fundamental  the  ideological  aspect  is:  which  comes  first, 
the  ideology  or  the  terrorism?  Examining  particular  cases  in  that 
respect  can  become  quite  complex  and  confusing.  However  you 
sort  that  out,  it  is  clear  that  some  terrorists  are  at  least  willing  to 
talk  about — and  some  apparently  do  believe  in — things  like  mar¬ 
tyrdom  and  promoting  an  apocalyptic  worldview. 

Therefore,  it  is  difficultto  frame  deterrence  around  these  issues. 
In  addition,  if  we  were  to  be  attacked  again,  it  might  be  difficult 
to  know  where  the  attack  came  from.  Sometimes  that  is  hard  to 
imagine  because  after  9/1 1 ,  we  did  know  where  the  attack  came 
from;  that  may  not  be  true  in  the  future.  The  last  point  in  the  list  at 
principles — the  moral  issue — really  goes  to  the  heart  of  some  of 
the  most  difficult  problems  with  deterrence.  Certainly,  underlying 
the  Cold  War  were  serious  moral  questions,  but  they  could  be 
rationalized — although  it  took  quite  a  bit  of  work  over  the  years. 
The  moral  dilemma  is  even  worse  today,  however,  because  if  you 
consider  a  massive  retaliatory  response  to  a  terrorist  attack,  who 


Chapter  5  Roundtable  4 
Deterring  Tacit  and  Active  Support  23 1 


is  targeted?  The  relationship  probably  would  be  quite  indirect. 
Many  innocent  people  would  be  attacked,  and  that  is  difficult  to 
justify. 

Thus,  the  moral  issue  of  retaliatory  response  to  terrorism  con¬ 
cerns  collective  punishment,  which  is  a  term  that  people  seldom 
talk  about;  yet,  historically,  it  has  been  one  of  the  tools  used  to 
deal  with  terrorism.  It  is  also  indiscriminant  on  a  broad  basis. 

THE  SCORE  CARD 

Granted  that  these  issues  make  deterring  terrorism  a  difficult 
problem,  how  do  we  approach  it?  Where  do  we  place  our  focus? 
In  the  context  of  some  of  the  broader  issues,  the  following  check¬ 
list  is  based  on  the  dominant  conclusions  Brian  Jenkins  and  I  have 
reached  in  studies  since  2002 — to  provide  a  scorecard  to  see  how 
we  are  doing  [1-3]: 

•  Take  a  multifront  approach 

•  Use  a  "systems  approach;"  terrorist  system  =  entire 
network 

•  Think  "influence,"  not  just  "deterrence" 

•  Sympathy  of  the  population  is  crucial;  terrorists  may 
be  their  own  worst  enemy,  but  U.S.  actions  can  hurt 
badly,  generating  impressions  of  arrogance,  callousness, 
hypocrisy,  and  incompetence 

•  Unique  problem:  deterring  use  of  WMD 

One  of  the  first  conclusions  Brian  and  I  drew  was  that  what¬ 
ever  it  is  we  are  going  to  do  to  respond  to  this  threat,  the  approach 
will  have  to  be  on  multiple  fronts  because  the  threat  is  not  mono¬ 
lithic,  as  it  was  during  the  Cold  War.  No  single,  attackable  "center 
of  gravity"  exists  in  the  counterterrorism  universe.  A  second  con¬ 
clusion  we  reached  in  2002  was  that  we  had  to  take  a  systems 
approach.  We  had  to  get  over  the  notion  that  we  had  to  attack  al 
Qaeda  leadership  per  se  for  success.  Why?  Because  al  Qaeda  is  a 
complex,  multifaceted,  Gordian  network  existing  worldwide  and 
consisting  of  leaders,  followers,  lieutenants,  religious  fanatics, 
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logisticians,  financiers,  and  so  forth.  Any  of  these  parts  could  and 
should  be  targets. 

Third,  we  need  to  think  not  in  terms  of  deterrence  but  in  terms 
of  influence.  This  is  a  deep  issue  because  words  actually  mean 
something,  and  they  affect  the  way  our  minds  work  and  the  way 
we  communicate.  If  we  do  not  use  the  right  words,  we  do  dumb 
things;  we  become  incoherent.  The  term  "deterrence"  has  a  lot 
of  baggage,  and  it  is  very  narrow.  "Influence"  is  much  broader. 
Thinking  in  terms  of  influence  broadens  the  battle  space  in  which 
we  can  seek  to  have  important  effects. 

Fourth,  for  several  years  now,  it  has  been  clear  that  the  sym¬ 
pathy  of  the  population  is  essential  on  both  sides.  If  the  terrorists 
do  not  have  the  sympathy  of  the  population,  they  can  be  in  deep 
trouble.  This  may  not  apply  to  every  kind  of  terrorist  organiza¬ 
tion,  but  if  we  are  looking  for  high-leverage  areas  to  go  after  with 
influence — not  just  deterrence — then  the  sympathy  of  the  popu¬ 
lation  has  to  be  a  major  factor.  FHistorians  can  certainly  confirm 
that.  To  elaborate,  one  point  is  that  the  terrorists  are  often  their 
own  worst  enemies.  Historically,  that  is  correct:  in  the  last  seven 
years,  we  have  seen  al  Qaeda  run  into  trouble  where  they  over¬ 
extended.  They  attacked  Muslims.  When  they  did  things  that  were 
not  approved  by  society  and  by  their  own  culture,  they  backed  off 
a  little,  but  then  they  would  go  back  and  forth.  They  have  continu¬ 
ing  struggles. 

The  other  side  of  this  issue  probably  has  even  higher  leverage 
and  is  more  troublesome.  We  can  do  a  lot  of  damage  to  our¬ 
selves.  If  we  look  backward  objectively,  it  is  clear  that  between 
roughly  2001  and  2005,  the  United  States  did  many  things  that 
were  exactly  the  wrong  thing  to  do — if  the  purpose  was  to  gain 
the  sympathy  of  the  population  for  the  al  Qaeda  cause.  The  good 
news  is  that  phase  is  well  behind  us,  and  behaviors  in  recent 
times  have  been  really  quite  different;  we  are  moving  forward 
with  a  different  approach. 

The  last  item  in  our  list  of  conclusions  from  the  2002  study 
[1]  is  the  unique  problem  of  "deterring"  the  use  of  weapons  of 
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mass  destruction.  One  of  the  troubling  aspects  of  this  problem, 
for  example,  concerns  the  relatively  easy  issue  of  biological  war¬ 
fare  or  dirty  bombs.  It  is  not  clear  what  we  can  do  in  response  to 
that  threat  other  than  the  active  measures  of  trying  to  intercept 
these  weapons  before  they  are  deployed.  It  would  be  very  nice  if 
the  people  in  the  general  region  from  which  the  terrorists  come 
all  believed  in  their  gut  that  if  the  U.S.  or  the  West  were  attacked 
with  these  weapons,  they  would  be  attacked  too,  even  if  not  in  a 
very  straightforward  way  and  not  clear  how.  It  would  be  good  if 
they  believed  it  was  inevitable.  Unfortunately,  I  do  not  think  they 
do. 

If  we  look  at  the  preceding  list  of  issues  as  a  scorecard,  I  think 
the  United  States  government  is  doing  really  quite  well  on  several 
of  these.  Everyone  seems  to  understand  that  we  need  to  take  a 
multifront  approach  and  that  we  are  facing  a  nebulous  network. 
However,  on  the  issue  of  influence  versus  deterrence,  I  give  it  half 
credit  because  people  do  not  like  to  use  the  word  influence;  they 
like  to  use  the  word  deterrence,  even  though  it  does  violence  to 
the  history  of  the  language.  The  Pentagon  has  also  clouded  the 
definition  of  dissuasion. 

INFLUENCE  VERSUS  DETERRENCE 

Figure  1  may  help  define  what  I  mean  by  influence.  Starting 
at  the  bottom,  the  figure  lists  actions  that  have  been  taken  to  deter 
or  react  to  terrorism,  and  the  scale  shows  the  increasing  level  of 
violence  each  action  implies. 

The  base  of  this  list  begins  with  the  way  the  world  has  dealt 
with  people  who  have  engaged  in  terrorism  over  the  centuries — 
actually  millennia — that  is,  often  they  are  co-opted.  This  is  hard 
to  imagine  with  somebody  like  Osama  bin  Laden,  but  if  we  are 
talking  about  the  Global  War  on  Terrorism,  we  are  talking  about 
activities  in  countries  all  over  the  world.  Most  of  these  places 
have  local  problems,  and  many  of  the  people  have  what  they 
think  of  as  legitimate  grievances.  Many  of  them  quite  possibly 
will  be  brought  into  some  kind  of  political  system.  If  we  rule  co¬ 
optation  out  of  our  vocabulary — if  we  imagine  that  all  terrorists 
have  to  be  killed — we  are  going  to  lose  because  many  of  the  local 
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problems  are  real.  The  activists  there  are  more  like  revolution¬ 
aries  than  they  are  just  religious  nuts  trying  to  attack  the  West. 
Therefore,  co-optation  and  inducement  should  be  part  of  the  kit 
in  persuading  and  dissuading. 

Deter  next  time  by  crushing  now 
Deter  next  time  by  defeating  now 
Deter  next  time  by  punishing  now 
Deter  by  denial 

Deter  by  increasing  risks  and  disruption 

Deter  by  threat 

Dissuade 
Persuade 
Induce 
Co-opt 

Figure  1  An  Escalation  Ladder  of  the  Coerciveness  of  Influence 

At  the  top  of  Figure  1  are  several  kinds  of  deterrents  from  the 
Cold  War — crushing,  defeating,  and  punishing — that  are  now  not 
as  straightforward  as  the  old  tit-for-tat.  They  may  still  have  value  if 
we  move  our  language  into  the  broader  construct  of  influence.  I 
think  we  would  find  that  it  would  affect  the  strategy  and  the  tac¬ 
tics  if  we  used  that  kind  of  terminology. 

SYMPATHY  MAPPING 

I  will  briefly  discuss  our  efforts  in  conceptualizing  the  con¬ 
tributors  to  sympathy  with  terrorism  because  it  is  not  talked  about 
as  much  or  as  systematically  as  one  would  think  it  ought  to  be. 
We  will  not  find  any  magic  bullets  for  countering  terrorism,  but  if 
one  exists,  certainly  understanding  the  sympathy  of  the  popula¬ 
tion  is  a  major  tool.  One  of  the  things  we  are  doing  currently  is 
assembling  conceptual  maps  of  all  of  the  factors  that  affect  the 
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sympathy  of  the  population  for  the  terrorist  cause.  Figure  2  is  an 
example  of  this  kind  of  mapping.  It  is  being  adjusted  in  ongoing 
work,  so  think  of  it  as  an  example,  not  a  product. 


Figure  2  Contributors  to  Sympathy 

There  are  degrees  of  sympathy.  A  person  could  be  an  extremist 
and  ready  to  help  and  give  shelter,  arms,  and  money.  He  could  be 
a  sympathizer  in  the  sense  that  he  is  all  for  the  cause  but  does  not 
want  to  get  in  trouble.  Alternatively,  he  could  be  passive  and  try  to 
avoid  everything  that  is  going  on  and  put  blinders  on.  Finally,  he 
could  be  oppositional — i.e.,  not  sympathetic  but  positively  work¬ 
ing  to  oppose  terrorism  and  willing  to  turn  people  in.  The  objec¬ 
tive  is  to  move  people  along  that  spectrum  toward  oppositional; 
we  would  like  people  who  tend  to  be  passive  to  become  actively 
oppositional,  and  we  would  like  that  to  stick. 

If  you  think  about  this  in  the  framework  of  disease — where 
terrorism  is  a  disease — part  of  the  challenge  is  to  reduce  the  con¬ 
tagion,  but  part  of  it  is  also  to  deal  with  those  who  recover  and  to 
try  to  make  sure  they  do  not  get  the  disease  again.  What  are  the 
factors  underlying  sympathy?  Although  it  is  a  work  in  progress, 
the  map  in  Figure  2  has  some  interesting  features.  One  is  that — if 
you  look  at  it  objectively — the  population  is  not  sympathetic  to 
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terrorism  just  because  they  do  not  like  the  United  States  or  they 
do  not  like  the  West  in  general.  They  might  see  positive  values 
in  the  causes  that  use  terrorism,  and  the  positive  values  may 
arise  from  their  personal  grievances — for  example,  their  brother, 
their  cousin,  or  their  spouse  was  killed — or  that  they  are  drawn 
into  it  because  of  the  excitement  that  attracts  people  (especially 
young  alpha  males)  to  join  organizations  that  are  new,  exciting, 
and  seem  to  expand  their  horizons.  They  could  be  sympathetic 
because  they  think  that  terrorism  is  legitimate  and  because  there 
are  societal  grievances  of  a  gross  nature;  the  only  way  they  can 
deal  with  them  is  by  using  terrorist  tactics. 

Another  factor  that  could  be  driving  their  sympathy  is  political 
Islamism — a  term  that  is  the  source  of  much  controversy.  In  other 
words,  their  motivation  could  be  religious.  On  the  other  hand, 
it  could  be  that,  in  part,  they  live  in  a  society  in  which  violence 
comes  very  easily.  Some  of  the  analysts  I  work  with  make  this 
point,  particularly  about  tribal  cultures  in  which  the  history  of 
violence  is  longstanding,  and  it  is  just  a  natural  thing  for  them  to 
fall  into. 

In  short,  the  purpose  of  this  exercise  is  to  map  the  causes  of 
sympathy  to  terrorism  so  that  we  can  identify  what  we  might  be 
able  to  do  about  each  of  these  factors.  In  many  cases,  the  best 
thing  we  can  do  is  to  not  do  anything  bad.  In  other  cases,  we 
might  be  able  to  take  some  actions,  primarily  in  the  realm  of  stra¬ 
tegic  communication,  although  I  think  that  most  people  working 
on  the  terrorism  problem  would  ultimately  agree  that  strategic 
communication — if  only  we  knew  how  to  do  it — would  be  a  very 
high-leverage  element.  If  anything,  we  are  better  at  being  bad  at 
it  than  we  are  at  being  good. 

On  the  right  side  of  Figure  2  is  a  cluster  that  represents  the 
economists'  view  that  an  important  tool  for  affecting  sympathy  of 
the  population  may  just  be  cost-benefit  calculations.  Data  from 
the  Vietnam  War  supports  this  view.  You  try  to  get  the  population 
to  think  pragmatically  about  what  is  in  their  best  interest.  In  the 
middle  of  Figure  2  is  a  cluster  of  factors  that  are  more  visceral; 
they  have  to  do  with  a  population's  capacity  for  pain:  "This  cause 
is  all  very  fine,  but  I  just  cannot  take  the  pain  anymore."  That 
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would  be  a  good  thing  for  us  to  get  some  populations  to  believe. 
If  you  look  at  various  places  where  terrorism  is  used,  you  certainly 
do  see  a  fatigue  reaction  in  the  populace,  where  the  cost-benefit 
calculation  is  not  really  the  right  language  to  use;  "war  weary"  is 
a  better  term. 

Figure2  represents  a  beginning  map  of  all  the  contributing  fac¬ 
tors.  Better  depictions  will  be  forthcoming  [4],  However,  we  are 
attempting  to  be  systematic  about  drawing  connections  between 
everything  we  have  learned  from  the  social  sciences,  consider¬ 
ing  all  of  the  different  theories  to  try  to  make  sure  that  we  are 
representing  the  many  factors  that  arise  from  the  various  research 
strands  in  a  picture  that  is  somehow  integrated  and  coherent.  That 
is  where  our  work  is  leading  us  in  better  defining  deterrence  and 
influence. 
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.3  VALUES  AS  A  BASIS  FOR  DETERRING 
TERRORISTS:  CULTURAL-COGNITIVE 
SYSTEMS  ANALYSIS  (CCSA) 

Christine  MacNulty 


CCSA  FUNDAMENTALS 

I  believe  that  we  need  to  be  thinking  more  about  influence, 
Information  Operations  (IO),  and  strategic  communications  as  a 
basis  for  deterring  terrorists  and  their  supporter.  Five  years  ago,  I 
began  to  examine  what  was  being  done  in  these  areas  and  con¬ 
cluded  that  there  were  many  good  pieces  of  work  underway,  both 
analytical  and  operational,  but  many  of  them  were  fragmented. 

Although  we  talk  about  seeing  and  thinking  about  things  from 
a  systems  perspective,  we  often  tend  not  to  do  that.  If  we  are 
going  to  conduct  effective,  influential  information  operations  or 
strategic  communications,  we  must  consider  three  elements  of 
the  system:  cultures — what  people  in  a  particular  culture  believe, 
what  their  values  are,  what  motivates  them;  cognition — the  way 
people  actually  make  decisions;  and  networks — be  they  social, 
complex,  or  communication  networks.  Therefore,  together  with 
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two  colleagues  from  different  organizations,  we  have  developed 
the  idea  of  Cultural-Cognitive  Systems  Analysis  (CCSASM): 

•  Cultural  Analysis  determines  cultural  characteristics  of  a 
group — its  values,  beliefs,  and  motivations. 

•  Cognitive  Analysis  determines  decision-making  processes 
of  a  group — its  mental  models,  cues,  and  factors. 

•  Complex  Network  Analysis  determines  the  dynamics 
of  group — its  interactions,  structural  strengths,  and 
vulnerabilities 

CCSASM  fuses  cultural,  cognitive,  and  network  findings  into  an 
IO  planning  and  assessment  tool. 

Figure  1  shows  how  these  three  elements  intersect.  Looking  at 
it  as  a  Venn  diagram,  we  could  consider  any  of  these  areas  indi¬ 
vidually,  in  pairs,  or  all  three  at  a  time.  That  is  the  essence  of  the 
notion  of  CCSASM  fusion. 


How  culture  and 
decision-making 
mechanisms  are  related 


PMESII  -  Political,  Military,  Economic,  Social,  Infrastructure,  and  Information 

Figure  1  The  Fundamentals  of  Cultural-Cognitive  Systems 
Analysis  (CCSA) 
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The  basis  of  cultural  analysis  is  looking  at  the  totality  of  a 
culture.  We  examine  the  culture  from  an  anthropological  point 
of  view,  but  we  also  look  at  people's  values,  beliefs,  and  moti¬ 
vations.  If  we  are  talking  about  communications,  it  is  through 
values,  beliefs,  and  motivations  that  I  believe  we  get  the  biggest 
payoff. 

When  we  conduct  cognitive  analysis,  we  are  thinking  about 
how  people  make  sense  of  things  and  what  kinds  of  decisions 
they  make  under  what  kinds  of  circumstances.  What  are  the  cues 
and  the  factors  that  trigger  them  to  do  as  they  do? 

Finally,  network  analysis  determines  the  nature  of  group 
interaction  in  complex  systems.  We  include  all  forms  of  network 
analysis,  such  as  media  usage,  media  habits,  and  any  cultural  or 
cognitive  artifact  that  reveals  the  topology  of  group  interactions; 
dynamics  such  as  amplification  and  feedback;  and  how  influ¬ 
ence  campaigns  evolve  through  cultural  drift  and  segmentation. 
CCSASM  is  a  genuine  fusion  of  these  three  areas. 

CULTU  RAL  ANALYS I S 

We  all  have  values  and  beliefs.  Generally  speaking,  values 
and  beliefs  are  long-term.  They  can  last  on  the  order  of  20  years 
or  even  a  lifetime.  My  mother  and  mother-in-law  both  died  at 
ripe  old  ages  with  the  same  values  that  they  had  when  they  were 
teenagers.  People's  values  tend  to  change  slowly. 

Values  and  beliefs  manifest  in  the  medium-term  (2  to  5  years) 
as  attitudes  and  lifestyles;  those  in  turn  manifest  in  the  short-term 
(less  than  2  years)  as  behavior.  We  are  most  concerned  about 
people's  behavior.  That  is  the  thing  we  can  influence  most  easily. 
We  are  never  going  to  influence  values  and  beliefs  in  the  short¬ 
term.  If  we  want  to  influence  them,  we  need  to  have  a  long-term 
strategy  that  is  on  the  order  of  20  years  or  so.  We  should  be  good 
at  long-term  strategy.  FHowever,  generally  speaking,  we  are  too 
caught  up  in  the  moment.  We  want  quick  results,  so  we  do  not 
focus  on  our  long-term  strategy.  However,  in  the  short-term,  we 
can  begin  to  influence  behavior.  As  people's  behavior  changes, 
it  feeds  back  into  their  attitudes.  Gradually,  as  those  attitudes 
change,  that  feeds  back  into  values  and  beliefs. 


242  Unrestricted  Warfare  Symposium  Proceedings  2008 


Val  ues  are  key  for  effective  communication.  So,  what  are  they? 
Values  serve  as  standards  and  criteria  for  choices  of  all  kinds,  and 
they  are  ordered  by  relative  importance.  Values  are  beliefs  that 
tend  to  have  a  very  strong  emotional  component  to  them.  These 
beliefs  are  tied  inextricably  to  emotion — they  do  not  come  from 
objective,  rational,  or  cold  ideas;  they  operate  subconsciously. 

Certainly,  we  need  some  logic,  but  one  of  the  things  that  we 
forget  in  IO  is  that  we  also  need  emotion.  Values  provide  the 
background — the  fundamental  underpinning — for  motivation. 
They  are  a  motivational  construct — referring  to  desirable  goals 
people  strive  to  attain.  Of  course,  strong  motivation  is  what  a  ter¬ 
rorist  must  have  to  become  a  terrorist  and  do  all  kinds  of  nasty 
things.  We  need  to  understand  the  terrorists'  motivations.  Where 
do  they  come  from?  If  we  understand  motivations,  then  we  can 
anticipate  what  he  is  likely  to  do  next.  If  all  we  can  do  is  extrapo¬ 
late  behavior,  we  are  never  going  to  be  ahead  of  the  game.  Thus, 
understanding  motivations  is  also  a  key  to  developing  effective 
communications. 

MAPPING  VALUE  SYSTEMS  TO  MOTIVATIONS 

Applied  Futures  recently  completed  a  successful  pilot  project 
using  the  CCSASM  approach.  Unfortunately,  I  cannot  tell  you  the 
nature  of  the  pilot  project  so  I  have  translated  it  to  show  you  how 
we  can  use  CCSASM  to  build  a  motivational  map.  I  will  use  the 
example  of  the  Real  IRA,  which  is  a  dissident  splinter  group  of 
the  Irish  Republican  Army  (IRA)  that  is  beginning  to  stir  things  up 
again. 

This  CCSASM  examined  the  values,  beliefs,  and  motivations  of 
a  group  of  Real  IRA  people — loosely  termed  Paddy — to  develop 
a  typology,  i.e.,  a  set  of  types  of  people  within  a  population. 
Although  the  pilot  project  developed  a  typology  of  six  different 
groups  that  could  be  expanded  to  1 2,  this  example  focuses  on  one 
particular  group — Paddy — that  has  the  set  of  values  illustrated  in 
Figure  2.  These  values  are  derived  from  Shalom  Schwartz's  Values 
Portraits  [1,2]. 
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Paddy’s 

Values 


Cold  Buttons 


Hot  Buttons 


Cold  Button  Issues 

•  I  think  people  make  too  much  of  the  equality  thing.  Nothing  says  the 
world  has  to  be  fair  -  and,  anyway,  I'm  not  going  to  worry  about  justice 
for  people  I  don't  know. 

•  Taking  care  of  the  environment  is  another  of  those  overplayed  issues. 
Nature  can  take  care  of  itself. 

•  I  don't  feel  a  particular  need  to  help  others  around  me. 

•  It's  not  important  to  me  to  be  loyal  to  my  friends. 

•  National  security  is  not  a  big  issue  for  me. 

Hot  Button  Issues 

•  It's  important  for  me  to  have  lots  of  money  and  material  things. 

•  It's  important  for  me  to  be  seen  to  be  successful.  I  like  to  impress  other 
people. 

•  I  need  to  show  my  abilities.  I  really  want  people  to  admire  me  for  what 
I  do. 

•  Religious  belief  is  important  to  me.  I  try  to  do  what  my  religion 
requires. 

•  It's  important  to  have  a  good  time  and  I  like  to  "spoil"  myself. 

Figure  2  Motivational  Analysis  of  the  "Paddy"  Group 

We  performed  a  two-factor  Principal  Component  Analysis 
(PCA)  on  the  responses  to  the  Schwartz  portrait  questions  to  give  us 
the  map  shown  in  Figure  2.  We  also  referenced  them  to  Abraham 
Maslow's  hierarchy  of  human  needs  [3,  4]  as  a  basis  from  which  to 
think  about  the  broad  areas  of  values  (i.e.,  Outer-Directed,  Inner- 
Directed,  and  Sustenance-Driven  values).  In  Figure  2,  the  spots 
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marked  Rules,  Safety,  Be  Satisfied,  Adventure,  Pleasure,  Novelty, 
and  Creativity  represent  the  values  that  are  neutral  for  the  Paddy 
Croup,  indicating  they  are  not  very  strong  on  them  one  way  or 
another.  The  "hot  button"  spots  are  Propriety,  Material  Wealth, 
Control  Others,  Religion,  Visible  Success,  and  Visible  Ability, 
while  Good  Times  and  Propriety  are  "warm  buttons."  These  are 
the  values  that  the  Paddy  Group  holds  that  statistically  are  signifi¬ 
cantly  above  the  norm. 

Loyalty,  Caring,  Self-Choice,  Nature,  Justice,  and  Openness 
are  values  that  Paddy  holds  that  are  statistically  significantly 
below  the  norm — Paddy's  "cold  button"  issues.  National  Security 
is  a  "cool  button."  Figure  2  gives  a  few  examples  of  Paddy's  hot 
and  cold  button  values  in  his  own  words.  (Refer  to  the  URW  Web 
Site  for  the  complete  version  of  this  example.)  Examples  of  hot 
buttons  are  "It's  important  for  me  to  have  lots  of  money  and  mate¬ 
rial  things.  It  is  important  for  me  to  be  seen  as  successful.  I  like  to 
impress  other  people."  Cold  button  values  include  "I'm  not  hung 
up  on  making  my  own  decisions.  I  do  not  feel  a  particular  need  to 
help  others  around  me.  I'm  not  driven  to  care  for  other  people." 

Using  each  of  these  values,  we  can  analyze  how  Paddy  sees 
the  world — how  he  feels — and  which  of  the  values  that  are  likely 
to  inhibit  him  from  becoming  a  Real  IRA  terrorist.  In  this  case,  the 
material  wealth,  desire  for  a  good  time,  and  lack  of  loyalty  values 
demonstrate  that  Paddy  is  very  self-interested  and  he  has  a  strong 
desire  for  wealth.  I  would  suspect  that  terrorists  do  not  generally 
get  very  wealthy,  and  they  probably  do  not  have  much  of  a  good 
time.  Therefore,  we  could  use  these  specific  buttons  to  formulate 
a  strategy  about  how  to  influence  him  away  from  terrorism. 

However,  Paddy  has  a  pretty  strong  motivation  to  become 
a  terrorist,  particularly  in  "hot  button"  values  to  do  with  Visible 
Success,  Control  Others,  Religion,  Visible  Ability,  Self-Choice,  and 
lack  of  Openness.  One  of  the  key  "cold  buttons,"  in  this  respect, 
is  that  Paddy  is  definitely  not  open  to  change;  he  does  not  want  to 
know  about  other  people  and  other  people's  values. 

Thus,  Figure  2  represents  how  we  can  develop  this  kind  of 
values  portrait  for  each  of  the  groups  in  a  typology,  using  both 
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hot  and  cold  buttons,  and  expert  assessment  of  the  combinations 
of  values  that  enhance  or  inhibit  a  move  to  terrorism.  As  I  men¬ 
tioned,  the  pilot  project  identified  six  different  groups. 

How  do  we  use  this  typology  map?  It  becomes  a  piece  of 
a  profile — a  synthesis  about  Paddy  or  Paddy's  group — a  persona 
that  indicates  his  demographics,  his  main  characteristics,  and  his 
tendencies  to  act  in  particular  ways.  From  our  cognitive  work,  we 
can  then  look  at  the  factors  that  cause  him  to  make  the  kinds  of 
decisions  that  he  makes,  which  we  combine  with  the  values  that 
I  have  just  described  to  flesh  out  the  meaning  of  the  top  hot  and 
cold  buttons  that  drive  this  type  of  person.  Figure  2  provides  some 
examples. 

We  can  then  place  Paddy  on  a  continuum  from  being  a  mod¬ 
erate  loyalist  who  supports  the  government  to  being  an  extreme 
radical.  Generally  speaking,  I  would  say  that  it  is  very  difficult  to 
even  think  about  influencing  somebody  at  the  extreme  radical 
end  of  this  spectrum.  Whether  they  are  from  the  Real  IRA,  terror¬ 
ists  from  the  Middle  East,  or  any  kind  of  ultimate  extremist,  these 
people  are  pretty  intractable. 

We  do  not  really  need  to  influence  those  at  the  other  end, 
either;  they  are  already  pretty  loyal  to  the  government,  although 
we  might  want  to  support  and  reinforce  their  loyalty.  The  key 
area  is  somewhere  in  the  middle  of  the  spectrum.  Based  upon 
the  values  and  our  understanding  of  what  they  mean  to  the  indi¬ 
vidual — his  motivations — we  can  place  Paddy  on  this  spectrum 
and  can  even  estimate  the  size  of  the  potential  group  from  which 
Paddy  comes.  Once  we  have  done  that,  we  can  then  decide  how 
to  approach  them. 

Crafting  the  Right  Message 

We  use  a  range  of  methods  in  our  communications — every¬ 
thing  from  relationship  marketing,  which  comes  from  the  values 
and  the  cognitive  factors,  to  mass  marketing  and  viral  mass  mar¬ 
keting,  which  is  becoming  popular  at  the  moment.  For  this  par¬ 
ticular  group,  a  mass  message  generation  is  below  the  baseline 
in  the  total  audience  it  can  reach;  i.e.,  mass  marketing  does  not 
really  work  for  the  Paddy  Group.  Instead,  a  focused,  viral  message 
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(the  solid  line  in  Figure  3)  can  reach  twice  the  audience  of  a  mass 
message,  as  shown  in  Figure  3. 


Generations 

Figure  3  Total  Audience  Reached  by  Number  of  Generations  of 
Mass  and  Focused  Messages 

Thus,  CCSASM  provides  a  profile  of  the  values  of  the  target 
audience  from  which  we  can  decide  which  hot  buttons  to  push 
or  which  cold  buttons  we  must  absolutely  not  push.  Two  basic 
principles  come  into  play  here: 

•  It  is  far  easier  to  persuade  than  to  dissuade.  If  we  can 
shape  messages  that  might  convince  Paddy  to  take  actions 
that  would  be  in  his  best  interest,  we  are  likely  to  have 
better  results.  The  task  of  persuading  Paddy  to  do  things  in 
his  best  interest  is  easier  than  dissuading  him  from  doing 
things  that  benefit  us — or  do  not  harm  us.  We  know  never 
to  include  in  our  message  ideas  that  reinforce  Paddy's  cold 
buttons  because  those  will  really  turn  him  off. 

•  Messages  that  appeal  to  value  need  to  be  emotional.  They 
must  contain  some  logic,  some  factual  data,  but,  generally 
speaking,  the  message  needs  to  be  emotional. 
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CONCLUSION 

I  want  to  conclude  by  reiterating  this  connection  between 
values  and  the  emotional  dimension.  To  work  effectively,  mes¬ 
sages  must  contain  emotional  content  as  well  as  facts.  The  emo¬ 
tional  dimension  can  be  brought  out  through  words,  images, 
and  even  music.  The  more  we  know  about  motivation,  the  better 
we  can  frame  both  the  message  and  the  medium  through  which 
we  convey  the  message  to  alter  behaviors  and  attitudes.  As  the 
value  spaces  in  Figure  2  illustrate,  there  are  complex  relationships 
among  outer-directed,  inner-directed,  and  sustenance-driven 
values  that  cause  somebody  to  say  "yes"  or  "no"  to  terrorism. 
Although  we  need  to  be  careful  how  we  push  those  hot  or  cold 
buttons,  we  should  be  able  to  do  it  effectively  if  we  can  under¬ 
stand  and  internalize  the  values. 

The  key  is  to  get  inside  Paddy's  heart  and  mind  and  see  the 
world  through  his  eyes;  understanding  his  values  enables  us  to 
do  that.  Knowing  these  values,  we  can  tap  a  variety  of  techniques 
that  have  been  developed  from  various  disciplines — techniques 
for  persuasion,  for  influence,  and  even  those  developed  through 
the  personal  growth  movement — that  we  can  apply  to  get  inside 
Paddy's  heart  and  mind.  If  we  can  do  that,  then  we  can  commu¬ 
nicate,  and  influence  effectively. 
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A  RECOMMENDATIONS  FROM 

INFORMATION  OPERATIONS  ADVISORY 
TASK  FORCE  (IOATF) 

Bruce  Gibson 


My  goal  is  to  speak  as  an  information  operations  "operator" 
about  some  of  the  programs  that  are  under  way,  point  out  some  of 
the  conflicts,  and  present  some  of  the  lessons  that  the  Information 
Operations  Advisory  Task  Force  (IOATF)  is  actively  learning — not 
at  a  30,000-ft  level  but  at  a  tactical  level  because  the  capabilities 
on  the  ground  are  the  most  important.  The  men  and  women  that 
are  serving  need  the  tools  and  the  methodologies  now  that  will 
make  them  successful. 

One  of  the  programs  in  theater  is  one  that  we  originally 
deployed  to  support  Brigadier  General  Mark  McDonald.  It  is  not 
the  only  program  underway,  so  I  want  to  put  out  the  general  dis¬ 
claimer  that  the  operations  I  describe  are  not  the  be-all  and  end- 
all  of  the  programs  being  conducted.  They  are  means  to  bring 
information  into  the  planning  cycle  that  is  incredibly  relevant  to 
the  discussion  today. 

FHow  do  we  inject  the  support,  the  life  cycle,  and  the  network 
into  the  environment  in  which  our  operators  are  living,  breathing, 
and  surviving?  It  is  a  complex  equation  because  of  factors  such  as 
economics,  religion,  culture,  and  tribal  agendas,  some  of  which 
we  understand  only  superficially. 


Mr.  Bruce  Gibson  is  the  director  of  International  Operations  with  SOS 
International.  He  is  a  retired  U.S.  Air  Force  officer,  graduate  of  the  U.S. 
Air  Force  Academy.  He  has  served  with  Air  Force  Special  Operations, 
Joint  Special  Operations  Command,  and  U.S.  Special  Operations 
Command  (SOCOM). 
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The  IOATF  is  a  program — an  Iraq  task  force — developed  to 
bring  that  cultural  dynamic  into  the  discussion  and  into  the  plan¬ 
ning  cycle.  Programs  like  IOATF  and  some  of  the  polling  pro¬ 
grams  are  very  important  tools  that  we  need  to  implement  and 
integrate  into  our  methodology.  For  us  to  interdict  and  become 
part  of  the  Iraqis'  planning  cycle,  it  is  key  that  we  understand  how 
their  society  functions  and  how  they  think.  It  is  easy  to  say,  but  it 
is  very  hard  to  do. 

The  IOATF  employs  nearly  200  U.S.  operatives,  who  run  a 
network  of  approximately  500  local  nationals  that  is  designed  to 
map  the  human  terrain  to  identify  who  the  people  in  Iraq  are  and 
what  they  feel  and  think.  The  purpose  is  to  improve  situational 
awareness  to  help  the  local  military  commander  and  his  staff 
identify  who  lives  in  the  region  and  area  of  operations,  the  key 
influences,  the  dynamic  demographic  of  the  local  population, 
and  what  motivates  them  to  support  the  counterinsurgency,  or  the 
insurgent  or  terrorist  groups  that  may  exist  now  or  in  the  future. 
The  following  are  some  of  the  methods  IOATF  employs: 

•  Gather  information,  conduct  analysis,  and  provide  timely 
solutions  and  advice  to  command  staff  at  the  Force,  Corps, 
Division,  Brigade  Combat  Team  (BCT),  Regimental  Combat 
Team  (RCT),  and  Battalion  (BN)  levels. 

•  Facilitate  access  to  key  officials  in  the  government  and 
"influence  targets"  within  selected  communities. 

•  Improve  understanding  of  cultural,  religious,  economic, 
political,  and  tribal  biases  and  dispositions. 

•  Provide  regional  and  tribal  perspectives  on  specific  issues 
and  events. 

•  Fuse  all  source  information  and  provide  support  across  all 
staff  functions  at  tactical,  operational,  and  strategic  levels. 

•  Assist  with  lethal  and  nonlethal  targeting,  gauging 
effectiveness  of  media  campaigns — IO  and  psychological 
operations  (PSYOP)  products,  programs,  and  initiatives. 
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Because  IOATF  was  originally  designed  as  a  tactical  program, 
the  way  it  is  structured  increases  its  effectiveness.  It  was  designed 
and  employed  largely  at  the  BCT  level  in  support  of  the  division 
commanders.  From  my  observations  of  the  program  in  2003  as 
an  active  duty  member,  I  concluded  that  it  was  effective  because 
it  was  designed  to  afford  the  commander  eyes  and  ears  outside 
the  fence  line.  It  became  a  means  of  not  only  seeing  and  hearing 
outside  the  fence  line  but  also  interpreting  what  was  going  on  in 
the  various  communities  and  regions  within  Iraq. 

It  provided  the  commander  with  a  pipeline  to  the  citizens, 
allowing  dialogue  with  people  in  the  street — the  ability  literally  to 
ask  questions  about  what  the  people  were  seeing  from  the  corner 
of  X  Avenue  and  Y  Street — not  only  to  get  their  perceptions  of 
what  was  happening  but  also  to  know  what  they  were  thinking. 
For  example,  what  services  were  they  lacking?  It  gave  the  com¬ 
mander  information  with  which  to  tailor  a  campaign  plan  that 
would  deliver  basic  social  services  to  initiate  lO-type  campaigns 
that  could  hit  the  key  issues  that  would  resonate  with  the  local 
population. 

An  essential  part  of  the  equation  is  knowing  which  Iraqi 
citizens  in  that  pipeline  are  key  influencers  because  a  U.S.-  or 
Coalition-crafted  message  is  very  quickly  outted  as  not  credible. 
Colonel  Lloyd  brought  up  the  point  that  the  Iraqis  have  to  see  it 
to  believe  it.  Simply  hanging  a  commercial  out  there  or  dropping 
a  leaflet  is  one  means  of  communicating  that  we  are  here  to  sup¬ 
port  the  citizens  of  Iraq.  However,  what  they  truly  understand — 
what  is  really  meaningful  to  them — is  when  you  deliver  them  a 
service  that  they  recognize  as  being  needed  or  valued;  that  is  the 
message  that  is  believable. 

The  key  for  us  as  planners  is  to  know  what  the  real  needs  are 
and  who  is  going  to  be  seen  as  a  credible,  long-term  provider  of 
the  message,  the  service,  the  food,  the  medical  assistance,  the 
trash  removal — and  the  list  goes  on.  Ultimately,  the  most  impor¬ 
tant  roles  our  teams  play  as  we  look  ahead  are  bringing  the  infor¬ 
mation  in,  integrating  it  into  our  military  planning  processes,  and 
refining  the  decision-making  processes,  both  at  the  tactical  level 
and  now,  more  and  more,  at  the  strategic  level. 
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Many  of  the  IOATF  people  are  involved  in  this  IO  campaign, 
and  they  are  integrating  it  with  the  civil  affairs  and  the  medical 
elements  on  the  ground.  The  products  that  our  crews  produce  are 
very  reflective  of  what  the  local  commander  needs  and  wants. 
The  following  list  is  a  summary  of  some  of  these  products  gener¬ 
ated  from  over  3,000  reports  per  month: 

•  Periodic  reports  (weekly  "Word  of  the  Street"): 

Mosque  monitor  reports  (firsthand  information) 

Word  on  the  Street  (local  perspectives  and  commentary 
on  a  national  scale) 

Price  surveys  (surveys  conducted  of  food  items,  fuel, 
perishables,  etc.) 

•  Multiple  source  information  papers  and  studies:  Request 
for  Intelligence  (RFI)-focused,  key  "interest  areas,"  local 
Web  sites,  local  media  reporting,  etc. 

•  Quick  response  replies:  RFI-focused,  targeted  responses 
required  in  less  than  24  hours 

•  Executive  Summary  (EXSUM)  reports:  personal  accounts  of 
conversations  and  contact  reports 

•  Special  Advisor  (SA)  support:  personal  introductions  and 
action  items 

•  Strategic  communications  initiatives:  media  assessment 
reports,  IO  effects  assessments,  and  local  media  outreach 

•  Spot  reports:  event-driven,  quick-reaction  eyewitness 
reporting  (not  necessarily  driven  by  customer 
requirements) 

The  top  three  items  in  the  list  are  our  best  sellers.  Out  of  the 
3,000-plus  reports  we  produce  each  month,  the  report  about  what 
is  said  in  the  mosque  is  the  most-read.  In  many  of  the  local  com¬ 
munities,  the  key  influences  are  often  the  mosque  leaders.  We 
may  not  necessarily  be  driving  the  rhythm,  but  that  is  definitely 
how  the  rhythm  is  being  communicated.  It  is  essential  for  us  to 
understand  issues  on  both  a  national  and  local  level.  Strategically 
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speaking,  we  need  to  know  how  the  demographics  break  down 
countrywide  and  by  neighborhood  so  we  can  understand  how 
the  word  on  the  street  changes  in  response  to  our  IO  campaigns. 

When  we  do  conduct  a  kinetic  campaign,  is  it  perceived  as 
being  productive,  helpful,  or  destructive?  When  we  produce  a 
softer  science  or  a  medical  improvement,  is  that  seen  as  being 
more  helpful?  Economically,  we  need  to  conduct  price  surveys  to 
track  the  prices  of  food,  fuel,  medicine,  and  other  commodities 
as  they  change. 

MULTIFUNCTIONAL  TEAMS 

Our  methods  still  rely  to  a  large  extent  on  an  old-school  type 
of  a  technology:  We  use  Multifunctional  Teams  (MFTs)  consisting 
of  Military  Analysts  (MAs),  who  are  former  Special  Operations  per¬ 
sonnel,  and  we  pair  them  up  with  local  Iraqi  Advisors  (lAs),  who 
are  Iraqi  citizens  or  Iraqi-born  Americans.  The  lAs  can  provide  us 
with  the  cultural  background  and  understanding  of  the  ways  of 
the  locals  and  the  lay  of  the  land,  and  they  give  us  the  language 
capability  as  well.  The  MFTs  typically  recruit  and  drive  a  network 
of  8  to  14  local  and  national  advisors.  They  develop  the  infor¬ 
mant  network  to  solicit  and  gather  raw  information  in  response 
to  standing  requirements  and  RFIs  from  the  local  commander. 
Each  MFT  provides  professional  quality  information,  technical 
assistance,  analysis,  and  written  products  as  well  as  advice  and 
assistance  to  commanders  and  their  staff  in  planning  kinetic  oper¬ 
ations  and  focused  IO  campaigns.  As  shown  in  Figure  1 ,  the  MFTs 
are  deployed  theater-wide,  focused  on  eight  functional  areas  that 
are  geographically  spread.  A  typical  MFT  is  coupled  to  an  opera¬ 
tions  center  that  is  co-located  with  the  division  commander  and 
the  functional  teams. 
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Figure  1  Multifunction  Task  Force  Organization 

As  we  go  forward,  one  of  the  major  challenges  we  face  is  that, 
because  we  generate  a  lot  of  product,  we  also  generate  a  lot  of 
white  noise — information  that  may  not  be  useful.  We  need  to  find 
new  ways  to  filter,  analyze,  fuse,  and  focus  that  information  for 
consumption  by  the  local  commander. 
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EXPERIENCES  FROM  THE  FIELD:  USING 
INFORMATION  OPERATIONS  TO  DEFEAT 
AQAM 

Karen  Lloyd 
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The  following  quote  shows  the  individual  frame  of  reference 
and  the  human  side  of  the  topic  presented  here,  i.e.,  perspectives 
from  those  in  the  field  actively  engaged  in  using  information  oper¬ 
ations  to  defeat  al  Qaeda  and  associated  movements  (AQAM): 

Somewhere  a  True  Believer  is  training  to  kill  you.  He  is 
training  with  minimum  food  or  water,  in  austere  conditions, 
day  and  night.  The  only  thing  clean  on  him  is  his  weapon. 

He  doesn ’t  worry  about  what  workout  to  do,  his  rucksack 
weighs  what  it  weighs,  and  he  runs  until  the  enemy  stops 
chasing  him.  The  True  Believer  doesn ’t  care  “how  hard 
it  is.  ”  He  knows  he  either  wins  or  he  dies.  He  doesn ’t  go 
home  at  1700;  he  is  home.  He  knows  only  the  Cause.  Now, 
who  wants  to  quit? 

—  Unknown  source,  Fort  Bragg,  North  Carolina 


Colonel  Karen  Lloyd  entered  army  ROTC  through  Wheaton  College. 
After  earning  a  master's  degree  in  political  science  from  Duke  University, 
she  taught  political  science  courses  at  West  Point  as  well  as  elective 
courses  in  media,  public  opinion,  and  political  participation.  She  tran¬ 
sitioned  her  career  into  information  operations,  served  in  Bosnia,  and 
then  as  the  Information  Operations  planner  and  observer/trainer,  she 
provided  IO  training  and  coaching  to  multiple  National  Guard  divi¬ 
sions  and  brigades  preparing  for  rotations  to  Bosnia,  Kosovo,  Iraq,  and 
Afghanistan.  In  August  2005,  she  deployed  to  Iraq  where  she  served  as 
the  Multinational  Force,  Iraq,  Information  Operations  chief.  In  2006, 
she  was  reassigned  to  the  Joint  Special  Operations  Task  Force,  where 
she  served  as  Information  Operations  chief  through  2007. 
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I  share  this  quote  to  emphasize  that  our  soldiers,  who  have 
been  fighting  and  serving  down  range,  understand  the  passion 
and  the  total  commitment  of  the  enemy  with  whom  they  are 
fighting.  I  submit  that  we  need  to  approach  our  fight  against  the 
enemies  with  the  same  passion  and  total  commitment  with  which 
they  approach  us. 

I  will  begin  by  defining  the  problem — two  problem  sets,  actu¬ 
ally:  (1)  terrorists  who  are  actively  participating  in  attacks  and  (2) 
those  who  are  supporting  those  attacks  through  silence,  inaction, 
or  some  other  form  of  implied  consent.  However  gratifying  it  may 
be  for  those  of  us  that  wear  the  uniform  to  engage  in  the  kill- 
capture  operations,  we  realize  that  is  not  the  decisive  fight.  We 
will  not  kill  our  way  to  victory;  we  have  to  focus  more  on  the  dis¬ 
ruption  and  denial  of  sanctuary.  We  can  do  much  of  that  through 
Information  Operations  (IO). 

THE  AUDIENCE  FOR  INFORMATION 
OPERATIONS 

Figure  1  compares  the  two  types  of  supporters  of  terrorism: 
active  and  tacit.  This  is  a  simplistic  overview,  but  it  helps  in  iden¬ 
tifying  the  basic  underlying  beliefs,  motivations,  and  values  of  the 
adversaries  and  potential  adversaries  we  are  attempting  to  influ¬ 
ence.  If  we  cannot  understand  them,  we  cannot  hope  to  change 
them.  In  considering  targeting  strategies  for  information  opera¬ 
tions,  we  look  at  how  to  appeal  to  both  logic  and  emotion,  real¬ 
izing  that  both  are  important. 

I  want  to  illustrate  two  approaches.  Although  these  strategies 
will  appear  to  focus  mainly  on  the  populace  that  is  providing  tacit 
support,  many  regional  governments  are  also  providing  tacit  sup¬ 
port.  We  know  that  most  of  the  foreign  fighters  that  come  into  Iraq 
come  in  through  Syria.  We  have  relatively  good  reason  to  believe 
that  the  Syrian  government  is  providing  tacit  support  by  looking 
the  other  way  as  those  fighters  cross  the  border.  Why  would  they 
do  that?  We  have  indications  that  they  do  so  because  of  a  some¬ 
what  quid  pro  quo  arrangement  in  which  al  Qaeda  refrains  from 
attacks  within  the  country  and  the  government,  in  exchange,  pro¬ 
vides  that  indirect  support  by  looking  the  other  way.  Thus,  our 
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challenge  is  to  do  a  good  job — and  this  is  somewhat  outside  the 
scope  of  the  military — of  convincing  those  other  governments 
that  al  Qaeda  poses  a  real  and  credible  threat  to  them  in  the  long 
term. 


Active  Supporters 

Tacit  Supporters 

Who  are  they? 

Who  are  they? 

Fighters 

Populace  in  areas  of  hostilities 

Leaders 

Regional  governments 

Financiers 

Recruiters/media 

Why  do  they  support? 

Why  do  they  support? 

Ideological  commitment 

Fear 

Desire  for  power/glory 

Financial  considerations 

"Quid  pro  quo"  arrangements 

Mutual  anti-Western  bias 

Targeting  strategies: 

Targeting  strategies: 

Create  friction/suspicion 

Demonstrate  success  (not  an 
invincible  enemy) 

Highl ight  moral/religious 
inconsistencies 

Highlight  alternatives 

Provide  examples  of  "My 
Recruiter  Lied" 

Provide  moderate  "heroes" 

Demonstrate  "lost  cause" 

Demonstrate  long-term  risks 

Embarrass,  shame,  dishonor 

Figure  1  Analysis  of  the  Audience  for  Information  Operations 

We  also  have  to  do  something  to  get  past  the  anti-Western 
bias  in  which  the  people  in  a  region  feel  that  attacking  the  U.S.  is 
justified  just  because  they  do  not  agree  with  U.S.  policies  or  take 
issue  with  what  they  perceive  U.S.  behavior  to  be  based  on  our 
actions  in  theater. 
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EXPLODING  THE  MYTHS 

Two  myths  must  be  dispelled  to  fairly  assess  the  sorts  of  hot 
button  issues  among  the  populace  and  allow  us  to  shape  effec¬ 
tive  IO.  When  I  first  arrived  at  MNFI,  we  were  told  over  and  over, 
"You  need  to  drive  a  wedge  between  al  Qaeda  and  the  Iraqi 
people."  Hence,  working  with  the  public  affairs  community,  we 
put  together  press  conferences,  press  releases,  and  an  information 
campaign  that  highlighted  the  atrocities  of  al  Qaeda  attacks — 
they  attacked  this,  they  killed  this  many  people,  etc.  Our  influ¬ 
ence  products  and  IO  push  focused  on  showing  the  devastating 
nature  of  al  Qaeda  attacks,  the  violence,  and  the  people  whose 
lives  were  forever  changed  as  a  result  of  their  attacks. 

However,  if  we  had  looked  at  our  own  polling,  we  would 
have  seen  that  generally  less  than  5%  of  the  Iraqi  public  identified 
with  al  Qaeda  ideologically  in  any  way,  whether  they  agreed  with 
them  on  religious  grounds  or  saw  them  as  providing  hope  for  the 
future  of  Iraq.  Most  did  not  agree  with  al  Qaeda's  principles.  Most 
of  those  who  supported  al  Qaeda  did  so  out  of  fear;  they  were 
worried  about  the  security  of  their  country.  Thus,  the  following 
results  of  polling  the  Iraqi  people  exploded  the  myth  that  "The 
Iraqi  people  support  al  Qaeda." 

•  Less  than  5%  of  Iraqis  identify  ideologically  with  al 
Qaeda. 

•  Most  Iraqis  who  provide  tacit  support  do  so  out  of  fear  for 
themselves  and  their  families. 

•  When  Iraqis  were  asked  about  their  assessment  of  the 
security  situation,  most  were  relatively  positive  about  their 
own  neighborhoods,  less  positive  (in  general)  about  their 
regions,  and  very  negative  about  the  country  overall. 

In  the  last  polling  question — which  may  initially  seem  some¬ 
what  unrelated — we  asked  Iraqis  what  they  thought  about  the 
security  situation  in  their  neighborhood,  in  the  region,  and  in  the 
country  at  large.  Our  analysis  led  us  to  conclude  that  what  they 
perceive  in  their  neighborhoods — what  they  see  firsthand  with 
their  own  eyes,  whattheirfamilies  and  friends  see — is  nottoo  bad. 
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What  they  perceive  about  the  nation  comes  from  TV,  our  press 
conferences,  and  our  media  reports  and  influence  products. 

The  bottom  line  was  that  our  emphasis  on  publicizing  dev¬ 
astating  al  Qaeda  attacks  actually  served  to  reinforce  security 
concerns  and  paralyzed  good  citizens  with  fear.  We  concluded 
that  our  campaigns  were  actually  counterproductive  to  the  extent 
that  some  of  the  messages  that  we  were  sending — which  showed 
how  devastating  and  horrible  al  Qaeda  was — were  actually  fuel¬ 
ing  Iraqis'  fear  and  contributing  to  the  paralysis  and  tacit  support. 
I  am  pleased  to  say  that  we  have  moved  away  from  the  "Driving 
a  Wedge"  strategy  towards  showing  that  al  Qaeda  is  a  force  that 
can  be  beaten.  Nevertheless,  we  struggled  with  this  for  quite  a 
while. 

Another  example  of  the  kinds  of  myths  that  tend  to  circulate — 
this  one  derived  from  informal,  anecdotal  surveys — is  that  suicide 
bombers  are  committed  martyrs.  Although  that  may  be  so  in  a 
few  cases,  the  majority  of  them  are  not,  based  on  our  experience 
with  forensic  analysis.  What  real  evidence  we  have  about  suicide 
bombers  that  we  could  trace  forensically  indicates  that  most  sui¬ 
cide  bombers  are  foreign  fighters  originating  from  outside  of  Iraq. 
Many  of  them  are  recruited  not  by  the  lure  of  becoming  a  martyr 
and  dying  for  Islam  but  the  notion  of  joining  the  holy  war.  They 
had  come  to  fight  the  Christians — fight  the  Infidels. 

The  foreign-fighter  network  is  not  one  in  which  someone  just 
leaves  Saudi  Arabia,  drives  to  Iraq,  and  becomes  a  foreign  fighter. 
There  is  an  extensive  network  of  facilitators  that  gets  these  people 
into  the  country  and  into  position  to  conduct  these  acts.  These 
facilitators  confiscate  their  passports  and  keep  them  relatively  iso¬ 
lated  in  very  closed  environments:  no  contact  with  the  outside 
world,  no  contact  with  family,  and  very  little  opportunity  to  see 
anything  else.  After  six  months  or  so,  many  of  these  folks  are  so 
hopeless  that  they  see  suicide  attacks  as  their  only  option.  They 
do  not  have  passports,  and  they  cannot  go  home;  going  home 
would  mean  disgrace  and  dishonor  to  their  families,  so  suicide 
becomes  their  only  option.  We  have  also  seen  many  cases  where 
the  suicide  bombers  are  unwitting,  or  unwilling,  participants.  We 
have  seen  al  Qaeda  use  mentally  and  physically  handicapped 
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people  to  conduct  their  attacks.  We  have  also  seen  instances 
where  people  thought  that  they  had  control  over  the  detonation 
of  their  suicide  device  when  it  was  actually  controlled  remotely 
by  someone  else  in  case  that  person  had  a  change  of  heart  at  the 
last  minute.  Finally,  we  have  seen  cases  where  people  were  truly 
unwilling — hands  duct-taped  to  the  wheel  of  the  vehicle  that  they 
were  driving.  How  many  of  you  have  heard  a  lot  about  this? 

I  submit  that  we  have  not  heard  as  much  as  we  should.  The 
bottom  line  is  that  we  allow  al  Qaeda  to  gain  ideological  ground 
by  not  exposing  these  situations  to  the  greatest  extent.  We  should 
be  advertising  the  fact  that  suicide  bombers  are  not  just  martyrs. 
They  are  truly  dedicated  folks,  and  al  Qaeda  is  exploiting  this  as 
much  as  they  possibly  can. 

SUCCESSES 

We  realized  fairly  early  on  that  the  detention  centers  that 
the  Coalition  operated  were  breeding  grounds  for  terrorists. 
Minor  criminals  would  enter  our  prisons,  and  they  would  leave 
as  hard-core  jihadists  because  of  the  extremist  religious  educa¬ 
tion  they  were  exposed  to  within  the  walls.  To  solve  this  prob¬ 
lem,  we  reached  out  and  conducted  a  global  survey  to  examine 
some  other  models  of  success — Egypt,  Saudi  Arabia,  Jordan,  and 
Singapore — where  they  had  successfully  rehabilitated  criminals 
within  their  prisons.  We  were  able  to  capture  some  of  that  knowl¬ 
edge  and  incorporate  some  of  the  same  practices  through  local 
imams  in  Iraq  to  moderate  extremist  propoganda.  We  have  had 
some  initial  success  with  these  methods,  and  I  would  submit  that 
the  long-term  success  will  depend  upon  conveying  that  knowl¬ 
edge  to  the  Iraqis,  handing  it  over  to  them  to  educate  their  own 
people  to  continue  the  program. 

Imam  Mohamad  Bashar  Arafat,  an  American  Muslim  imam 
from  Baltimore,  who  is  Director  of  Civilizations  Exchange  and 
Cooperation  Foundation,  has  traveled  throughout  Muslim  coun¬ 
tries  with  the  close  coordination  of  the  State  Department.  He 
brings  with  him  other  Muslim  Americans  and  Christian  Americans, 
and  they  meet  with  small  groups  of  people  in  these  local  areas. 
They  meet  with  women's  groups,  kids,  religious  leaders,  and  rural 
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groups  in  people-to-people  exchanges  to  dispel  the  notion  that 
America  is  at  war  with  Islam.  They  present  a  view  contrary  to  the 
one  al  Qaeda  is  trying  to  promote,  and  in  the  areas  where  they 
are  able  to  go,  they  are  very  successful.  They  are  very  welcomed 
and  well  received. 

Another  area  where  we  have  had  some  success  is  our  "Al 
Qaeda  is  Losing"  campaign,  which  we  started  after  we  realized 
that  the  "Driving  a  Wedge"  campaign  was  not  the  right  approach. 
We  really  needed  to  demonstrate  that  al  Qaeda  could  be  beaten 
so  that  people  would  not  be  paralyzed  with  fear.  Therefore,  we 
are  using  IO  to  bring  to  light  some  of  the  successes  that  we  have 
had  against  al  Qaeda  militarily.  We  have  highlighted  our  abil¬ 
ity  to  locate  and  eliminate  al  Qaeda  by  conducting  "find,  fix, 
and  finish"  operations.  We  have  also  spotlighted  the  success  of 
local  Iraqis  by  standing  up  to  al  Qaeda.  The  sheiks  in  the  al  Anbar 
Province  are  one  of  the  most  notable  examples.  Even  President 
Bush  made  note  of  that  during  his  trip  out  there.  We  have  also 
tried  to  exploit  friction  between  al  Qaeda  and  some  of  the  other 
movements.  Al  Qaeda  is  a  coalition  just  as  we  are,  but  the  various 
groups  within  al  Qaeda  and  the  associated  movements  do  not  all 
play  from  the  same  sheet  of  music. 

One  of  the  frequent  complaints  that  we  have  heard  from  some 
of  the  associated  movements  is  that  al  Qaeda  is  too  indiscrimi¬ 
nant  in  its  use  of  violence — so  we  played  that  up.  We  revealed 
the  way  that  al  Qaeda  attacks — indiscriminately  killing  women 
and  children — and  we  emphasized  that  they  kill  other  Muslims. 
Evidence  of  our  success  with  that  comes  from  some  of  the  most 
recent  video  products  from  al  Qaeda  in  which  bin  Laden  said  that 
he  expected  his  followers  to  be  more  careful  in  not  indiscrimi¬ 
nately  killing  civilians  and  Muslims  in  their  attacks. 

We  have  also  used  humor  as  a  weapon  to  some  extent  and 
somewhat  effectively  by  highlighting  situations  that  cause  embar¬ 
rassment  and  diminish  the  terrorist  mystique.  Because  terrorists 
come  from  a  very  hierarchical,  traditionally  male  society  in  which 
honor  and  machismo  are  powerful  values  and  shame  and  humilia¬ 
tion  have  strong  emotional  impact,  humor  is  an  important  weapon 
to  the  extent  that  we  can  erode  their  image  of  competence  by 
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showing  them  to  be  comically  inept.  We  have  had  some  limited 
success  with  that.  Many  of  you  may  have  seen  the  video  in  which 
we  highlighted  Musab  al  Zarqawa's  limited  ability  to  correct  his 
own  weapons  malfunction,  revealing  that  he  was  not  quite  the 
fighter  that  he  would  like  everybody  to  think  he  was — he  was 
wearing  American  tennis  shoes  at  the  time.  We  highlighted  the 
dichotomy  that  although  he  advocated  overthrowing  the  West,  he 
was  wearing  our  products.  At  the  time  it  was  released,  the  video 
backfired  to  some  extent  because  it  opened  us  to  the  criticism: 
"If  this  guy  is  so  incompetent,  why  haven't  you  caught  him  yet?" 
Fortunately,  not  too  long  after  that  we  were  able  to  kill  him. 

We  have  also  exploited  the  cowardice  of  the  al  Qaeda  agents 
who  were  captured  dressed  as  women,  apparently  in  the  hope 
that  the  disguise  would  protect  them  from  some  of  our  opera¬ 
tions.  The  growing  anti-extremist  sentiment  coming  from  within 
the  Umma  is  encouraging.  The  more  we  can  get  Muslims  them¬ 
selves  speaking  out  against  violence  and  extremism,  the  more 
progress  we  will  start  to  see. 

CHALLENGES 

The  following  are  some  areas  where  we  need  to  do  more. 
Major  challenges  include  aggrandizement  of  al  Qaeda,  our  aver¬ 
sion  to  risk,  difficulty  integrating  and  synchronizing  operations, 
imperfect  assessment  methods,  limited  freedom  of  movement, 
and  overemphasis  on  immediate,  tactical  operations  rather  than 
the  long  fight.  I  will  expand  on  these  challenges  and  suggest  some 
ways  to  overcome  them. 

Over-aggrandizement  of  al  Qaeda 

Attributing  too  much  power  and  influence  to  disparate  groups 
by  lumping  them  together  under  the  banner  of  al  Qaeda  hinders 
the  effectiveness  of  IO.  We  tend  to  group  all  associated  terrorist 
movements  under  the  large  umbrella  of  al  Qaeda,  which  makes 
them  seem  more  powerful  than  they  really  are.  When  we  do  that, 
we  miss  opportunities  to  exploit  some  of  the  schisms  and  differ¬ 
ences  between  them,  which  are  ripe  areas  for  targeting. 
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Risk  Aversion 

Most  of  our  risk  aversion  has  to  do  with  IO  actions  that  may 
have  legal,  political,  or  policy  implications.  Considering  the  total 
commitment  of  the  adversaries,  it  is  possible  that  not  taking  these 
risks  may  be  the  most  risky  behavior  of  all.  For  example,  we  are 
missing  an  opportunity  to  deny  sanctuary:  the  place  that  the  ter¬ 
rorists  have  the  most  sanctuary  is  the  virtual  haven  of  the  Internet. 
Although  we  have  the  tools  and  techniques  to  do  so,  we  have  done 
little  to  attack  their  ability  to  operate  on  the  Internet.  Because  of 
issues  with  authorities  and  intelligence  agency  interdiction,  we 
have  been  limited  strictly  to  posting  attributed  messages  on  the 
Internet,  at  least  within  DoD — although  other  agencies  may  not 
have  those  same  restrictions.  We  know  that  any  attributed  web 
site — if  it  has  any  Western  (especially  U.S.)  bylines  on  it  at  all — is 
going  to  be  immediately  seen  as  not  credible  and  not  believable 
and  will  have  no  relevance  at  all.  We  have  to  be  able  to  operate 
on  the  Internet  in  an  unattributed  fashion. 

Delays  in  changing  policies  and  procedures  also  hinder  us. 
We  learned  years  ago  that  Iraqis  do  not  believe  anything  unless 
they  see  it.  FHearing  in  a  press  conference  or  press  release  that 
a  certain  al  Qaeda  terrorist  leader  had  been  captured  or  killed 
is  not  good  enough.  In  their  culture,  suspicion  of  rumor  is  very 
high.  We  requested  permission  to  show  photos  of  these  detainees 
to  demonstrate  that  they  were  now  no  longer  a  threat  to  them.  It 
took  well  over  six  months  of  policy  and  legal  battles  to  finally  be 
able  to  demonstrate  that.  That  is  a  small  victory.  We  were  able 
to  get  that  permission,  and  it  has  been  effective.  FHowever,  many 
other  policies  are  very  slow  to  change. 

Another  impediment  in  the  risk-aversion  category  is  the  reluc¬ 
tance  to  use  a  religious  or  ideological  slant.  Our  adversaries  know 
that,  and  they  use  it  against  us.  Therefore,  we  have  to  get  over  the 
fear  of  using  religion  in  our  messaging. 

Finally,  we  have  an  overwhelming  reluctance  to  influence  an 
issue  that  pertains  to  the  distinction  between  IO  and  public  affairs. 
The  DoD  and  the  U.S.  government  are  comfortable  with  public 
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affairs  kind  of  messages,  but  anything  that  smells  of  influence  is 
perceived  to  be  dishonest  and  should  not  be  employed. 

Integration  and  Synchronization  Issues 

Sharing  information  across  agencies  has  to  include  more 
than  just  actionable  intelligence.  We  also  need  to  share  informa¬ 
tion  with  them  to  coordinate  operations,  assess  outcomes,  and 
develop  long-term  strategies. 

Assessment  Challenges 

Reliably  assessing  information  operations  is  also  somewhat 
of  a  challenge.  We  have  outsourced  or  contracted  a  lot  of  the 
support  to  develop  influence  products  for  commercials,  radio 
programs,  and  so  forth.  One  of  the  challenges  is  that  the  compa¬ 
nies  we  have  contracted  to  develop  these  products  for  us  are  the 
same  ones  who  are  running  the  focus  groups  that  are  testing  these 
products.  Not  surprisingly,  they  conclude  that  these  are  cultur¬ 
ally  effective.  Outside  sources  should  be  vetting  those  products  to 
provide  checks  and  balances. 

Because  of  a  lack  of  standardized  and  objective  metrics,  it  is 
difficult  to  assess  efforts  to  change  cognitive  beliefs.  How  do  you 
measure  whether  someone  is  less  supportive  of  a  terrorist  or  not? 
It  is  a  complex  problem,  and  we  need  some  reliable  metrics  to 
do  that. 

Limited  Range  of  Operations 

From  a  DoD  perspective — this  does  not  apply  to  everyone — our 
freedom  of  maneuver  is  largely  restricted  to  Iraq  and  Afghanistan. 
Although  we  have  realized  that  the  problem  is  transregional — the 
fighters,  the  money,  the  weapons,  and  the  ideology  are  coming 
from  across  the  region  and,  in  fact,  across  the  globe — our  author¬ 
ity  to  do  anything  militarily  is  limited  to  those  two  countries.  We 
tend  to  focus  very  much  on  the  five-meter  target,  the  current  fight, 
without  much  consideration  of  the  long  fight.  If  we  are  going  to 
change  values,  we  have  to  start  now  because  it  is  going  to  take 
20  years  or  so  to  effect  change.  We  must  start  thinking  about  that 
because,  at  some  point,  we  all  want  to  go  home,  and  we  want  to 
leave  that  place  stable  and  able  to  operate  on  its  own. 


Chapter  5  Roundtable  4 
Deterring  Tacit  and  Active  Support  265 


INFORMATION  OPERATION  S  AND  PUBLIC 
AFFAIRS 


Figure  2  illustrates  some  further  distinctions  between  IO  and 
Public  Affairs.  Information  operations  and  public  affairs  are  very 
closely  related,  yet  distinct.  Public  affairs  operates  entirely  in  the 
truth  and  credibility  realm;  information  operations — while  con¬ 
trary  to  some  public  conceptions — actually  operates  most  effec¬ 
tively  when  it  is  100%  truthful. 
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Figure  2  IO  and  Public  Affairs 

The  deception  plan  that  supported  the  Normandy  operation 
was  successful  largely  because  it  played  upon  pre-existing  beliefs 
and  a  lot  of  truth.  FHowever,  there  are  very  clear  limits.  Those  of 
us  who  operate  in  the  information  operations  world  realize  that 
there  is  a  line  that  we  do  not  cross,  and  the  public  affairs  folks 
realize  there  is  a  line  they  do  not  cross.  Problems  come  in  when 
we  have  issues  that  seem  to  cross  those  lines. 

You  may  remember  that  in  the  fall  of  2005,  there  were  accu¬ 
sations  that  the  military  was  paying  for  stories  to  be  placed  in 
the  Iraqi  newspapers — well,  there  was  nothing  wrong  with  this. 
It  was  not  done  by  public  affairs;  it  was  done  by  our  IO  influence 
people,  and  it  was  perfectly  legal  and  legitimate.  It  was  vetted  and 
investigated,  and  there  was  nothing  wrong.  FHowever,  because  of 
political  perceptions  and  other  concerns,  it  caused  a  negative 
reaction. 
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Our  public  affairs  people  faced  further  restrictions  on  the 
kinds  of  activities  they  were  allowed  to  do;  the  lines  within  which 
they  were  able  to  operate  were  pushed  back.  They  were  not  able 
to  work  as  closely  with  Iraqi  media  and  be  as  aggressive  in  their 
operations.  Because  of  that,  we  ceded  a  vast  amount  of  the  infor¬ 
mation  domain  to  enemy  propaganda  for  a  year  or  so  during 
which  we  were  running  scared  because  of  some  of  the  articles 
that  had  come  out  on  this. 

Fortunately,  MNFI  realized  the  limitations  were  hindering 
our  effectiveness,  so  we  are  moving  towards  an  effects-based 
public  affairs  approach  in  which  Public  Affairs  is  integrated  with 
Information  Operations  while  still  remaining  100%  truthful. 

THE  WAY  AHEAD 

Where  do  we  go  from  here?  How  do  we  implement  the  strate¬ 
gies  I  have  discussed?  The  following  are  some  recommendations: 

•  The  global  insurgency  nature  of  Al  Qaeda  and  Affiliated 
Movements  (AQAM)  dictates  a  solution  from  within  the 
Umma.  This  is  much  more  than  just  putting  an  Iraqi  face  on 
the  problem.  We  need  to  increase  support  and  facilitation 
of  Muslim-originated  anti-jihadist  ideals,  and  it  must  have 
a  limited  U.S.  signature  to  be  credible.  The  current  rise  in 
anti-jihadist  support  from  the  Islamic  world  needs  to  be 
exploited.  The  mantra  we  are  hearing  is  that  we  cannot 
simply  initiate  the  action  and  then  let  the  Iraqis  stand  up, 
cut  the  ribbon,  and  say  it  is  theirs.  It  has  to  come  from 
within.  It  has  to  be  their  words,  their  ideas,  and  their  style 
as  it  goes  forward. 

•  We  need  to  pursue  a  systems-based  approach.  It  takes  a 
network  to  defeat  a  network.  This  requires  greater  exchange 
of  liaisons  between  agencies  and  organizations  to  allow 
us  to  develop  a  common  operational  picture  throughout 
government.  The  special  operations  world  has  a  good 
model  for  this  in  working  with  the  intelligence  agencies 
that  needs  to  be  exported  and  used  much  more  widely 
across  DoD  and  the  intelligence  agencies. 
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•  Streamlining  and  decentralizing  authorities  will  allow  us 
to  operate  on  the  Internet  without  attribution  and  shorten 
the  nonkinetic  targeting  process.  My  former  commander 
used  to  voice  concern  that  it  was  easier  for  him  to  drop 
bombs  than  it  was  to  drop  leaflets. 

•  To  increase  and  maintain  cultural  expertise,  we  need  to 
leverage  academia  and  other  experts,  increase  formal 
training,  and  facilitate  the  vetting  of  "cultural  experts."  We 
in  the  military  realize  that  when  we  go  into  a  country  for  a 
year  or  so  at  a  time,  we  are  never  going  to  have  the  depth 
of  cultural  knowledge  that  many  of  you  in  academia  do. 
We  need  to  develop  closer  partnerships  and  communities 
of  interest  to  leverage  the  academic  expertise  to  ensure 
that  we  are  operating  at  the  right  level  to  attack  the  ideas 
of  the  enemy. 

Abu  Yahya  al-Libi,  a  senior  member  of  al  Qaeda,  offered  the 
following  suggestions  several  months  ago  as  six  steps  that  would 
help  us  to  defeat  al  Qaeda.  He  did  not  do  so  out  of  sympathy 
towards  the  U.S.  but  more  out  of  arrogance  and  a  belief  that  there 
was  no  way  that  the  U.S.  could  ever  get  its  act  together  to  imple¬ 
ment  these  strategies.  Yet,  if  you  look  at  his  recommendations, 
many  of  them  are  similar  to  the  recommendations  that  those  of  us 
in  the  field  have  made.  If  we  can  get  some  of  the  legal,  bureau¬ 
cratic,  and  policy  restrictions  lifted  or  expedited,  we  can  be  suc¬ 
cessful  with  some  of  these  suggestions: 

1.  Weaken  ideological  appeal  by  exploiting 
disillusioned  jihadis. 

2.  Fabricate  stories  and  exaggerate  real  jihadist 
mistakes. 

3.  Counter  the  "Jihadist  University  effect"  of  detention 
centers. 

4.  Amplify  mainstream  Islamic  voices  countering 
AQAM  ideology. 
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5.  Silence  key  ideologues  guiding  the  jihadist 
movement. 

6.  Use  information  operations  to  fracture  the 
AQAM. 

The  first  two  items  in  the  list  reiterate  the  observation  that 
many  suicide  bombers  are  recruited,  not  by  the  lure  of  becom¬ 
ing  a  martyr  and  dying  for  Islam  but  becoming  jihadists  for  a 
noble  cause.  When  they  realize  that  the  al  Qaeda  recruiters  who 
are  trying  to  draft  them  are  doing  so  under  false  pretenses,  they 
may  become  disillusioned.  We  can  further  weaken  the  ideologi¬ 
cal  appeal  by  publicizing  al  Qaeda's  deceptions  and  mistakes. 
We  have  a  variety  of  methods  to  do  that,  including  humor  and 
ridicule. 

We  have  gained  much  knowledge  by  studying  how  detention 
centers  can  become  training  centers,  but  we  must  continue  to 
emphasize  developing  methods  to  counter  that.  To  augment  the 
mainstream  Islamic  voices  that  are  speaking  out  against  the  radi¬ 
cal  AQAM  ideology,  we  need  to  use  the  resources  of  the  Internet 
to  their  fullest  extent.  The  Internet  has  become  AQAM's  primary 
means  of  communication.  We  need  to  be  out  there  as  well  with 
credible,  persuasive  arguments  by  respected  voices  for  Islam 
speaking  out  against  AQAM's  radical  ideas. 

For  the  fifth  item  in  the  list — silencing  the  most  radical  voices — 
we  need  to  identify  and  track  the  ideologues  that  are  most  criti¬ 
cal  to  the  movement.  Once  we  identify  those  high-payoff  targets, 
we  can  either  silence  them  through  kill-capture  operations  or  by 
making  them  irrelevant.  Finally,  IO  can  focus  on  exploiting  the 
schisms  and  continuing  to  fracture  the  AQAM  by  implementing 
the  strategies  I  have  outlined  here. 
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\  ,  Is  extremist  Islamic  terrorism  a  reaction  against  modernity  or 
against  injustice?  In  other  words,  if  the  undemocratic  regimes  in 
the  Middle  East  were  replaced  with  liberal  democracies,  would  al  Qaeda 
go  away? 

\  Dr.  Paul  Davis  -  I  think  there  is  a  general  truth — which  a 
report  that  RAND  is  publishing  in  a  few  months  will  emphasize — 
that  almost  any  of  these  questions  depend  on  multiple  factors. 
So  the  answer  is,  "it  depends."  On  the  one  hand,  this  may  sound 
trivial,  but  on  the  other  hand,  it  is  profound  because  many  people 
are  looking  for  single  measures  or  single  causes.  That  leads  to 
disappointment. 

For  instance,  if  you  ask  the  question  in  terms  of  whether  liberal 
democracies  will  replace  al  Qaeda,  the  relationship  between 
democracy  and  other  good  behavior  is  not  all  that  evident  or 
probably  empirical.  It  is  not  because  democracy  is  not  good;  it  is 
because  there  are  other  factors  at  work,  such  as  the  economy,  the 
nature  of  the  democracy  that  tries  to  take  root,  and  many  other 
considerations  that  come  into  play.  So  I  think  the  disappointing 
answer  is,  you  cannot  really  answer  a  question  like  that. 

|  Christine  MacNulty  One  thing  I  might  add — there  does 
seem  to  be  a  huge  amount  of  resentment  towards  the  West,  but 
this  is  not  a  new  thing.  In  fact,  Arab  commentators  wrote  about  it 
in  the  middle  of  the  19th  Century.  They  wondered  how  on  earth 
barbaric  Christians  could  have  invented  something  as  awful  and 
powerful  as  a  cannon.  They  saw  the  Islamic  world  as  having  had 
a  golden  age  that  the  West  helped  destroy.  Whether  that  was  true 
or  not  is  open  to  some  question,  but  that  is  the  perception. 
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What  we  have  to  realize  is  that  in  this  whole  business  of 
deterring  and  influencing,  we  are  dealing  with  perception,  not 
with  fact.  I  do  believe  that  the  notion  of  resentment  towards 
the  West — resentment  that  we  are  as  good  militarily  as  we  are 
economically,  — is  quite  a  powerful  factor.  Nevertheless,  I  would 
certainly  agree  with  Paul  that  whenever  we  are  looking  at  specific 
instances,  we  have  to  think  about  the  context  of  those  instances 
and  the  particular  countries  and  cultures. 


It  seems  to  me  that  Ms.  MacNulty’s  diagrams  could  be  taken 


equally  as  advice  for  how  al  Qaeda  should  recruit,  which  raises 


the  question  of  what  we  do  to  inhibit  the  success  of  the  adversary  in  being 
able  to  appeal  to  the  population  as  distinct  from  our  own  positive  appeal 


efforts. 


J  Ms.  Christine  MacNulty  -You  are  absolutely  right.  If  al  Qaeda 
were  to  look  at  these  charts,  they  could  use  them  in  exactly  the 
same  way.  So  then  the  question  is:  what  can  we  offer  that  al 
Qaeda  can't?  From  the  chart  that  I  showed  of  Paddy's  particular 
values,  we  can  see  that  he  wants  excitement,  wealth,  and  visible 
success,  and  he  is  not  too  concerned  about  his  fellow  man.  FHe 
does  not  really  like  The  Other,  whatever  The  Other  is.  If  we  were 
trying  to  influence  Paddy,  we  would  say  that  we  will  give  him  the 
excitement,  the  wealth,  and  the  visible  success  he  needs  but  by 
using  his  own  definitions  of  what  those  are. 

Offering  him  a  job  in  a  manufacturing  plant  is  probably  not 
something  he  needs.  He  might  very  well  want  a  job  in  a  high- 
tech  company  because,  after  all,  many  people  recruited  by  al 
Qaeda  and  other  terrorist  organizations  are  well  educated  but 
unemployed.  If  we  can  actually  find  ways  of  persuading  people 
like  Paddy  through  offering  them  things  that  appeal  to  those  kinds 
of  values,  then  we  will  stand  a  better  chance  than  al  Qaeda 
because,  ultimately,  al  Qaeda  can  give  them  excitement  but  not 
wealth.  It  might  give  them  a  bit  of  visible  success,  but  it  is  probably 
short-term  visible  success.  Therefore,  we  have  to  think  about  how 
we  can  offer  what  Paddy  wants  in  terms  of  his  own  values.  What 
can  we  do  diplomatically,  informationally,  and  economically  as 
well  as  militarily?  We  need  to  think  more  broadly  about  how  we 
can  influence  or  deter. 
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How  do  you  use  10  to  fracture  AQAM?  How  about  an  Arabic 
docudrama  about  the  plight  of  a  victimized  suicide  bomber? 


|  COL  Karen  Lloyd  I  cannot  go  into  many  of  the  specific 
techniques  that  we  would  use  to  fracture  AQAM.  Understanding 
the  potential  differences  between  how  these  movements  think 
is  key.  Al  Qaeda  is  more  global,  but  many  of  the  associated 
movements  are  national. They  are  focused  on  regional  and  national 
gains.  They  want  power  for  their  country  or  their  province.  If  we 
can  show  them — and  we  have  tried  to  show  them — that  al  Qaeda 
is  just  using  them  for  their  resources,  access,  and  expertise  about 
their  part  of  the  world  to  gain  global  power  for  al  Qaeda,  that 
group  will  no  longer  have  any  influence.  Then  that  might  realize 
it  is  not  in  their  own  self-interest  to  cooperate  with  al  Qaeda. 


If  we  can  highlight  some  areas  of  religious  disagreement — 
and  we  have  done  that  fairly  successfully — we  can  help  fracture 
the  movement.  As  I  mentioned,  probably  the  most  successful 
discrepancy  wehaveshown  isal  Qaeda's  indiscriminant  violence, 
especially  against  Muslims.  Many  of  the  other  associated 
movements  are  much  less  willing  to  target  indiscriminately, 
especially  when  it  means  killing  other  Muslims.  Those  are  the 
kinds  of  messages  that  we  have  attempted  to  insert  into  the 
dialogue  in  various  places  and  at  various  levels  to  further  create 
those  rifts. 


/^\  ,  Can  Mr.  Gibson  please  explain  the  nexus  between  what  you 
described  as  Iraq  task  force  advisors  and  the  Army’s  Human 
Terrain  Teams  and  systems?  As  Colonel  Lloyd  pointed  out,  synchronization 
and  integration  are  important.  The  Army  has  been  engaged  in  this  for  the 
past  year.  Is  there  a  nexus  between  what  your  project  is  doing  and  what  the 
Army  is  doing? 


|  Mr.  Bruce  Gibson  -  There  is  a  nexus,  but  it  is  early  in  the  life 
cycle.  The  Information  Operations  Advisory  Task  Force  (IOATF) 
has  been  in  existence  since  late  FY  2003.  The  Army's  first  FHuman 
TerrainTeams  (H ITT s)  are  in  place  now  and  are  growing  in  number. 
There  is  a  synergy — with  a  bit  of  an  overlap — between  the  two, 
with  the  distinction  that  the  IOATF  brings  in  a  lot  of  the  micro 
data,  which  are  assessed,  analyzed,  and  fused  for  use  by  the 
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commanders.  The  Army's  HTTs  include  cultural  anthropologists 
embedded  in  deployed  Brigade  Combat  Teams  (BCTs)  to  provide 
insight  into  the  local  populations  and  tribal  networks.  They 
provide  cultural  advice  based  on  a  constantly  updated,  automated 
database  on  the  BCT  area  of  operations,  and  they  can  perform 
focused  cultural  studies  for  a  particular  commander's  area  while 
tapping  academic  resources. 

The  value  of  the  HTT  is  that  it  contributes  the  upper-level 
analysis  and  evaluation  of  the  data  that  IOATF  provides.  The 
HTT  recognizes  and  interprets  the  value  in  the  information 
from  the  word  on  the  street.  The  way  that  the  system  is  currently 
structured,  two  pieces  of  that  machine  bring  the  data  in:  sourcing- 
type  organizations  and  programs  that  bring  raw  data  in  from  the 
street. 

How  do  you  synthesize  the  data?  How  do  you  analyze  them? 
How  do  you  make  them  relevantto  the  daily  operations  of  the  local 
commander?  The  HTT  contributes  a  lot  of  the  brainpower  to  make 
that  happen.  In  that  sense,  the  HTT  program  is  not  standalone.  As 
these  programs  evolve,  they  will  become  more  integrated  into 
the  IO  campaigns  and  the  strategic  communication  campaigns 
so  they  operate  synergistically  as  one  unified  system.  As  the 
information  comes  in,  it  orients  the  message;  the  message  goes 
out,  and  there  is  a  mechanism  to  measure  results  so  that  it  can 
reorient  the  follow-on  discussion.  In  that  way,  IO  becomes  more 
than  just  an  information  blast,  it  becomes  an  ongoing  dialogue. 
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6.1  MODERATOR'S  SUMMARY 

Montgomery  McFate 


Overall,  this  panel  focuses  on  eroding  support  for  terror¬ 
ist  ideologies.  The  presentations  have  a  number  of  overlapping 
themes,  which  result  in  the  following  concrete  suggestions  for 
U.S.  strategy: 

First,  al  Qaeda  can  be  attacked  at  the  ideological  level. 
Attacking  the  ideology  is  critical,  because  it  is  what  sustains  al 
Qaeda's  ability  to  mobilize  and  regenerate  after  attacks  against 
the  leadership.  Al  Qaeda's  ideology  can  be  characterized  as  an 
extreme  deformation  of  a  particular  interpretation  of  Islamic 
thought,  but  one  that  resonates  in  the  classical  Islamic  tradition. 
The  gap  between  the  classical  Islamic  tradition  and  Al  Qaeda's 
interpretation  of  it  can  be  exploited,  but  this  should  to  be  done 
by  our  Muslim  allies  who  can  convincingly  make  the  case  that  al 
Qaeda's  world  view  is  a  political  ideology  wrapped  in  Islamic  or 
religious  terms  and  symbols  rather  than  a  sincere  expression  of 
Islam. 


Dr.  Montgomery  McFate ,  a  cultural  anthropologist  and  attorney ;  is 
currently  the  Senior  Social  Science  Adviser  for  the  U.S.  Army's  Human 
Terrain  System  Program  at  the  Institute  for  Defense  Analysis.  She  has 
studied  as  a  Jennings  Randolph  fellow  and  a  Defense  Policy  Fellow  with 
the  Office  of  Naval  Research ,  where  she  worked  on  critical  projects 
for  the  Joint  IED  Task  Force  in  Iraq ,  among  others.  Dr.  McFate  received 
a  B.A.  from  University  of  California  at  Berkeley,  a  Ph.D.  in  Cultural 
Anthropology  from  Yale  University,  and  a  J.D.  from  Harvard  Law  School. 
She  teaches  at  The  Johns  Hopkins  School  of  Advanced  International 
Studies  and  is  widely  published.  Dr.  McFate  received  a  Distinguished 
Public  Service  Award  from  the  Secretary  of  the  Navy. 
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The  current  situation  in  the  Islamic  world  resembles  a  civil 
war,  a  war  in  which  the  extremists  are  trying  to  voice  their  inter¬ 
pretation  of  Islam  on  other  Muslims,  and  it  is  simultaneously  a 
competition  for  power  and  authority  within  local  communities. 
This  struggle  within  Islam  concerns  the  following:  who  gets  to 
speak  for  what  is  authentic  Islam?  What  does  it  mean  to  be  a 
Muslim  today  in  a  globalized,  modernizing  world?  What  does  it 
mean  to  be  an  Arab  Muslim  today?  Given  this  situation,  one  of 
the  strategic  aims  of  the  U.S.  should  be  to  try  to  convince  that 
wider  population  that  the  United  States  is  not  in  fact  "at  war  with 
Islam." 

Second,  panelists  noted  that  supporting  mainstream  Muslim 
efforts  to  reject  extremism  is  a  critical  element  of  U.S.  national 
security  strategy.  Supporting  such  efforts  requires  that  the  U.S. 
assist  these  communities  to  find  alternative  paths  to  address  some 
of  their  grievances  and  the  underlying  political,  economic,  and 
social  conditions.  Thus  far,  the  U.S.  has  been  less  successful  at 
addressing  these  constituencies. 

Traditional  public  diplomacy  and  messaging  do  not  reach  the 
under-30  population  in  the  Islamic  world.  Addressing  this  popu¬ 
lation  is  critical  because  it  is  the  population  from  which  people 
are  most  often  recruited  by  terrorist  organizations.  The  strategy 
suggested  by  the  panelists  is  to  divert  impressionable  segments  of 
the  population  away  from  their  recruitment  process  by  creating 
alternatives.  These  alternatives  do  not  necessarily  have  to  be  pro- 
U.S.,  nor  do  they  have  to  be  anti-al  Qaeda,  but  they  do  have  to 
represent  a  possibility  of  another  type  of  fulfilling  life.  Commonly 
used  tools  that  the  U.S.  has  at  its  disposal,  such  as  development 
assistance,  are  beneficial  for  achieving  long-term  objectives;  but 
in  this  case,  short-term  tools  are  required.  Satellite  TVs,  mobile 
phones,  and  the  Internet  are  the  three  most  prevalent  technolo¬ 
gies  used  by  the  under-30  population  in  the  Muslim  world.  Young 
people  use  these  technologies  differently  from  older  people.  For 
example,  young  people  often  use  Bluetooth  technology  to  cir¬ 
cumvent  the  police  state  apparatus  for  social  purposes,  and  sub¬ 
sequently  use  it  to  create  alternatives  that  are  not  available  in 
their  own  societies,  such  as  freedom  of  assembly  and  freedom 
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of  speech.  Communities  of  young  people  in  Syria,  Jordan,  and 
Iran  are  operationalizing  democracy  through  technology  from  the 
bottom  up. 

Third,  a  number  of  the  panelists  note  that  the  manner  in  which 
"brand  America"  has  been  marketed  in  the  Muslim  world  has  not 
been  particularly  effective.  As  one  panelist  notes,  "If  al  Qaeda's 
narrative  is  that  the  west  is  at  war  with  Islam,  what's  our  narra¬ 
tive?"  What  the  U.S.  says  in  its  public  diplomacy  is  less  impor¬ 
tant  than  the  aggregated  effect  of  our  policies,  which  are  often 
perceived  negatively  by  the  global  Islamic  population.  However, 
other  panelists  note  that  for  the  U.S.  to  prevail  against  al  Qaeda, 
it  is  not  necessary  that  the  "brand  America"  be  popular.  Rather, 
the  U.S.  wins  if  al  Qaeda  loses.  Currently,  al  Qaeda  believes  that 
they  are  losing  the  war.  Their  metric,  however,  has  nothing  to  do 
with  approval  ratings,  but  rather  how  many  people  are  in  the  fight. 
In  their  understanding  of  Islam,  a  true  Muslim  has  an  affirmative 
obligation  given  the  condition  of  the  world  today  to  engage  in 
jihad,  or  else  to  directly  support  it.  Yet  most  of  the  Muslims  in  the 
world  are  both  anti-al  Qaeda  and  anti-American. 

Fourth,  many  of  the  panelists  note  the  importance  of  first-hand 
research  and  of  understanding  the  perspective  of  the  adversary. 
Given  that  the  intelligence  system  of  the  U.S.  is  organized  to  track 
and  target  threats  rather  than  to  map  out  the  ethnographic  makeup 
of  benign  populations,  the  U.S.  government  should  establish  a 
center  that  can  do  the  requisite  research  both  in  peace  and  in  war 
and  can  act  as  a  repository  of  such  knowledge. 
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6.2  COUNTERING  EXTREMISM 

Jared  Cohen 


I  am  going  to  divide  my  remarks  into  three  parts.  The  first  part 
is  my  perspective  on  the  paradigm  we  are  considering  for  coun¬ 
tering  violent  Islamic  extremism.  The  second  part  is  why  I  think 
the  focus  should  be  specifically  on  the  youth  demographic  and 
technology.  Then,  I  will  discuss  what  we  can  actually  do. 

COUNTERING  ISLAMIC  EXTREMISM 

Diverting  People  From  Ideology 

My  perspective  is  slightly  different — not  with  the  notion  that 
we  need  to  attack  the  ideology  to  erode  support  for  extremism 
but  more  in  terms  of  where  to  place  the  emphasis.  Part  of  our 
emphasis  should  be  on  attacking  the  ideology,  but  we  should  also 
be  focusing  a  lot  of  our  effort  on  diverting  people  from  the  alter¬ 
natives  that  come  with  this  ideology. 

When  we  look  at  the  broader  arenas  of  activities  in  the  Global 
War  on  Terrorism,  we  know  that  we  have  been  very  good  on  the 
kinetic  side — that  is,  capturing  terrorists,  killing  terrorists,  cutting 
off  finances,  hindering  their  logistical  capabilities,  and  preventing 


Mr.  Jared  Cohen  serves  in  the  Policy  Planning  Office  at  the  U.S. 
Department  of  State  and  is  responsible  for  counter-rad icalization, 
youth  and  education ,  public  diplomacy,  and  Muslim  world  outreach. 
Mr.  Cohen  is  fluent  in  Arabic  and  Swahili  and  traveled  to  Iran,  Iraq, 
Syria,  and  Lebanon  to  study  Muslim  youth  culture  in  the  post-9/1 1 
world;  in  Africa,  he  researched  conflict  resolution,  genocide,  and 
democracy.  He  received  his  B.A.  from  Stanford  University  and  his 
M.Phil  in  International  Relations  from  Oxford  University,  where  he 
studied  as  a  Rhodes  Scholar.  He  is  the  author  of  Children  of  lihad:  A 
Young  American's  Travels  Among  the  Youth  of  the  Middle  East  and  One 
Hundred  Days  of  Silence:  America  and  the  Rwanda  Genocide. 
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those  who  have  already  become  violent  extremists  from  actually 
being  able  to  undertake  attacks  of  substantial  magnitude. 

Crafting  the  Message 

We  have  been  less  successfu  I  i  n  addressi  ng  the  constant  stream 
of  potential  recruits,  the  constituencies,  and  the  support  bases 
of  these  organizations.  These  are  critical  components.  They  are 
essentially  the  tail  that  wags  the  dog  in  this  long  struggle  against 
violent  extremism.  We  have  addressed  the  stream  of  potential 
recruits  largely  in  a  public  diplomacy  paradigm — that  is,  we  focus 
on  messaging,  we  focus  on  branding.  We  focus  a  lot  of  energy 
on  how  to  do  things  directly:  how  to  convey  our  policies,  how 
to  talk  to  people,  how  to  directly  engage  with  people.  This  type 
of  effort  has  some  impact,  but  who  are  the  people  that  are  most 
likely  to  be  recruited  into  these  organizations?  They  are  people  in 
ungoverned  spaces — al  Qaeda  havens,  Hezbollah  strongholds — 
places  where  our  development  assistance  and  our  messages  do 
not  reach,  or  if  they  do  reach,  they  do  not  resonate. 

These  are  places  where  we  do  not  have  actual  access  on  the 
ground  and  where  we  suffer  from  a  credibility  challenge.  A  lot  of 
the  recruits  are  also  in  urban  slums  and  poorly  integrated  immi¬ 
grant  communities  in  western  Europe.  These  are  places  where  we 
have  access,  but  our  access  is  very  limited  and  very  suspect  by  the 
populations.  So,  traditional  public  diplomacy  and  messaging  do 
not  quite  reach  the  population  we  need  to  reach  most. 

Creating  Alternatives 

When  we  conceptualize  the  war  of  ideas  or  counterextrem¬ 
ism,  it  is  not  so  much  about  whether  people  like  us  and  support 
us  and  support  our  policies,  but  whether  a  dislike  of  us  or  our 
policies  actually  manifests  itself  in  the  form  of  violent  extrem¬ 
ism.  If  we  operate  under  that  assumption,  our  objective  changes. 
The  war  of  ideas  becomes  not  so  much  about  winning  hearts  and 
minds  but,  rather,  about  how  to  divert  impressionable  segments 
of  the  population  from  the  recruitment  process  by  creating  alter¬ 
natives,  which  do  not  necessarily  have  to  be  pro-U.S.  or  anti- 
anything  else,  just  alternatives. 
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Al  Qaeda  and  groups  like  it  are  not  actually  very  effective 
at  recruiting.  They  cast  their  nets  widely  in  these  ungoverned 
spaces  and  safe  havens,  but  very  few  people  actually  go  from 
being  unradicalized  to  becoming  vitally  radicalized.  The  advan¬ 
tage  of  these  extremist  organizations  is  that  they  do  not  need  to 
be  very  effective;  they  just  need  a  handful  of  people  to  undertake 
violent  extremist  acts  to  claim  a  degree  of  success  or  to  make  an 
impact. 

We  are  never  going  to  get  rid  of  terrorism.  It  is  a  method  that 
has  been  around  since  the  days  of  the  Ismaili  assassins.  I  am 
not  arguing  that  the  effort  should  be  focused  on  those  that  have 
already  become  violent  extremists  outside  of  the  current  kinetic 
operations.  I  do  not  view  the  war  of  ideas  as  much  about  ideolo¬ 
gies  as  about  alternatives:  alternative  education,  alternative  forms 
of  recreation,  alternative  forms  of  entertainment,  and  alternative 
forms  of  expression. 

TARGETING  THE  YOUNG 

The  key  target  audience  here  is  the  under-30  crowd.  The 
Middle  East  is  an  incredibly  turbulent  part  of  the  world,  but  the 
big  wildcard  is  the  60  percent  of  the  population  that  is  under  the 
age  of  30.  The  demographics  in  the  Middle  East  are  startling.  For 
example,  Iran  has  69  million  people,  67  percent  of  them  under 
30  and  50  percent  of  them  under  1  5.  The  demographics  in  other 
countries,  like  Kuwait  and  Saudi  Arabia,  are  similar. 

If  we  view  the  war  of  ideas  as  a  battle  for  alternatives  in  which 
youth  is  the  primary  focus,  and  if  we  accept  the  notion  that  we 
win  as  long  as  they  do  not  adopt  violent  extremist  and  terrorist 
ideology  and  act  on  it,  then  in  the  short  run,  it  is  acceptable  to 
divert  them  away  from  the  recruitment  process.  It  does  not  solve 
the  problem  in  the  long  run  because,  ultimately,  they  are  going 
to  need  jobs  and  status.  However,  the  tools  at  our  disposal,  such 
as  development  assistance,  are  intended  to  achieve  long-term 
objectives. 

The  diverting  aspect  of  this  war  of  ideas  is  extremely  cru¬ 
cial.  There  are  two  ways  to  divert  and  create  alternatives.  One 
is  to  empower  local  entities  and  individuals  to  address  local 
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challenges.  We  do  not  have  access  to  certain  key  environments 
where  the  extremists  recruit.  There  are  a  number  of  third-party 
vehicles — NCOs  [nongovernmental  organizations],  private-sec- 
tor  companies,  and  influential  community  leaders.  I  am  going  to 
focus  on  the  technology  component  because  I  think  that  is  what 
really  appeals  to  the  youth  demographic. 

T he  Appeal  of  T echnolocy 

The  three  most  prevalent  technologies  being  used  by  the 
young  people  in  the  Middle  East  and  other  parts  of  Muslim  com¬ 
munities  in  different  parts  of  the  world  are  satellite  TV,  mobile 
phones,  and  the  Internet.  Further,  young  people  and  older  genera¬ 
tions  use  these  technologies  in  completely  different  ways  and  for 
completely  different  purposes.  Hence,  their  communication  net¬ 
works  are  different.  Before  we  can  consider  creating  alternatives 
in  the  technological  space  for  these  youth,  we  need  to  understand 
the  communication  networks  in  these  societies. 

Satellite  TV 

It  is  not  only  the  elite  that  has  access  to  technology.  Every 
single  young  person  in  the  Middle  East  is  reachable  by  one  of  three 
technologies:  satellite  TV,  mobile  phones,  and  the  Internet.  If  they 
are  not,  they  have  deliberately  shielded  themselves.  I  have  been 
in  some  of  the  most  impoverished,  remote  parts  of  most  of  these 
countries.  I  have  seen  Bedouin  nomads  in  central  Syria  with  satel¬ 
lite  dishes  in  the  sand  attached  to  generators,  who  receive  over  a 
thousand  channels,  including  various  American  news  channels, 
the  OC,  and  about  25  channels  of  pornography.  I  have  seen  the 
same  thing  with  the  nomads  in  Iran.  Even  the  most  remote  rural 
areas  have  satellite  dishes  that  are  larger  than  the  homes  they  are 
attached  to. 

Even  the  ways  in  which  young  people  and  the  older  genera¬ 
tion  watch  TV  are  different.  The  older  generation  is  focused  on  the 
news;  the  younger  generation  is  glued  to  the  interactive  programs. 
The  number  one  TV  show  in  the  Middle  East  is  a  show  called  Star 
Academy,  which  is  a  spinoff  of  American  Idol.  The  biggest  cus¬ 
tomers  are  in  Saudi  Arabia  and  Kuwait,  which  are  very  conserva¬ 
tive  societies.  Kids  like  the  show  because  they  can  call,  text  in, 
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and  be  part  of  creating  their  own  media.  They  are  actually  able  to 
enjoy  certain  civil  liberties  thatthey  do  not  otherwise  have  in  their 
society.  Further,  the  prevalence  of  satellite  dishes  has  generated  a 
whole  host  of  job  opportunities  for  young  people.  Young  adults  in 
Iraq  are  creating  gigantic  businesses  in  programming  and  fixing 
remote  controls  for  adults  who  mess  up  the  programming. 

Mobile  Phones 

Mobile  phones  are  almost  as  prevalent  as  satellite  dishes  in 
these  countries.  Street  children  have  them;  shoe  shiners  have 
them.  They  can  afford  them  because  they  do  not  use  them  to 
talk;  they  use  them  to  play  video  games.  In  some  of  these  very 
impoverished  communities,  they  will  share  a  SIM  card  among 
five  people,  or  they  will  share  a  phone.  Besides  video  games,  they 
use  them  for  Bluetoothing.  Anyone  with  Bluetooth  technology  on 
their  phone  can  call  and  text  anyone  else  with  Bluetooth  within 
about  1 00  yards. 

In  2005,  before  FHezbollah  took  it  over,  I  was  in  downtown 
Beirut  with  a  friend,  who  was  explaining  Bluetooth  technology  to 
me.  FHe  said,  "Watch  this,"  and  he  sent  a  text  message  to  everyone 
who  had  Bluetooth  describing  what  he  was  wearing  and  where 
he  was  standing.  A  lot  of  Saudi  women  congregate  in  downtown 
Beirut  in  the  summer.  Within  moments,  table  after  table  of  Saudi 
women  turned  around  and  looked  at  him.  I  also  learned  that 
Bluetooth  technology  is  used  to  organize  wild,  crazy  parties  in 
Iran  and  both  gay  and  straight  raves  in  Syria. 

What  relevance  does  Bluetooth  have  to  the  War  on  Terrorism? 
Bluetooth  technology  is  primarily  being  used  to  organize  social 
and  recreational  functions.  As  kids  see  success  in  using  Bluetooth 
to  circumvent  the  police  state  apparatus  for  social  purposes,  they 
are  also  learning  that  it  has  applicability  for  political  purposes. 
They  use  it  to  organize  underground  organizations,  like  book 
clubs  and  political  movements.  They  use  it  to  create  alterna¬ 
tives  that  are  not  available  in  their  own  societies,  like  freedom  of 
assembly  and  freedom  of  speech. 
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Internet 

The  final  technology  is  the  Internet,  which  is  obviously  the 
most  important.  It  is  the  least  prevalent,  but  it  is  also  the  one  that 
is  growing  fastest.  Internet  statistics  tell  you  it  is  an  elite  phenom¬ 
enon,  but  the  statistics  are  completely  unreliable  for  a  couple  of 
reasons.  First,  the  majority  of  Internet  activity  in  the  Middle  East 
takes  place  in  Internet  cafes.  Kids  will  walk  kilometers  to  get  to 
Internet  cafes.  Even  kids  that  cannot  afford  it  will  go  to  hang  out 
and  watch  other  kids  use  the  Internet.  I  have  seen  Internet  cafes 
in  refugee  camps.  I  have  seen  them  in  urban  slums.  I  have  seen 
them  basically  everywhere  except  for  nomadic  tents  in  the  desert, 
which,  given  the  satellite  phenomenon  and  the  introduction  of 
the  $100  laptop,  will  eventually  emerge. 

What  are  kids  doing  over  the  Internet?  They  are  playing  video 
games,  chatting,  networking  online,  and  doing  all  sorts  of  things 
that  they  are  not  supposed  to  do.  One  of  my  favorite  activities  was 
to  go  to  Internet  cafes  in  southern  Lebanon,  in  the  Bacca  Valley, 
in  South  Beirut,  and  ask  these  kids,  who  were  obvious  supporters 
of  EHezbollah,  what  they  thought  of  democracy.  They  would  say  it 
was  a  tool  of  American  imperialism.  Then  I  would  ask  what  they 
were  doing  on  the  Internet  and  if  they  were  part  of  any  online  net¬ 
works.  They  would  talk  about  the  10  online  networks  they  were 
on  and  how  they  used  them  for  different  purposes,  which  would 
lead  to  a  whole  conversation  about  freedom  of  assembly.  When  I 
asked  them  what  chatting  services  they  were  on,  they  would  tell 
me  about  the  10  messenger  services  they  used.  Then  we  would 
have  a  conversation  about  freedom  of  speech.  You  can  imagine  a 
number  of  other  scenarios. 

We  talked  about  how  critical  democracy  was,  but  we  talked 
about  democracy  inductively  rather  than  deductively.  We  talked 
about  democracy  as  they  know  it  and  were  already  operational¬ 
izing  it,  not  from  the  top  down.  Kids  use  the  Internet  for  other 
purposes.  For  instance,  in  Iran,  the  government  taps  all  of  the  cell 
phones  and  makes  cell  phone  reception  deliberately  difficult.  A 
lot  of  kids  have  started  using  Skype  and  Google  to  talk  over  the 
Internet.  I  was  curious  about  the  degree  of  censorship  on  Internet 
telephony,  so  when  I  got  back  to  England,  I  went  onto  Skype  and 
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looked  up  who  was  on  from  Iran.  I  started  calling  random  Iranians 
and  bashing  the  regime  to  see  who  would  bash  back.  A  lot  of 
them  bashed  back. 

The  Downside  and  Upside 

There  is  a  downside  and  an  upside  to  all  of  this  technology. 
The  downside  is  that  more  than  ever,  young  people  know  what 
they  do  not  have,  and  more  than  ever,  they  see  what  the  first  world 
is  like  while  they  are  stuck  in  the  developing  world.  Critics  of  the 
technology  space  ask  why  we  would  want  to  support  greater  use 
of  these  technologies  when  terrorists  use  them  to  recruit.  That  is 
a  fallacious  argument  on  several  fronts,  but  mainly  because  it  is 
not  up  to  us.  Microsoft,  Oracle,  Cisco,  Google,  and  Facebook  are 
publishing  this  material  in  the  public  domain.  We  can  either  deal 
with  it  now  1 0  years  late  or  reflect  1 5  years  from  now  on  why  we 
did  not  deal  with  it  in  the  first  place. 

There  is  also  an  important  historical  analogy  here.  We  had  the 
same  concerns  about  the  cassette  tape  in  1 979.  We  did  not  want 
to  support  the  cassette  tape  because  it  could  be  used  as  a  tool  to 
promote  Soviet  and  communist  ideology  throughout  the  world.  It 
was  also  a  tool  for  Ayatollah  Khomeini  to  orchestrate  the  Iranian 
revolution  in  February  of  1 979  from  his  villa  in  Paris. 

The  key  upside  of  this  technology  is  that  this  generation  is  the 
first  to  be  socialized  with  a  high  prevalence  of  these  technologies. 
These  young  people  are  digital  natives  in  a  way  that  their  parents 
are  not.  Hence,  the  gap  between  the  communication  networks 
used  by  young  people  and  the  older  generation  is  wider  now  than 
it  is  likely  to  be  in  our  lifetime.  For  young  people,  the  technology 
is  not  about  getting  information;  it  is  about  recreation,  interac¬ 
tion,  expression,  and  creating  alternatives  and  civil  liberties  that 
they  do  not  otherwise  have.  It  is  the  most  emancipated  generation 
of  young  people  that  we  are  likely  to  see  for  a  very  long  time. 

Technology  Opportunity 

We  do  not  need  to  create  new  digital  spaces,  online  net¬ 
works,  or  digital  platforms.  These  platforms  already  exist,  and  the 
private  sector  is  much  better  at  creating  them  than  anybody  else. 
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Companies  like  Facebook  and  Google  are  doing  more  for  us  in 
the  war  of  ideas  than  probably  any  other  actors  on  the  planet 
because  they  are  creating  a  digital  space  with  tremendous  reach. 
The  technology  is  not  the  answer;  it  is  just  the  opportunity.  We 
need  programs  that  feed  into  that  space.  For  example,  every 
American  university  is  a  de  facto  think  tank  of  kids  with  knowl¬ 
edge  of  how  to  apply  to  universities,  write  a  resume,  do  a  job,  and 
speak  English.  Why  not  offer  American  university  students  college 
credit  for  using  those  digital  platforms  to  give  college  advice  to 
kids  in  places  like  Iran,  Syria,  Lebanon,  and  Iraq  or  to  teach  them 
English? 

We  also  have  a  tremendous  opportunity  to  leverage  elec¬ 
tronic  gaming.  Kids  all  around  the  world  love  playing  video 
games.  Video  games  on  cell  phones  do  not  have  to  be  particularly 
sophisticated.  BrickBreaker  is  one  of  the  most  popular  games  on 
a  Blackberry  even  though  it  is  simple.  Why  not  use  video  games 
for  teaching  English?  The  kids  wandering  around  Iraq,  Syria,  and 
Lebanon  with  their  mobile  phones  can  actually  learn  something 
substantial  while  being  entertained. 

THE  YOUTH  STRATEGY 

My  final  point  is  that  groups  like  al  Qaeda,  Hezbollah,  and 
Hamas  all  have  something  in  common  that  we  do  not — they  all 
have  youth  strategies.  Al  Qaeda's  youth  strategy  is  to  offer  young 
people  opportunity,  a  sense  of  empowerment,  and  an  outlet  for 
adventure.  In  other  words,  it  offers  an  identity  and  the  promise  of 
a  heroic  aftermath.  These  extremist  groups  are  grassroots  organi¬ 
zations  that  provide  youth  with  alternatives,  opportunities,  iden¬ 
tity,  or  something  more  material  at  the  grassroots  level. 

Our  youth  strategy  for  combating  these  extremist  organiza¬ 
tions  has  to  be  on  the  same  plane.  Every  young  person  has  two 
identities:  a  youth  identity  and  some  other  identity  that  has  been 
imposed  on  them  by  extremist,  religious,  or  political  actors.  Our 
strategy  has  to  be  aimed  at  the  grassroots  level,  and  it  has  to  appeal 
to  young  people — not  as  Muslims,  not  as  Shia,  not  as  Sunni,  not 
as  Hezbollah,  but  as  youth. 
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6.3  FRAMEWORK  FOR  ENGAGEMENT 

Michael  Doran 


THE  FOUR  PILLARS  OF  ANTI-EXTREMIST 
OPERATIONS 

Colonel  Mooney  and  I  talked  some  time  ago  about  the  dif¬ 
ferent  lines  of  operation  that  we  are  engaged  in  or  considering. 
He  grouped  the  operations  into  three  pillars:  the  Attack  Pillar,  the 
Empower  Pillar,  the  Brand  America  Pillar;  I  am  going  to  add  a 
fourth:  the  Research  Pillar. 

Attack  Pillar 

Within  the  Attack  Pillar,  we  attack  the  credibility  of  the  ideol¬ 
ogy  of  al  Qaeda.  There  are  various  ways  to  do  this.  I  will  not  cover 
them  all  here,  but  instead  will  make  a  couple  of  general  observa¬ 
tions.  First,  it  is  important  to  recognize  both  in  our  public  state¬ 
ments  and  in  our  strategy,  that  al-Qaeda  is  deeply  vulnerable  on 
Islamic  grounds.  I  have  been  reading  about  the  ideology  for  the 
last  five  or  six  years,  particularly  where  it  fits  into  Islamic  thought. 
On  one  level,  the  ideology  is  an  extreme  distortion  of  a  particular 
interpretation  of  Islamic  thought.  To  attack  it,  we  need  to  put  out 
the  alternative  view.  In  that  context,  it  is  worth  noting  the  current 
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tension  between  Sayid  Imam  al-Sharif,  otherwise  known  as  Dr. 
Fadl,  a  former  al  Qaeda  ideologue  who  recanted  his  position 
while  in  Egyptian  custody,  and  Ayman  al-Zawahiri,  al  Qaeda's 
number  two,  who  has  attacked  Dr.  Fadl. 

The  press  talked  a  lot  about  the  significance  of  Dr.  Fadl's 
about-face.  What  it  largely  missed,  however,  is  that  in  recanting 
al  Qaeda's  extremist  interpretation,  he  used  arguments  that  reso¬ 
nate  in  the  classical  Islamic  tradition,  thus  revealing  the  large  gap 
between  the  classical  Islamic  tradition  and  al  Qaeda's  interpreta¬ 
tion  of  it.  The  more  that  figures  sympathetic  to  al  Qaeda  express 
these  interpretations,  the  better,  because  they  puncture  the  aura 
of  authenticity  and  credibility  that  al  Qaeda  is  seeking  to  foster 
with  respect  to  classical  Islamic  sources. 

In  this  regard,  there  is  an  extremely  dangerous  interpretation 
growing  on  the  Internet  that  we  should  reject  wholeheartedly — 
namely,  that  there  are  moderate  Muslims  but  no  such  thing  as 
moderate  Islam.  This  interpretation  is  tantamount  to  saying  that 
when  the  tribes  of  Al  Anbartake  up  arms  against  al  Qaeda  together 
with  our  forces,  they  are  not  being  true  to  their  own  tradition.  To 
say  that  there  is  no  such  thing  as  moderate  Islam  is  to  ultimately 
say  that  al  Qaeda  is  right  in  its  interpretation.  It  is  intellectually 
false  not  to  recognize  the  gap  between  the  classical  tradition  and 
al  Qaeda,  and  it  is  strategically  obtuse  and  absolutely  inexcus¬ 
able  for  people  who  are  concerned  about  U.S.  national  secu¬ 
rity  to  trumpet  that  position.  Everything  that  is  being  said  in  the 
American  media  today  is  being  heard  around  the  world.  People 
who  are  really  concerned  about  national  security  should  think 
about  the  effect  of  their  statements  on  our  Muslim  allies. 


"To  say  that  there  is  no  such  thing  as  moderate  Islam  is  to 
ultimately  say  that  al  Qaeda  is  right  in  its  interpretation.  It 
is  intellectually  false  not  to  recognize  the  gap  between  the 
classical  tradition  and  al  Qaeda ,  and  it  is  strategically  obtuse 
and  absolutely  inexcusable  for  people  who  are  concerned 
about  U.S.  national  security  to  trumpet  that  position." 
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The  more  that  we  can  highlight  that  gap  between  the  classi¬ 
cal  tradition  and  al  Qaeda,  the  better.  We  cannot  do  it  directly, 
because  we  are  not  credible  interpreters  of  the  Islamic  tradition. 
Let  me  qualify  that.  There  are  some  things  we  can  do  directly.  For 
instance,  we  can  identify  texts,  produced  by  credible  Muslims, 
that  are  inconvenient  for  al  Qaeda  and  disseminate  them  on  the 
Internet  and  elsewhere. 

When  I  say  inconvenient  texts,  I  am  not  just  talking  about  texts 
like  that  of  Dr.  Fadl,  but  also  texts  from  the  classical  Islamic  tradi¬ 
tion.  For  instance,  in  extremist  circles,  Ibn  Taymiyya  is  the  most 
respected  medieval  theologian.  Though  considered  by  extrem¬ 
ists  today  as  the  father  of  uncompromising  orthodoxy,  he  actu¬ 
ally  wrote  extensively  about  the  Muslims'  need  to  be  practical, 
to  look  after  their  own  self-interests,  and  not  to  be  overly  bound 
to  dogma — surprising  statements  by  someone  who  is  considered 
the  forefather  of  modern  extremism.  We  could  publicize  those 
texts.  As  a  general  principle,  though,  I  think  we  need  to  leave  spe¬ 
cifically  Islamic  interpretation  up  to  our  Muslim  allies,  who  can 
speak  much  more  credibly  about  the  classical  Islamic  tradition. 

The  second  observation  that  I  would  like  to  make  regarding 
the  Attack  Pillar  is  that  it  is  worthwhile  thinking  about  the  psy¬ 
chology  of  extremism.  It  is  a  truism  among  people  who  follow 
this  issue  that  it  is  impossible  to  profile  the  potential  terrorist  in 
demographic  terms.  The  ideology  has  an  appeal  that  cuts  through 
all  ethnic  groups — and  even  through  religious  groups,  as  we 
see  from  the  fact  that  al  Qaeda  is  very  open  to  converts,  Adam 
Gadahn  being  just  one  such  example. 

While  it  is  difficult  to  profile  terrorists  in  demographic  terms, 
it  is  possible  to  profile  them  in  psychopathological  terms.  The  ide¬ 
ology  is  attractive  to  people,  particularly  young  men,  at  times  in 
their  lives  when  an  interlocking  set  of  psychological  issues  besets 
them.  I  have  been  influenced  here  by  David  Kenning,  an  expert  in 
branding.  Al  Qaeda's  ideology  gives  a  single,  simple  focus  to  indi¬ 
viduals  from  different  personal  backgrounds  and  different  coun¬ 
tries  who  are  troubled  by  a  wide  array  of  issues.  For  instance,  the 
ideology  provides  a  narrative  and  a  method  of  resolving  the  griev¬ 
ances  felt  by  someone  who  is  frustrated  with  his  own  national 
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government  because  he  cannot  get  a  job.  Or  for  someone  who 
may  have  conflicted  feelings  about  his  own  sexuality.  Another 
person  may  have  a  love-hate  relationship  with  the  United  States, 
where  he  is  very  attracted  to  aspects  of  the  United  States  culture 
and  repulsed  by  it  at  the  same  time.  He  may  be  concerned  about 
his  own  identity  in  the  modern  world.  If  his  mother  is  ill  and  he 
cannot  do  anything  about  it,  because  he  does  not  have  a  job,  he 
may  feel  impotent. 

The  ideology  has  a  nice  way  of  taking  all  of  those  complex 
feelings  that  young  men  have — in  particular,  young  Muslim  men 
and  often  young  Muslim  men  in  Europe  as  well  as  in  the  Middle 
East — and  channeling  them  all  towards  anti-Americanism. 
America  becomes  the  symbol  for  all  that  is  frustrating  in  their 
lives. 

The  ideology  can  also  be  tailored  to  local  political  struggles. 
It  can,  in  Iraq,  for  instance,  direct  them  toward  anti-Shiism.  The 
al  Qaeda  ideology  is  an  equal-opportunity  hater:  it  can  direct 
people  to  hate  America,  or  it  can  direct  people  to  hate  local  ene¬ 
mies.  With  respect  to  young  men  suffering  from  a  certain  set  of 
psychopathologies,  the  key  factor  is  that  it  provides  a  religious 
justification  for  suicide.  It  says  the  answer  is  to  blow  yourself 
up  because  by  blowing  yourself  up — engaging  in  one  single  act 
of  violence  that  will  give  your  entire  life  meaning  and  will  raise 
your  status  in  the  world — you  will  go  from  being  frustrated  and 
insignificant  to  being  a  martyr.  You  will  not  only  earn  a  place  in 
your  nation's  history  and  do  your  family  proud,  but  you  will  also 
earn  a  place  in  sacred  history.  That  is  quite  an  intoxicating  mix  for 
young  men  grappling  with  fears  of  worthlessness. 

I  recently  saw  an  analysis,  written  by  an  al  Qaeda  lieutenant,  of 
al  Qaeda's  problems  in  Iraq  as  a  result  of  the  success  of  the  Surge. 
There  were  a  couple  of  fascinating  passages  that  really  brought 
to  life  Kenning's  psychopathological  analysis.  One  of  them  was 
about  the  inability  of  the  organization  to  put  potential  suicide 
bombers  on  target  before  they  fizzled  out.  In  other  words,  there 
is  a  psychological  moment  when  they  are  live  bombs  and  can  be 
deployed,  but  if  they  are  not  deployed  in  that  moment,  they  turn 
into  duds.  Because  General  Patraeus  has  been  so  successful  at 
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destroying  the  organization  in  Iraq,  al  Qaeda  cannot  easily  place 
these  people  on  targets.  They  sit  in  safe  houses  and  stew,  and 
then  they  start  to  fizzle.  Then,  they  start  to  think,  "Okay,  if  I  can't 
go  and  martyr  myself,  then  I  want  to  join  a  combat  unit  so  I  can 
fight."  The  organization,  however,  has  been  so  eroded  that  there 
are  no  combat  units.  Eventually,  they  go  home. 

If  this  ideology  is  a  religious  ideology  that  people  believe 
and  use  as  a  basis  for  carrying  out  heinous  acts,  you  might  think 
that  they  would  be  ready  to  sacrifice  themselves  at  any  moment. 
They  are  not.  There  is  a  psychological  moment  when  they  feel 
that  the  value  of  their  entire  life  can  be  compressed  into  a  single 
act  of  violence,  and  that  moment  comes  and  goes.  We  need  to 
focus  our  attention  on  getting  to  people  just  before  that  moment 
comes.  We  need  to  find  opportunities  to  prevent  people  who  are 
vulnerable  from  blowing  themselves  up  and  becoming  martyrs. 
The  key  is  to  break  the  bridge  between  the  psychological  moment 
and  the  anti-Americanism.  In  attacking  al-Qaeda's  ideology  we 
should  be  focusing  on  how  it  constructs  that  bridge  and  how  we 
can  break  it. 

The  Empower  Pillar 

The  Empower  Pillar  refers  to  helping  our  Muslim  allies.  It  is 
the  most  important  of  all,  because  it  is  they,  not  us,  who  are  on  the 
front  lines  of  the  fights  that  matter  the  most.  We  are  dealing  with 
something  analogous  to  a  civil  war  in  Iraq  and  throughout  the 
Muslim  world.  It  is  a  war  within  Islam  in  which  the  extremists  are 
trying  to  impose  their  interpretation  of  Islam  on  everybody  else. 
But  it  is  not  just  a  religious  fight.  It  is  fully  religious  and  fully  polit¬ 
ical  at  the  same  time.  In  Iraq  and  elsewhere,  it  is  a  contest  on  the 
ground  for  power  and  authority  by  a  number  of  different  groups 
within  local  communities.  Identifying  the  groups  that  will  either 
ally  with  us  directly  or  who  will  benefit  from  our  success  and 
empowering  them  against  al  Qaeda  is  absolutely  the  best  thing 
we  can  do.  This  means  appealing  to  them  on  many  levels,  not  just 
or  primarily  on  religious  grounds.  General  Patraeus'  successes 
in  Iraq  have  done  more  to  erode  the  ideology  than  anything  else 
since  September  1 1 , 2001 .  We  are  now  seeing  the  disintegration 
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of  al  Qaeda  into  constituent  parts.  The  gaps  between  the  al  Qaeda 
senior  leadership  and  al  Qaeda  in  Iraq  are  palpable,  as  bin  Laden's 
most  recent  statement  showed. 

The  Empower  Pillar  is  one  of  the  hardest  to  implement  because 
we  are  not  really  set  up  to  do  it.  The  Department  of  Defense  in  its 
current  structure  was  set  up  to  fight  the  Cold  War,  not  to  use  the 
tools  of  counterinsurgency  to  empower  third  parties,  let  alone  to 
think  about  how  those  kinds  of  tools  applied  in  a  global  ideologi¬ 
cal  context.  One  of  the  most  important  things  that  my  office  does 
is  to  think  through  how,  given  our  current  structures  and  authori¬ 
ties,  we  can  accomplish  this  mission. 

Brand  America  Pillar 

The  next  pillar  is  the  Brand  America  Pillar.  On  one  level,  al 
Qaeda's  ideology  says  the  United  States  is  at  war  with  Islam. 
Polling  indicates  that  a  large  number  of  people  in  the  Arab  and 
Muslim  world  are  inclined  to  agree  with  that  interpretation  even 
while  they  reject  al  Qaeda.  In  some  countries,  as  much  as  80 
percent  of  the  population  believes  that  the  War  on  Terrorism  is  a 
war  against  Islam,  even  while  they  reject  al  Qaeda.  We  have  to 
try  to  convince  that  wider  population  that  the  United  States  is  not 
at  war  with  Islam. 

This,  like  all  of  the  Pillars,  has  many  dimensions.  Let  me  con¬ 
fine  myself  to  one  observation.  We  have  to  talk  less  about  war 
and  Islam  and  more  about  building  bridges  in  a  practical  way  with 
the  local  population.  There  is  an  old  political  adage  that  deny¬ 
ing  a  frame  of  reference  reinforces  it.  Richard  Nixon's  statement, 
"I'm  not  a  crook"  is  a  classic  example.  The  more  we  say,  "We're 
not  at  war  with  Islam"  the  more  Muslim  audiences  hear  "war" 
and  "Islam"  in  the  same  sentence.  I  prefer  an  indirect  approach, 
focusing  our  information  campaigns  on  specific,  local  popula¬ 
tions  and  specific  actions.  The  cumulative  effect  on  perceptions 
of  the  local  population  should  be,  "If  the  United  States  is  doing  X, 
Y,  and  Z,  then  obviously  this  ideology  doesn't  make  sense." 

When  I  talk  about  this  subject,  for  two  reasons  I  often  play 
down  the  Brand  America  Pillar.  First,  because  I  want  everybody 
to  focus  on  the  heart  of  this  struggle — the  struggle  for  power  and 
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authority  between  Muslims  and  within  Muslim  societies.  Second, 
we  are  already  setup,  bureaucratically,  to  execute  this  pillar  of  the 
strategy.  The  Brand  America  Pillar  is  very  important,  but  there  is  a 
tendency  in  some  circles  to  think  only  about  that  pillar,  because 
that  is  the  one  that  is  easiest  to  execute. 

Research  Pillar 

As  I  said,  our  defense  establishment  was  set  up  to  fight  the 
Soviet  Union.  When  intel  people  are  asked  about  the  ethno¬ 
graphic  makeup  of  a  town  or  the  current  hot  topics  of  conver¬ 
sation  or  public  opinion  polling  on  a  subject,  they  say,  "That's 
not  intel."  The  purpose  of  the  intel  system  is  to  track  and  target 
threats,  not  to  map  out  the  ethnographic  makeup  of  benign  popu¬ 
lations  or  even  pro-American  populations.  It  is  not  set  up  to  track 
local  rumors  and  do  attitudinal  surveys.  That  is  why  the  work  that 
Montgomery  McFate  is  doing  with  the  human  terrain  networks  is 
so  important. 

We  need  a  center — whether  it  is  a  U.S.  government  center  or 
a  public-private  center — that  does  this  kind  of  work  all  the  time 
and  becomes  a  repository  of  knowledge  about  attitudes  across 
the  globe.  Such  a  capability  could  be  an  extremely  powerful  tool. 
Imagine  if  you  could  ask  a  given  population:  Does  your  religion 
support  jihad  to  spread  the  faith?  Does  your  religion  support  the 
killing  of  noncombatants?  Do  you  hate  the  United  States?  Positive 
answers  to  all  three  questions  would  indicate  that  the  population 
in  that  particular  area  is  of  concern. 

Combining  those  data  with  other  polling  information  might 
show  you,  for  instance,  that  80  percent  of  the  population  in  that 
area  is  overwhelmingly  concerned  about  agriculture,  flooding,  or 
the  spread  of  disease.  Collating  that  type  of  information  could  sug¬ 
gest  to  you  ways  in  which  the  United  States  can  reach  out  to  areas 
of  concern.  It  also  suggests  possible  correlations:  If  80  percent  of 
the  population  is  concerned  about  agriculture  and  has  extremist 
attitudes  that  are  very  different  from  those  in  other,  nearby  places, 
there  might  be  a  connection. 

You  will  also  discover  surprising  results.  For  instance,  there 
are  places  where  80  percent  of  the  population  likes  al  Qaeda  and 
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80  percent  of  the  population  likes  the  United  States.  Obviously, 
we  do  not  have  a  Brand  America  problem  there;  something  else  is 
going  on.  That  something  else  may  be  suggested  by  other  Polling, 
or  the  polling  may  indicate  a  tool — say  agricultural  aid — that  will 
allow  aid  workers  to  go  into  the  area  and  gather  more  information 
about  the  source  of  these  surprising  attitudes  on  the  ground.  We 
need  centers  that  can  pull  together  all  of  this  disparate  informa¬ 
tion  and  provide  it  to  the  United  States  Government  so  that,  as 
we  like  to  say  in  the  Department  of  Defense,  all  instruments  of 
national  power  will  move  in  the  same  direction. 
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(f  6.4  THE  IMPORTANCE  OF  IDEOLOGY 

William  Mooney,  Jr. 


THE  RESILIENCE  OF  IDEOLOGY 

Prof.  McLaughlin  mentioned  that  we  have  to  destroy  the  lead¬ 
ership  of  al  Qaeda,  deny  them  safe  havens,  and  address  the  con¬ 
ditions  that  allow  terrorism  to  flourish  in  many  parts  of  the  world. 
I  agree  with  all  of  those  steps,  but  ideology  was  not  mentioned. 
Yet,  this  problem  is  virulent  and  pervasive  because  of  the  strength 
and  power  of  the  ideology  used  to  mobilize  and  generate  support 
for  terrorism.  It  is  the  ideology  that  sustains  the  enemy's  ability  to 
mobilize  and  regenerate  after  we  are  attacked  the  leadership  and 
their  safe  havens. 

Why  is  that?  It  is  because  of  the  resilience  of  the  ideology. 
That  is  why  we  need  to  focus  on  the  ideology  over  the  long  term. 
Because  the  policy  and  academic  discourse  here  in  the  United 
States  is  about  Iraq  and  Afghanistan,  we  lose  the  sense  that  this  is 
a  global  effort.  This  fight  is  global.  It  is  a  global  ideological  fight.  If 
peace  were  to  break  out  tomorrow,  the  war  with  al  Qaeda  would 
still  go  on,  but  we  have  not  communicated  that  information 
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adequately  to  the  American  people.  Al  Qaeda  declared  war  on  us 
at  least  as  far  back  as  1 998. 

We  are  fighting  a  war  with  al  Qaeda  ideologically  within  the 
context  of  a  struggle  within  Islam  itself  for  who  gets  to  speak  for 
what  is  authentic  Islam.  What  does  it  mean  to  be  a  Muslim  today 
in  a  globalized,  modernizing  world?  What  does  it  mean  to  be 
an  Arab  Muslim  today?  This  global  identity  struggle  is  the  con¬ 
text,  and  it  has  different  meanings  at  each  local  level.  It  means 
something  different  in  the  Palestinian  territories  than  it  means  in 
Lebanon  or  Pakistan.  We  need  to  be  cognizant  of  that  difference 
as  we  discuss  our  approaches  to  the  ideology. 


"We  are  fighting  a  war  with  al  Qaeda  ideologically  within 
the  context  of  a  struggle  within  Islam  itself  for  who  gets  to 
speak  for  what  is  authentic  Islam." 


We  have  a  national  strategy  for  fighting  the  War  on  Terrorism. 
If  you  recall,  it  has  three  pillars  for  defending  the  homeland:  the 
Attack  Pillar,  the  Empower  Pillar,  and  the  Brand  America  Pillar. 
Within  the  Attack  Pillar,  we  attack  kinetically  the  terrorists  and 
their  capacity  to  operate.  The  Empower  Pillar  supports  main¬ 
stream  Muslim  efforts  to  reject  extremism. 

If  you  look  at  what  we  have  done  thus  far  in  the  War  on 
Terrorism,  we  have  applied  massive  amounts  of  resources  to  pro¬ 
tect  and  to  attack.  We  have  done  very  little  in  terms  of  committing 
real  resources  to  empower  mainstream  Muslims  to  reject  extrem¬ 
ism.  This  construct  is  also  applicable  to  countering  ideology.  We 
have  to  attack  the  ideology. 

ATTACKING  IDEOLOGY  BASED  ON  CLASSICAL 
ISLAM 

The  way  to  attack  the  ideology  is  from  a  classical  Islam  per¬ 
spective.  We  expose  bin  Laden,  Al-Zawahiri,  and  others — who 
by  the  way,  have  no  real  religious  credentials — for  what  is  really 
a  political  ideology  that  they  have  disguised  with  Islamic  or  reli¬ 
gious  terms  and  symbols  to  give  them  an  entree  to  the  1 .3  billion 
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Muslims  worldwide.  We  expose  them  for  what  they  are:  terrorists, 
murderers,  and  brutal  thugs  who  have  wrapped  themselves  in  a 
religious  mantle. 

EMPOWERING  MUSLIM  SOCIETY 

After  we  have  deconstructed  them,  what  takes  their  place 
within  a  Muslim  and  typically  Arab  context?  What  are  we 
empowering?  It  is  not  good  enough  to  simply  empower  our  allies. 
Building  partnership  capacity  is  an  important  part  of  empowering 
mainstream  Muslim  society.  We  are  very  good  at  empowering 
allies  from  a  security  perspective,  and  we  have  a  great  process 
for  training  and  equipping  foreign  forces.  We  have  very  little  real 
capacity  outside  of  Iraq  and  Afghanistan  to  globally  build  a  broad 
interagency  effort  to  empower  our  allies — and  not  just  our  allies 
but  also  civil  society. 

The  power  of  what  it  means  to  be  an  American  is  in  our  opti¬ 
mism,  resilience,  and  responsibility  as  citizens.  We  need  to  grab 
that  idea  and  use  it  as  part  of  our  branding.  More  important,  what 
are  we  doing  to  build  resilience  in  Muslim  and  Arab  societies 
that  will  allow  them  to  reject  extremism  and  radicalism  and  find 
alternative  paths  to  address  their  grievances  and  the  conditions 
that  generate  them? 

We  have  to  do  more,  possibly  as  part  of  a  public-private 
partnership  with  great  companies.  We  have  the  strengths  of 
America — the  Nikes,  the  Microsofts,  the  foundations,  the  NGOs 
[nongovernmental  organizations],  the  public-private  partner¬ 
ships — to  invest  in  and  develop  that  civil  society.  That  develop¬ 
ment  is  an  extremely  important  part  of  growing  a  next  generation 
abroad  that  is  going  to  be  able  to  resist  the  lure  of  al  Qaeda  ideol¬ 
ogy  and  the  radicalization  process. 

You  need  somebody  who  really  knows  what  is  required  at 
the  local  level  to  build  resilience  within  those  communities.  The 
human  terrain  teams  we  are  fielding  are  fantastic.  That  program 
really  exists  only  in  the  Afghanistan  and  Iraq  context  right  now. 
Who  is  doing  human  terrain  mapping  of  Lebanon?  Who  is  doing 
human  terrain  mapping  of  the  Pakistani  territories?  Support  for  al 
Qaeda's  policy  of  suicide  bombing  is  down  in  the  Middle  East, 
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except  in  the  United  Arab  Emirates  and  Qatar,  which  is  surpris¬ 
ing.  Who  is  doing  human  terrain  mapping  of  those  two  countries 
to  determine  what  we  have  to  do  to  build  resilience  within  those 
communities  to  radicalization? 

CREATING  THE  NARRATIVE 

Brand  America  is  probably  an  unfortunate  way  to  refer  to  the 
third  pillar.  It  is  about  messaging.  It  is  about  marketing.  Some 
people  would  describe  it  as  whitewash.  What  are  we  offering  as 
our  ideology?  If  al  Qaeda's  narrative  is  that  the  west  is  at  war  with 
Islam,  what  is  our  narrative?  A  narrative  is  what  we  say,  what  we 
do,  and  the  aggregate  of  our  policies.  Al  Qaeda  is  having  a  mas¬ 
sive  problem  right  now  because  what  it  is  doing  is  totally  under¬ 
mining  its  narrative.  We  know  we  have  to  do  better.  We  have  to 
look  back  on  the  past  few  years,  recognize  what  actions  and  poli¬ 
cies  had  a  bad  effect  for  the  United  States  from  a  brand  perspec¬ 
tive,  and  develop  a  plan  going  forward  to  address  them. 

If  the  U.S.  government  cannot  decide  on  the  definition  of  tor¬ 
ture,  what  do  you  think  that  communicates  abroad  about  what 
the  United  States  stands  for?  Our  message  is  the  consonance 
of  word  and  action,  leveraging  the  true  strengths  of  the  United 
States — the  hope,  the  optimism,  and  the  cohesiveness  of  our  citi¬ 
zens.  Our  citizen  soldiers — the  National  Guard,  the  reserves — the 
opportunity  for  anybody  to  become  the  President  of  the  United 
States,  are  what  make  America  America  and  what  other  people 
really  want.  They  may  hate  the  United  States  government,  but 
they  really  admire  Americans  because  of  those  things.  Those  are 
the  attributes  that  should  be  part  of  our  core  narrative  rather  than 
fear.  We  should  be  playing  up  the  positive  aspects  of  what  we 
bring  to  those  abroad. 

CAPITALIZING  ON  THE  ENEMY'S  MISTAKES 

I  want  to  briefly  talk  about  what  I  see  as  a  current  trend 
within  the  ideological  environment  from  al  Qaeda's  perspec¬ 
tive.  Empirical  data  from  2002  to  2007  show  a  marked  decrease 
in  support  for  Osama  bin  Laden,  for  suicide  bombings,  and  for 
extremism  in  general.  We  can  attribute  that  development  less  to 
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what  we  are  doing  and  more  to  al  Qaeda's  mistakes.  By  capital¬ 
izing  on  those  mistakes,  particularly  in  Iraq,  with  a  change  in  tac¬ 
tics,  we  have  been  able  to  increase  dissension  and  fissures  within 
the  radical  extremist  community. 


"If  the  U.S.  government  cannot  decide  on  the  definition 
of  torture,  what  do  you  think  that  communicates  abroad 
about  what  the  United  States  stands  for ?  Our  message  is 
the  consonance  of  word  and  action,  leveraging  the  true 
strengths  of  the  United  States— the  hope,  the  optimism,  and 
the  cohesiveness  of  our  citizens. " 


For  example,  Sheikh  Salman  al-Awdah,  a  radical  cleric  who 
was  one  of  the  leading  ideologues  for  al  Qaeda  in  Saudi  Arabia, 
criticized  Osama  bin  Laden  directly  and  publicly  during  Ramadan 
last  year  for  his  killings  of  Muslims.  Yusuf  al-Qaradawi,  a  spiritual 
leader  of  the  Muslim  Brotherhood,  who  has  a  television  show 
on  Al-Jazeera,  dedicated  two  back-to-back  television  shows  in 
October  to  condemning  the  practice  of  takfir  [unbelief],  which 
al  Qaeda  uses  as  a  pretext  for  killing  apostate  Muslims.  Similarly, 
Noman  Benotman,  who  used  to  be  in  the  Libyan  Islamic  Fighting 
Group,  wrote  a  letter  to  Al-Zawahiri  attacking  Al-Zawahiri  and 
al  Qaeda  for  creating  more  damage  than  benefits  to  the  Muslim 
community  with  their  jihad.  That  is  now  the  classical  Islamic 
argument. 

Al  Qaeda's  propaganda  machine  is  cranking  up;  they  are 
putting  out  more  messages  than  ever.  If  you  look  at  the  content, 
Osama  bin  Laden  is  on  the  defensive,  particularly  against  fellow 
radical  clerics  and  others  who  are  attacking  al  Qaeda  for  the  way 
they  have  mismanaged  this  jihad.  That  is  very  important. 

REACTION  OF  MAINSTREAM  MUSLIMS 

Finally,  I  want  to  talk  about  the  reaction  of  the  mainstream 
Muslim  community  to  extremism.  There  are  increasing  signs  of 
decreased  support  for  terrorism.  The  Saudi  Grand  Mufti  issued  a 
fatwa  against  traveling  abroad  for  jihad  and  against  financing  for 
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those  types  of  activities.  Muslim  clerics  signed  a  letter  to  the  Pope 
that  has  started  a  recurring  dialogue,  which,  again,  is  very  helpful 
in  dispelling  the  notion  that  the  west  is  at  war  with  Islam. 

These  trends  are  not  in  and  of  themselves  the  solution,  but 
they  provide  a  window  of  opportunity.  The  question  is:  Just  as 
in  Iraq  with  the  Anbar  awakening,  are  we  going  to  be  able  to 
take  advantage  of  that  window  of  opportunity  by  changing  our 
approach  at  the  global  level  to  help  win  the  war  of  ideas? 
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LISTENING  TO  THE  ADVERSARY  ABOUT 
THE  WAR  OF  IDEAS 

Mark  Stout 


THE  WAR  OF  IDEAS 

Imagine  yourself  in  the  al  Qaeda  leadership.  Within  the  con¬ 
text  of  the  war  of  ideas,  would  you  want  to  trade  strategic  positions 
with  the  United  States?  I  suspect  that,  as  the  head  of  al  Qaeda, 
most  of  you  would  say,  "Yes."  The  United  States  has  tremendous 
advantages  here. 

The  projects  we  have  been  working  on  at  the  Institute  for 
Defense  Analyses  (IDA)  ask  us  to  crawl  inside  the  heads  of  the 
AQAM — Al  Qaeda  and  Affiliated  Movement — and  try  to  under¬ 
stand  and  synthesize  the  body  of  thought  and  knowledge  that 
they  generally  share.  Broadly  speaking,  they  would  love  to  have 
our  advantages  in  the  war  of  ideas. 

In  our  work,  we  draw  on  open-source  materials  and  captured 
documents — a  lot  of  which  were  never  intended  for  public  con¬ 
sumption — to  find  out  what  the  bad  guys  say  and  think  about 
themselves  and  their  situation.  What  they  say  privately  is  very 
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similar  to  what  they  say  publicly.  We  are  always  asked  if  we  are 
using  information  from  interrogations  of  terrorists.  We  do  not,  par¬ 
ticularly  because  we  want  to  draw  in  material  where  the  enemy 
is  discussing  what  is  important  to  them  in  their  own  words.  I  am 
going  to  focus  on  what  our  adversaries  are  saying  about  strategic 
communication — although  they  do  not  use  that  term — and  the 
war  of  ideas. 


NETWORK  OR  MOVEMENT? 


The  general  American  tendency  when  thinking  about  terror¬ 
ism  is  to  view  it  through  a  network  lens,  maybe  because  we  are  a 
nation  of  engineers.  From  what  the  adversaries  tend  to  write  and 
say  about  themselves,  they  know  what  networks  are,  but  they  tend 
to  characterize  themselves  in  terms  of  a  movement  (Figure  1). 

This  perspective  has  implications  not  only  for  understanding 
the  war  but  for  actually  prosecuting  it.  First,  if  you  are  looking  at 
this  problem  through  a  network  lens,  you  are  thinking  about  links 
and  nodes,  which  makes  it  easier  to  think  tactically  and  kineti- 
cally.  But  if  you  are  looking  at  this  problem  through  a  movement 
lens,  you  are  thinking  hearts  and  minds.  Some  of  the  adversary 
thinkers  have  actually  said  thatthey  wantto  win  hearts  and  minds. 
It  is  easy  to  see  a  greater  proportional  role  for  information  opera¬ 
tions  (IO),  psyops,  and  proselytizing  or  dawah  (the  Islamic  term) 
versus  kinetics  (Figure  1 ).  For  better  or  worse,  it  will  sort  itself  out 
over  generations,  which  is  the  way  our  adversaries  think  about 
this  struggle.  I  am  not  saying  there  are  no  such  things  as  terrorist 
networks,  but  the  enemy  thinks  of  them  largely  as  tactical  entities 
that  exist  in  a  particular  time  and  place  for  a  particular  purpose. 

American  Preference  Links  &  Nodes, 


Network  Lens 


Tactical,  Kinetic 
Years 


A  QAM  Preference 

Movement  Lens 


Hearts  &  Minds, 
Strategic,  IO  &  Kinetic 
Generations 


Figure  1  Network  Versus  Movement 
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UNDERSTANDING  THE  ENEMY  BY  LISTENING 

What  is  going  on  inside  the  heads  of  the  members  of  the 
AQAM?  There  are  two  schools  of  thought  among  western  ana¬ 
lysts.  One  is  represented  by  Michael  Scheuer,  among  others,  who 
says  that  the  people  in  this  movement  have  a  strategy,  tactics,  a  set 
plan,  and  war  end;  they  consider  means  versus  ends.  The  other 
is  held  by  Brian  Jenkins  of  RAND  and  others.  They  say  that  the 
goodness  of  the  struggle  is  not  in  making  progress  towards  a  goal 
through  executing  a  strategy;  the  goodness  is  in  the  process  itself. 
It  is  in  the  fighting,  in  the  jihad.  The  enemy's  philosophy  is,  "Cod 
told  me  to  fight,  and  Cod  will  give  us  victory  or  not  for  his  own 
inscrutable  reasons  and  not  because  of  what  I  have  done  here  on 
earth." 

Our  approach  is  to  look  at  what  the  enemy  is  saying.  I  will 
give  you  an  example  from  Sayf  al-Adel  (Figure  2).  In  this  context, 
he  was  talking  about  what  he  saw  from  his  side  of  the  hill  in 
Afghanistan  after  we  went  there  in  late  2001 . 

“Bin  Laden  has  demonstrated  patience,  brilliant  plan¬ 
ning  . . .  sound  strategic  and  tactical  sense  .  . .  and  focused, 
limited  war  aims.  ” 

—  Michael  Scheuer 

“Fighting  is  process,  not  progress  oriented  .  .  .  Ultimately 
victory  will  come  when  God  wills  it.  ” 

—  Brian  Jenkins 

“The  sweet  smell  of  martyrdom  . . .  lit  the  fire  of  competition 
to  become  martyrs  .  .  .  Many  times  I  had  to  ask  the  leaders 
of  the  groups  to  restrain  the  fer\’or  of  the  youngsters  and 
not  let  them  chase  the  enemy  outside  the  realm  of  the  set 
plan.  ” 

—  Sayf  al-Adel,  March  2003 


Figure  2  Nature  of  the  Movement 

The  parts  of  that  talk  about  the  leaders  and  the  realm  of  the 
set  plan  reflect  the  kind  of  enemy  that  Scheuer  has  in  mind.  The 
part  that  refers  to  the  youngsters  fervently  competing  to  become 
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martyrs  reflects  the  kind  of  enemy  that  Jenkins  has  in  mind.  In 
other  words,  they  are  both  right.  Some  people  want  to  be  on  the 
general  staff,  and  some  just  want  to  get  on  with  the  job. 

U.S.-AQAM  Points  of  Agreement 

What  do  we  and  our  adversaries  have  in  common?  We  agree 
on  the  general  morphology  of  this  war — it  is  a  war  of  ideas.  The 
jihadists  want  to  spread  their  understanding  of  what  they  consider 
true  Islam  to  all  1.2  billion  Muslims  in  the  world.  We  want  to 
spread  democracy. 

Both  we  and  they  agree  that  the  war  will  not  be  short. 
However,  long  means  something  different  to  them  than  to  us.  For 
us,  long  is  usually  multiples  of  four.  Their  perspective  is  based  on 
precedence.  It  took  70  years  to  throw  the  British  out.  It  took  200 
years  to  expel  the  Crusaders.  There  is  a  difference  in  magnitude, 
but  we  both  agree  it  will  be  long. 

Finally  we  agree  it  is  a  battle  for  the  next  generation,  which  is 
an  obvious  corollary  of  the  previous  step. 

U.S.-AQAM  Points  of  Disagreement 

What  do  we  disagree  on?  Basically,  we  disagree  on  how  the 
war  is  going.  Broadly  speaking,  the  Americans  inside  the  belt- 
way  think  we  are  losing  the  war  of  ideas.  Secretary  Rumsfeld 
once  gave  us  a  D  or  D  plus  on  our  progress  in  this  war.  There  are 
all  sorts  of  explanations:  we  lack  access;  we  lack  means;  we  do 
not  have  enough  money.  It  is  not  just  that  we  are  bad  at  the  war 
of  ideas,  it  is  that  the  enemy  is  devastatingly  effective.  They  are 
making  savvy  use  of  technology,  and  they  are  beating  us  up  in  the 
court  of  public  opinion. 

The  enemy's  perspective  is  entirely  different.  They  think  they 
are  losing.  They  think  they  are  the  ones  who  lack  the  means  for 
getting  their  message  out.  They  complain  that  they  have  no  TV 
channels,  no  radio  stations,  etc.  Furthermore,  they  think  that  the 
United  States  and,  in  fact,  the  entire  host  of  adversaries  ranged 
against  them  are  devastatingly  effective.  This  belief  shows  up  over 
and  over  again  in  their  literature  and  what  they  say.  Perhaps  one 
of  the  best  examples  is  the  famous  letter  from  Imam  Al-Zawahiri 
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to  Abu  Al-Zarkawi  in  2005,  where  Zawahiri  says  that  al  Qaeda  is 
in  a  media  battle,  a  race  for  the  hearts  and  minds  of  the  ummah, 
and  their  immediate  capabilities  will  never  equal  a  thousandth  of 
the  capabilities  of  their  enemies. 

AQAM's  Method  of  Prosecution 

Given  that  they  believe  that  the  west  and  all  of  our  partners 
in  this  war  have  a  tremendous  strategic  advantage,  how  do  they 
attempt  to  prosecute  the  war  of  ideas?  With  a  combination  of 
both  offensive  and  defensive  measures.  The  main  effort  on  the 
offensive  side  is  to  rally  the  ummah  through  what  19th-century 
anarchists  called  "propaganda  of  the  deed."  Al-Maqdisi  said,  "We 
need  to  have  pure  jihad.  We  need  to  understand  jihad,  have  good 
intentions.  We  need  to  make  right  choices  about  targets.  We  need 
to  have  mature  media  to  get  the  word  out  of  what  we  have  done. 
If  we  choose  the  right  targets  and  blow  them  up,  that  will  attract 
people  to  our  banner."  (Figure  3) 

Offensive 

•  To  rally  the  ummah:  (Main  effort) 

Propaganda  of  the  deed 
Leverage  the  uncontrolled  Internet 

•  To  demoralize  the  U.S.,  et  al.  (Secondary  effort) 

Defensive 

•  Attack  enemy  media  outlets 

The  best  thing  that  mujahidin  can  offer ...  is  a  pure  jihad,  right  choices, 
and  mature  media.  This  should  raise  a  generation  of  the  country’s  citi¬ 
zens  and  tribes  that  carry  one  banner  and  initiate  jihad. 

—  Abu-Muhammad  al-Maqdisi,  2004 


Figure  3  AQAM's  Method  of  Prosecution 

With  respect  to  gathering  people  to  them,  they  are  very  aware 
of  the  power  of  the  Internet  because  access  to  the  Internet  is 
uncontrolled.  Anybody  can  have  a  Web  site  and  put  any  kind  of 
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content  on  it.  A  very  secondary  effort  within  the  offensive  track 
is  to  demoralize  the  United  States.  Most  of  what  they  put  out  for 
public  consumption  is  aimed  at  other  Muslims. 

On  the  defensive  side,  they  are  trying  to  attack  enemy  media 
outlets  and  the  secular,  the  modern,  and  the  liberal.  There  has  been 
a  lot  of  discussion  about  how  Al-Jazeera  and  Alarabia  are  abomi¬ 
nations,  and  their  reporters  should  be  tracked  down  and  killed.  As 
much  of  a  pain  in  the  neck  that  Al-Jazeera  has  sometimes  been  for 
the  U.S.,  it  is  far  worse  from  al  Qaeda's  point  of  view.  Al-Jazeera 
represents,  at  least  implicitly,  democracy  or  accountable  govern¬ 
ment  and  some  degree  of  Arab  nationalism.  It  televises  women 
commentators  and  Israelis.  To  al  Qaeda,  it  is  a  disaster. 

Metrics 

Another  key  area  of  difference  is  our  metrics.  The  U.S.  metric 
tends  to  be  our  approval  rating.  To  what  extent  do  Muslims 
approve  of  us  and  approve  of  the  U.S.  government's  policies? 

Our  approval  ratings  are  usually  pretty  awful,  but  the  ene¬ 
my's  metric  has  nothing  to  do  with  approval  ratings.  The  enemy's 
metric  is  how  many  people  are  in  the  fight.  In  their  understand¬ 
ing  of  Islam,  a  true  Muslim  has  an  affirmative  obligation,  given 
the  condition  of  the  world  today,  to  engage  in  jihad  or  to  directly 
support  it.  The  numbers  are  not  based  on  how  many  people  do 
not  like  the  United  States  or  how  many  do  not  like  Israel.  Fighters 
have  to  pass  through  a  whole  series  of  hoops,  including  stringent 
religious  tests  to  be  counted.  Otherwise,  they  will  be  viewed  as 
part  of  the  problem.  So  how  many  do  they  have? 

In  2004,  Abu  Bakr  Naji,  a  member  of  al  Qaeda,  wrote  a  book 
called  The  Management  of  Savagery.  He  wrote  that  if  the  move¬ 
ment  could  get  half  a  million  jihadists  globally,  they  would  be  at 
a  point  where  they  could  see  the  path  forward  to  victory.  They  are 
nowhere  near  that  number.  I  heard  a  senior  al  Qaeda  spokesper¬ 
son  in  Iraq  estimate  that  they  had  9,000  jihadists  in  Iraq.  Iraq  is  the 
biggest  operation  al  Qaeda  has,  and  if  that  number  is  anywhere 
near  accurate,  it  is  far  short  of  500,000.  For  the  sake  of  argument, 
let  us  give  them  credit  for  500,000,  which  is  wildly  optimistic. 
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Divide  500,000  by  the  1.2  billion  Muslims  in  the  world,  and  it 
comes  to  four  one  hundredths  of  one  percent. 

AQAM  Core  Problems 

In  the  strategic  scheme  of  things,  they  are  just  not  doing  well. 
What  are  their  core  problems?  First  is  counterproductive  violence, 
particularly  by  the  people  thirsting  for  martyrdom  who  do  not 
care  about  collateral  damage  or  about  choosing  good  targets  or 
victory  per  se.  The  other  problem  is  that  the  media  environment, 
wherever  they  look,  is  hostile.  The  media  are  broadcasting  mes¬ 
sages  that  are  anti-al  Qaeda,  which  does  not  necessarily  mean 
that  the  media  are  pro-U.S.,  but  they  are  anti-al  Qaeda.  Those 
media  include  local  media,  international  media,  Islamic  scholars, 
the  ulema,  the  imams,  and  the  preachers.  We  tend  to  shut  our 
ears  to  what  these  folks  are  saying  when  the  first  paragraph  of  the 
sermon  is  about  death  to  America.  We  do  not  hear  the  second 
and  third  paragraphs,  which  say,  "We  don't  like  al  Qaeda  either. 
They  are  not  true  Muslims." 

Popular  culture  is  a  horrible  disaster  for  them  because  it 
associates  pop  music  with  the  mixing  of  sexes  and  scantily  clad 
women.  You  can  get  anything  on  the  Internet  from  the  political 
thought  of  Thomas  Jefferson  to  hardcore  pornography.  All  of  it  is 
anti-al  Qaeda  from  their  point  of  view. 

Their  view  of  the  situation  in  the  world  is  basically  that  most 
Muslims  are  both  anti-al  Qaeda  philosophy  and  anti-American. 
They  are  trying  to  use  armed  dahwah  or  proselytizing  to  convert 
that  huge  bloc  of  Muslims  through  inspirational  violence. 

U.S.  STRATEGY 

What  is  the  United  States  trying  to  do?  We  are  trying  to  use 
strategic  communication  to  reach  that  big  bloc.  The  problem  is, 
from  our  point  of  view,  we  have  to  deal  with  a  lot  of  local  gov¬ 
ernments,  and  we  have  a  lot  of  media  and  preachers,  etc.,  who 
are  opposing  us  for  various  reasons.  The  United  States  is  not  very 
popular  right  now  so  this  effort  is  difficult.  We  ought  to  be  focus¬ 
ing  on  shaving  off  that  tiny  bit  of  the  ummah  that  is  pro-al  Qaeda. 
The  local  governments,  preachers,  Islamic  scholars,  and  media 
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are  behind  us  in  this  effort — maybe  only  tacitly,  but  behind  us 
nonetheless.  We  can  carve  off  that  bit,  certainly  through  use  of 
kinetic  action  but  also  for  the  longer  term  by  turning  the  gen¬ 
eral  population  against  al  Qaeda,  which  denies  them  recruits  and 
makes  their  operating  environment  more  hostile. 

There  are  three  strategies  we  could  use  here.  The  first  one  is 
to  make  people  like  us  on  the  basis  that  people  who  like  America 
do  not  join  al  Qaeda.  That  is  a  strategy  if  you  want  to  have  a  long 
war.  The  other  two  approaches  have  much  more  potential.  The 
first  of  these  is  to  make  Muslims  generally  hostile  to  al  Qaeda 
on  the  basis  that  people  who  do  not  approve  of  al  Qaeda,  its 
methods,  or  its  use  of  violence  are  not  going  to  join  it.  We  have 
lots  of  support  here.  The  last  approach  is  what  I  would  call  love 
life/hate  death,  which  is  based  on  the  principle  that  people  who 
are  involved  in  all  the  cool  new  media  or  people  who  are  more 
interested  in  the  latest  dance  single  than  politics  are  not  going  to 
join  al  Qaeda  whether  they  like  the  United  States  or  not,  whether 
they  like  al  Qaeda  or  not. 

There  is  probably  a  role  for  the  U.S.  government  here  to  help 
push  this  along.  The  major  work  is  already  being  done,  though,  by 
the  globalized  information  and  entertainment  industry  to  make 
money. 
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/^\  ,  I  read  that  the  classical  tradition  of  Islam  makes  jihad  an 
obligation  for  devout  Muslims.  Do  you  agree  with  the  statement 
or  with  the  fact  that  they  are  “obligated”? 


|  Dr.  Michael  Doran  No.  I  think  it  is  wrong.  In  his  book,  Sayid 
Imam  al-Sharif,  the  al  Qaeda  ideologue  who  recanted,  says  very 
clearly  that  classical  Islam  generally  affirms  the  concept  of  jihad 
but  also  places  a  set  of  conditions  on  the  general  proposition. 
The  people  who  are  saying  that  the  extremist  interpretation  is 
grounded  in  the  classical  tradition  are  looking  at  that  general 
affirmation  of  the  concept  or  duty  and  ignoring  all  the  conditions 
placed  on  it. 

Those  conditions  specify  who  has  the  right  to  proclaim  jihad 
and  when.  Also,  as  I  mentioned  in  regard  to  Ebin  Timia,  it  requires 
consideration  of  whether  it  is  in  the  interest  of  the  community 
to  do  it  and  whether  it  will  harm  Muslims  to  do  it,  which  is  very 
important.  Those  conditions  have  the  effect  of  pretty  much  inhib¬ 
iting  any  declaration  of  jihad.  I  am  not  an  expert  on  foreign  cul¬ 
tures  like  Montgomery  McFate. 

This  religious  culture  is  radically  different  from  those  we  are 
familiar  with  because  it  is  a  culture  of  law.  If  we  pull  one  little 
piece  out  and  say  this  is  the  key  nugget,  we  have  missed  every¬ 
thing  because,  as  the  medieval  jurists  repeatedly  said,  context  is 
everything.  Sayid  Imam  says  that  in  his  book  as  well.  I  am  sup¬ 
posed  to  be  an  expert  on  the  Middle  East,  but  I  do  not  consider 
myself  an  expert  on  Islam.  I  see  a  lot  of  people  pontificating  about 
it,  and  I  do  not  feel  they  know  it  better  than  I  do.  I  know  enough  to 
know  that  what  they  are  saying  is  not  credible.  I  am  not  an  expert 
on  classical  Islam,  you  are  not  an  expert  on  it,  and  I  am  sure  the 
person  you  mentioned  is  not  an  expert  on  it.  Do  we  really  want 
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to  say  to  the  tribes  of  Al  Anbar  that  they  do  not  know  their  own 
tradition?  They  are  taking  up  arms  and  fighting  along  side  us  at 
great  risk  and  sacrifice.  We  owe  them  the  respect  of  not  being  too 
sanctimonious  about  it. 


\  ,  With  respect  to  the  Brand  America  Pillar,  how  should  the  United 
States  motivate  other  countries  or  groups  to  want  to  be  seen 
working  with  the  American  brand?  How  does  one  distribute  a  brand  that 
is  seen  by  others  as  a  liability? 


|  Dr.  Michael  Doran  -  I  think  that  the  liability  has  been 
exaggerated.  Yes,  we  have  problems  out  there.  There  are  lots 
of  people  in  the  Middle  East  screaming  that  the  Americans  are 
illegitimate;  the  Americans  are  no  good;  if  you  work  with  the 
Americans  you  are  a  traitor,  you  are  an  agent,  you  are  an  apostate, 
and  so  forth.  They  are  screaming  that  because  of  the  inherent 
attractiveness  of  working  with  the  United  States.  I  go  back  to  the 
point  that  this  war  is  a  civil  war.  The  people  who  are  working 
against  us  are  afraid  that  their  enemies  within  their  own  society 
are  going  to  be  strengthened  by  working  with  us  so  they  are  trying 
to  delegitimize  any  cooperation. 


I  think  the  way  to  address  it  is  through  the  indirect  approach, 
not  head-on.  I  was  on  the  Hill  yesterday  talking  to  Congressman 
Joseph  Pitts.  He  is  very  concerned  about  public  diplomacy,  and 
he  raises  money  in  his  constituency  in  Pennsylvania  for  medical 
needs  in  foreign  countries.  For  example,  he  has  raised  money  for 
an  ambulance  in  a  district  in  Pakistan.  But  the  ambulance  does 
not  serve  just  as  an  ambulance.  It  is  a  mobile  medical  distribu¬ 
tion  unit  that  travels  all  around  and  into  remote  villages,  where 
it  provides  health  care  on  the  spot.  It  has  an  enormous,  positive 
impact.  It  is  a  people-to-people  exchange.  None  of  the  people  it 
serves  is  going  to  refuse  that  medical  treatment  because  it  came 
from  the  United  States.  American  foreign  policy  on  Palestine  may 
not  be  the  easiest  way  to  make  friends,  but  there  are  all  kinds  of 
other  ways  to  do  it. 


/^\  ,  Jim  Girard  and  others  have  written  about  the fact  that  we  tend  to 
reinforce  the  jihadi’s  mission  in  our  language.  We  refer  to  them  as 
jihadists,  which  in  the  context  of  the  Middle  East,  means  we  acknowledge 
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their  status  as  holy  warriors.  Should  not  we  talk  of  them  as  apostate  leaders 
and  in  terms  that  make  it  clear  that  we  object  to  their  claim  to  holy  warrior 
status? 

\  Dr.  Michael  Doran  -  I  think  that  Jim  Girard's  identification  of 
the  issue  is  right  on  target,  but  his  answer  is  not.  We  have  to  be 
very  careful  about  the  language  we  use  and  be  aware  of  the  way 
it  is  interpreted.  When  I  talk  to  the  people  at  the  Department  of 
State,  I  say,  "We  need  to  deploy  all  elements  of  national  power," 
meaning  we  need  to  work  together.  Girard  says,  "You  people  in 
the  Department  of  Defense  are  trying  to  take  over  foreign  policy; 
get  out  of  our  lane." 

The  same  sort  of  thing  happens  with  respect  to  our  language 
on  the  Middle  East.  We  use  language  like  "war  on  terror,"  which 
sounds  to  the  local  population  like  "war  on  Islam"  because  of  the 
context  in  which  they  are  interpreting  it.  I  do  not  believe,  as  Jim 
Girard  suggests,  that  we  should  identify  a  set  of  Islamic  concepts 
that  are  completely  alien  to  us —  because  we  do  not  really  under¬ 
stand  the  religion  well — and  start  speaking  in  those  terms.  That  is 
a  losing  battle. 

The  less  we  talk  about  Islam  the  better.  A  basic  rule  in  public 
relations  is  that  the  more  you  work  within  a  frame,  the  more  you 
reinforce  it,  even  if  you  are  rejecting  it.  When  Nixon  said,  "I'm  not 
a  crook,"  what  people  remembered  is,  "I'm  a  crook."  The  more 
we  say,  "This  is  not  a  war  on  Islam,"  the  more  listeners  will  hear 
"war"  and  "Islam."  The  more  we  adopt  Islamic  nomenclature, 
including  "j i hadists"  and  other  terms,  the  more  we  are  pushed 
back  into  this  Islamic  framework.  The  less  we  talk  about  Islam 
and  the  more  we  talk  about  specific  communities,  the  better  we 
will  do.  As  long  as  we  are  seen  in  that  Islam-and-the-west  frame, 
we  are  exactly  where  bin  Laden  wants  us.  He  wants  us  to  be  the 
focus  of  a  great  global  drama  where  he  can  say  that  he  is  the  rep¬ 
resentative  of  Islam  against  us. 

If  we  talk  about  the  tribes  of  Al  Anbar  and  the  United  States, 
we  are  on  more  solid  ground.  If  we  talk  about  community  X  in 
Pakistan  and  its  health  care  needs,  we  are  on  more  solid  ground. 
I  hope  that  a  lot  of  the  discussion  that  is  going  on  at  the  local 


312  Unrestricted  Warfare  Symposium  Proceedings  2008 


level  in  the  Muslim  world  is  not  about  religion.  A  lot  of  the  public 
discourse  will  be  in  religious  terms,  but  what  is  really  being  dis¬ 
cussed  are  other  units  of  organization  and  identity  that  are  not 
being  openly  acknowledged  and  expressed.  The  more  we  tap  into 
those  local,  tribal,  village,  and  regional  groups — ones  that  are  real 
and  tangible  to  people,  like  their  family,  their  tribe,  their  locale — 
and  we  talk  about  ourselves  in  relation  to  them,  the  better  off  we 
will  be. 


|  Montgomery  McFate  -  I  agree  with  that. 

\  ,  So  my  overall  question  is:  will  we  wait  another  year;  will  we  wait 
another  four  years;  will  we  wait  another  nine  years  to  support 
Secretary  Gates  and  others  who  go  before  Congress  and  say  States  not 
going  to  do  it,  will  never  do  it,  can  never  do  it,  will  not  get  the  money.  We 
need  to  come  up  with  another  plan. 


|  Bill  Parker  -  We  have  heard  Secretary  Cates  on  several 
occasions  trying  to  urge  the  State  Department  to  be  more 
responsive  and  creative  in  front  of  the  American  people,  i.e.,  in 
front  of  the  Congress,  to  get  more  resources.  It  is  the  wrong  entity 
because  the  Department  cannot  do  public  diplomacy.  It  is  not 
the  place  where  we  are  going  to  do  public  diplomacy  because 
people  are  going  to  focus  on  the  other  instruments  of  national 
power  under  that  roof. 

In  terms  of  global  engagement,  we  need  to  use  places  that 
have  international  people  who  engage  in  all  the  spheres  that  Bill 
Mooney  talked  about,  what  we  used  to  call  binational  centers 
that  were  run  50  percent  by  another  country  and  50  percent  by 
us,  where  it  is  a  denied  area.  We  no  longer  need  to  be  present 
in  that  center;  let  them  run  it.  I  do  not  care  if  our  flag  is  on  the 
flagpole  or  if  they  hate  me.  The  only  thing  that  I  care  about  is  that 
they  do  not  kill  me.  Every  Defense  Science  Board  report  since 
2004  has  called  for  an  FFRDC  [federally  funded  research  and 
development  center]  to  house  this  kind  of  entity — most  recently, 
global  engagement  centers.  The  State  Department  is  never 
going  to  buy  into  it  because  it  does  not  have  any  money,  does 
not  respect  public  diplomacy,  does  not  promote  people  who  do 
public  diplomacy,  and  is  not  interested.  When  do  we  have  the 
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critical  mass  of  this  type  of  panel,  this  type  of  group,  to  support 
Secretary  Cates  to  go  before  the  Congress?  Maybe  Condoleezza 
Rice  will  be  there;  maybe  she  will  not.  We  say  it  is  time;  point 
one. 

Point  two,  if  any  of  you  have  children,  you  know  they  do 
everything  on  a  piece  of  technology  except  eat,  and  mine  strive 
to  do  that.  It  is  time-and  I  agree  with  Jared  Cohen-to  turn  them 
loose.  I  was  at  a  conference  on  the  cyber  community.  We  are 
terribly  concerned  about  the  security  of  our  networks.  Give  the 
world's  youth  and  those  we  are  trying  to  influence  a  place  to 
play  and  a  place  to  mingle.  Encourage  off-semester/on-semester 
engagement  with  our  youth  and  other  youth,  maybe  in  the  ghettos 
of  Europe  and  in  the  ghettos  of  other  countries. 

My  final  point:  one  of  the  largest  moderate  Muslim  populations 
lives  in  India.  These  are  the  same  people  that  have  greatly 
benefited  our  society  in  the  technological  world.  They  invented 
Indian  institutes  of  technology.  We  built  one,  the  British  built  one, 
the  Germans  built  one,  and  now  they  flourish  in  technology.  The 
Muslims  in  India  and  in  these  institutes  have  gone  quietly  to  other 
countries  because  they  have  been  paid  privately  to  build  these 
kinds  of  global  engagement  centers.  It  is  good  that  we  don't  know 
where  they  are,  and  we  do  not  know  they  are  behind  it.  These  are 
the  kind  of  moderate  Muslims — people  that  believe  in  democracy 
because  it  benefits  their  society  and  has  benefited  us — that  we 
need  to  engage  and  explore. 

~  Dr.  Michael  Doran  -  I  will  make  a  couple  of  brief  points  about 
that.  First  of  all,  we  are  in  a  situation  where  we  are  not  the  lead 
for  the  mission  in  the  Department  of  Defense.  Because  we  have 
the  lion's  share  of  the  capability  and  the  resources,  we  need  to 
lead  from  below.  In  the  parlance  of  the  25-meter  target — close 
in — that  is  what  we  need  to  do,  and  we  need  to  do  it  aggressively. 
We  have  to  socialize  that  concept. 

I  personally  wish  all  four-star  generals  would  think  like  Parker 
thinks,  articulate  like  he  articulates,  because  there  are  some  who 
say,  "That's  the  Department  of  State's  job.  My  job  is  to  kill  people 
and  break  things."  We  need  to  make  sure  we  understand  not  just 
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public  diplomacy  but  kinetic  operations.  We  have  to  consider  and 
plan  for  the  communicative  effect  of  all  operations  throughout  the 
full  spectrum  within  DoD. 

If  we  get  that  mindset  across  all  COCOMs  [combat  com¬ 
manders],  we  will  move  a  lot.  The  rest  of  what  you  are  really 
talking  about  in  terms  of  the  State  Department,  FFRDCs,  comes 
down  to,  for  lack  of  a  better  term,  Goldwater-Nichols  [Defense 
Reorganization  Act]  for  the  interagency  institutional  reform.  We 
are  still  within  Congress,  which  drives  the  resources  that  all  of  us 
get.  We  are  still  a  congressionally  organized  Executive  Branch 
organized  for  the  Cold  War.  We  have  to  have  reorganization.  That 
should  be  a  major  agenda  item  for  whoever  comes  in  for  the  next 
administration. 


\  ,  A  question  for  Mr.  Cohen.  With  respect  to  the  discourse  on  youth 
and  technology,  it  seems  like  the  best  effects for  US.  interests  come 
from  no  action,  participation,  or  manipulation  on  our  part.  Other  than  the 
presence  of  a  younger  individual  with  whom  they  can  identify,  how  can 
these  pro-democratic  discussions  be  associated  with  the  technology? 


|  Mr.  Jared  Cohen  I  will  give  you  a  perfect  example.  Three 
and  a  half  or  four  weeks  ago,  two  million  Colombians  strongly 
protested  against  the  FARC  [Fuerzas  Armadas  Revolucionarias 
de  Colombia  (Revolutionary  Armed  Forces  of  Colombia)].  This  is 
outside  of  the  Muslim  rural  context,  but  it  is  relevant.  A  33-year- 
old  from  Bogota  organized  a  Facebook  group  of  250  thousand 
people  from  his  bedroom.  The  result  was  the  largest  anti-FARC 
protest  in  history  in  100  different  cities  around  the  world,  not  just 
in  Colombia. 


This  is  not  anything  new.  The  only  thing  new  about  it  is  that 
the  news  picked  up  on  it,  and  we  all  picked  up  on  it.  Every  seg¬ 
ment  of  the  population  is  on  these  online  networking  sites.  If, 
as  has  been  the  case  with  satellite  TV  and  mobile  phones,  we 
assume  that  over  time,  almost  everybody  will  eventually  have 
access  to  the  Internet,  we  choose  to  engage  that  technological 
realm  today. 

When  I  look  at  that  technological  realm  today,  I  see  gigantic 
grassroots  democratic  movements  or  civil  society  organizations 
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online.  In  Saudi  Arabia,  a  place  that  we  typically  think  of  as 
extremely  closed  and  with  horrific  policies  towards  women,  there 
is  an  online  networking  group  of  300  women  on  Facebook  that  is 
petitioning  to  give  women  driving  rights.  On  various  other  online 
networks,  there  are  petitions  and  advocacy  groups  for  people  that 
have  been  sentenced  for  adultery  after  being  gang  raped. 

The  list  can  go  on.  These  groups  proliferate  by  the  day.  In  a 
country  like  Lebanon,  which  is  about  as  politically  complex  a 
place  as  you  can  imagine,  everything  is  organized  online,  whether 
it  is  a  March  8th  protest,  a  March  14th  protest,  or  something  else. 
Young  people  organize  today  by  organizing  online.  Encouraging 
democracy  in  these  places  is  not  about  giving  money  to  this  NCO 
or  that  NCO.  It  is  not  about  talking  to  young  people  about  free¬ 
dom  of  speech  or  freedom  of  assembly.  They  already  understand 
that,  even  if  they  cannot  translate  it  into  action. 

My  answer  to  that  question  is  to  look  for  ways  to  nurture  what 
already  exists  in  the  form  of  online  grassroots  democratic  move¬ 
ments  and  look  to  mesh  those  movements  with  real-life  move¬ 
ments.  We  saw  that  happen  naturally  in  the  Colombia  example, 
and  I  think  we  will  continue  to  see  it  happening  in  places  like 
Saudi  Arabia,  Lebanon,  and  elsewhere. 


/^\  .  Recently,  a  blogger  was  arrested  for  impersonating  the  princess  of 
Morocco,  and  the  site  was  shut  down.  Would  you  consider  such 
arrests  setbacks  for  online  participation? 


|  Mr.  Jared  Cohen  -  You  raise  an  important  point.  If  bloggers 
are  arrested,  and  sites  are  shut  down,  these  are  setbacks  in  the 
short  run;  in  the  long  run,  they  are  net  gains.  If  you  shut  down  a 
site  in  Iran,  all  it  does  is  make  young  Iranians  more  sophisticated 
in  learning  how  to  use  proxy  sites  and  servers  and  getting  around 
the  restrictions.  Pakistan  tried  to  shut  down  YouTube,  and  there 
was  a  huge  backlash  that  gave  birth  to  a  whole  bunch  of  other 
digital  movements.  When  the  blogger  you  mentioned  assumed 
the  identity  of  the  princess  in  Morocco,  there  was  a  proliferation 
of  online  networking  groups  across  the  spectrum  that  involved 
30,  40,  50  thousand  people,  and  not  just  in  Morocco. 
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Yes,  there  are  individual  setbacks.  Individuals  take  a  certain 
risk  when  they  engage  in  online  communication.  For  every  set¬ 
back,  there  are  about  1 0  leaps  forward.  Every  day,  more  and  more 
technology  gets  into  the  public  domain.  Every  day,  young  people 
are  becoming  more  sophisticated  in  how  to  use  this  technology. 
These  setbacks  are  only  going  to  make  young  people  become 
more  sophisticated  in  using  it. 

One  of  the  points  that  I  forgot  to  mention  is  that  young  people 
who  use  these  technologies  in  the  Middle  East  are  actually  far 
more  efficient  at  using  them  than  we  are.  This  is  an  important 
point,  and  I  will  illustrate  it  with  a  simple  question  to  all  of  you. 
I  assume  everybody  here  has  a  mobile  phone.  EHow  many  of  you 
have  actually  read  the  entire  instruction  manual?  One  person.  In 
the  Middle  East,  they  read  it  four,  five,  or  ten  times  because  you 
are  a  fool  if  you  live  in  a  censored  society  and  you  do  not  read  the 
instruction  manual  to  your  mobile  phone.  If  you  do  not  know  1 00 
percent  of  its  functions,  you  are  actually  missing  out  on  oppor¬ 
tunities  to  get  around  regime  restrictions.  You  are  missing  out  on 
opportunities  to  create  civil  liberties  for  yourself  that  you  do  not 
otherwise  have. 

The  result  is  an  incredibly  tech-savvy  youth  population  and 
demographic  in  the  Middle  East  that  we  are  only  just  beginning 
to  recognize.  In  our  country,  we  take  technology  for  granted.  We 
have  had  it  for  a  long  time.  We  are  a  free  and  open  society.  We 
have  to  learn  how  online  networks  were  used  to  organize  a  two- 
million-person  protest  against  the  FARC  in  Colombia  and  have 
the  news  cover  it.  That  is  how  we  first  get  awareness.  We  are 
actually  learning  about  the  effectiveness  of  this  technology  from 
young  people  that  are  using  it  in  more  sophisticated  ways  than 
we  are. 
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7.1  MODERATOR'S  SUMMARY 

John  Benedict 


For  a  new  perspective,  this  roundtable  focuses  on  the  "right 
here"  threat  and  efforts  to  counter  it  as  opposed  to  the  "over 
there"  efforts.  As  a  backdrop,  I  will  introduce  some  of  the  issues 
surrounding  the  "home  game." 

HOW  SERIOUS  IS  THE  THREAT  AND  HOW 
SHOULD  WE  RESPOND? 

One  of  the  primary  issues  we  have  been  discussing  is  what  is 
the  degree  and  extent  of  the  threat  that  terrorism  poses  to  the  U.S. 
and  the  international  security  community?  Do  radical  extrem¬ 
ists  represent  "the  transcendent  challenge  of  the  21  st  century,"  as 
Senator  John  McCain  has  repeatedly  said?  Issues  surrounding  this 
question  concern  determining  the  dimensions  of  the  following: 

•  Threat  of  multiple,  simultaneous  mass  casualty  incidents  in 
the  U.S.  from  Chemical,  Biological,  Radiological,  Nuclear, 
and  Explosive  (CBRNE)  attacks 
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•  Long-term  threat  to  U.S.  and  Western  values,  institutions, 
and  way  of  life  (democracy,  freedoms,  rule  of  law,  free 
markets,  and  free  trade) 

Alternatively,  has  our  response  to  9/1 1  been  a  gross  over¬ 
reaction  from  the  beginning,  as  various  commentators  have  sug¬ 
gested?  Proponents  of  this  point  of  view  question  whether  we 
should  have  responded  on  a  law-enforcement  basis  versus  a  war 
footing.  Debate  on  this  issue  revolves  around  determining  the 
degree  of  truth  of  these  two  assertions: 

•  Counterterrorism  efforts  should  not  have  been  declared  a 
"war"  with  "combatants." 

•  The  response  should  have  been  primarily  a  coordinated, 
enhanced  international  "law-enforcement"  effort  against 
terrorist  thugs  and  "criminals." 

Some  of  these  commentators  would  say  we  have  played  into 
the  terrorists'  hands  by  our  reaction,  reinforcing  their  narrative 
that  Islam  is  under  attack. 

Is  the  answer  somewhere  in  between  these  two  ends  of  the 
spectrum?  The  more  important  question  is  how  much  will  future 
administrations  vacillate  across  this  spectrum — or  will  they  only 
play  on  the  margins?  How  will  that  influence  the  effectiveness 
of  our  strategies  for  combating  terrorism?  How  can  we  have  an 
effective  strategy  for  combating  terrorism  if  there  is  large  vacilla¬ 
tion  on  this  fundamental  issue? 

SHOULD  WE  EMPHASIZE  OFFENSIVE  OR 
DEFENSIVE  RESPONSE? 

A  second  issue  surrounding  terrorism  and  our  response  to  it 
is  whether  we  should  continue  the  relative  emphasis  on  offense 
versus  defense  in  the  U.S.  strategy  for  combating  terrorism. 
Currently,  we  place  a  major  emphasis  on  offense  [1  ]  as  indicated 
in  our  national  military  planning  documents,  with  a  significant 
reliance  on  intelligence  and  DoD  assets  to  maximize  "our  capac¬ 
ity  to  disrupt  and  defeat  threats  at  a  safe  distance,  as  far  from  the 
U.S.  and  its  partners  as  possible."  This  strategy  also  depends  on  a 
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significant  forward  presence  and  engagement  by  the  U.S.  military 
operating  with  allies  all  over  the  world. 

“This  strategy  emphasizes  the  importance  of  influencing 
events  before  challenges  become  more  dangerous  and  less 
manageable.  ” 

—  The  National  Defense  Strategy  of 2005  [1  ] 

Steven  Flynn  posed  the  following  questions  concerning  the 
issue  of  offensive  measures  versus  defensive:  (1)  Has  the  fear  of 
terrorism  largely  been  stoked  and  the  federal  government's  ability 
to  defeat  radical  j i hadists  been  greatly  exaggerated?  (2)  Do  not  we 
really  need  a  more  resilient  defense?  [2]  Dr.  Flynn  argues  that  the 
threats  of  terrorism  and  natural  disasters  are  creating  a  climate  of 
fear  and  a  sense  of  powerlessness  that  are  undermining  American 
ideals  and  fueling  political  demagoguery.  To  reverse  this,  he  pro¬ 
poses  a  plan  for  rebuilding  the  resilience  of  American  society  to 
respond  to  the  challenges  we  face.  Dr.  Flynn  listed  the  following 
attributes  of  the  resiliency  we  need  to  foster: 

•  Robustness:  ability  to  keep  operating  in  the  face  of 
disaster 

•  Resourcefulness:  skillfully  managing  a  disaster 

•  Rapid  recovery:  capacity  to  get  things  back  to  normal 
quickly 

The  same  follow-up  questions  arise  from  this  dichotomy:  Is 
the  appropriate  defensive  and  offensive  balance  for  combating 
terrorism  somewhere  in  between?  Are  future  U.S.  administrations 
likely  to  vacillate  widely  across  this  spectrum  or  only  play  on  the 
margins?  How  will  that  impact  related  resource  allocations  for 
DoD,  DHS,  and  other  parts  of  government  (federal,  state,  and 
local)  as  well  as  for  the  private  sector? 

THREAT  ANALYSIS:  WHAT  IS  THE  PROPER 
APPROACH? 

The  third  issue  is  what  approach  should  we  take  for  scenario- 
threat  analysis  as  part  of  our  planning  for  combating  terrorism? 
Should  we — as  Francis  Townsend,  Assistant  to  the  President  for 
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Homeland  Security  and  Counterterrorism,  suggested  in  an  address 
to  the  Homeland  Security  Strategy  Forum  [3] — "create  scenarios 
that  stress  the  current  system  to  the  breaking  point  and  challenge 
our  nation  in  ways  that  we  wish  we  did  not  have  to  imagine?" 
This  would  be  a  red-teaming  effort  to  anticipate  what  a  creative 
adversary  would  do  to  bring  us  to  our  knees.  As  Townsend  said, 
[3]  "Our  enemies. ..will  seek  to  cause  us  damage  on  a  significant 
scale  in  multiple  locations  simultaneously."  This  strategy  might 
avoid  the  charge  of  a  "failure  of  imagination  and  a  mindset  that 
dismissed  possibilities,"  as  Deputy  Secretary  of  Defense  Paul 
Wolfowitz  expressed  in  an  internal  DoD  memorandum  within 
a  week  of  the  1 1  September  2001  attacks  on  the  World  Trade 
Center  and  Pentagon  [4]. 


"Are  future  U.S.  administrations  likely  to  vacillate  widely 
in  this  area  or  operate  only  on  the  margins?  How  will  this 
affect  resource  allocations  for  DoD,  DHS,  and  other  parts  of 
government  and  the  private  sector?" 


Have  we  gotten  past  the  mindset  that  dismisses  horrendous 
possibilities  yet?  Are  we  being  creative  about  thinking  what  an 
adversary  could  do  to  us?  Should  we  be  creative  and  consider 
things  that  are  improbable  but  high  impact,  or  should  we  stick 
more  or  less  with  known  adversary  intentions  and  capabilities?  We 
cannot  address  every  threat,  after  all — certainly  not  every  threat 
that  could  be  imagined.  We  need  to  focus  on  known  high-impact 
threats  like  those  that  are  reflected  in  the  current  1 5  national  plan¬ 
ning  scenarios,  e.g.,  detecting  and  interdicting  CBRNE  materials 
in  containers. 

Should  we  balance  the  focus  somewhere  between  the  imag¬ 
ined  threats  (e.g.,  from  red  team  exercises)  and  other  creative 
individuals  with  an  emphasis  on  known  threats  from  the  intel¬ 
ligence  community  and  other  empirical  evidence?  Again,  as  with 
the  previous  issues,  and  perhaps  more  important,  how  much  will 
we  vacillate  in  this  area  over  the  next  years,  and  how  will  it  affect 
our  resource  allocations? 
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WHAT  ARE  THE  INVESTMENT  PRIORITIES? 

How  do  we  establish  our  investment  priorities  for  combat¬ 
ing  terrorism?  Should  we  establish  an  ambitious,  risk-based 
interagency  process  that  is  integrated  across  DoD,  DHS,  the  intel¬ 
ligence  community,  and  other  parts  of  government  to  strongly 
influence  the  nation's  investment  in  combating  terrorism? 

Does  the  investment  strategy  take  a  holistic  approach  to 
combating  terrorism  problems  from  a  perspective  that  considers 
tradeoffs  across  the  full  diplomatic,  informational,  military,  eco¬ 
nomic,  financial,  intelligence,  and  law  enforcement  (DIMEFIL) 
spectrum?  How  does  this  process  manage  tradeoffs  in  offensive 
versus  defensive  measures,  soft  power  versus  hard  power? 

Alternatively,  because  it  may  be  unrealistic  to  try  to  develop 
a  fully  integrated  interagency  planning  process,  should  we  con¬ 
tinue  to  apply  risk-based  approaches  that  are  largely  within  vari¬ 
ous  existing  organizations  and  agencies?  Many  assets  (e.g.,  DoD) 
are  dual-purpose  and  do  more  than  combat  terrorism.  It  is  hard 
enough  to  prioritize  investments  across  DHS  (e.g.,  border  secu¬ 
rity,  critical  infrastructure  protection,  emergency  response)  much 
less  across  the  entire  government. 

On  the  other  hand — again — is  the  answer  somewhere  in 
between?  Can  we  make  a  compromise  between  complete  inte¬ 
gration  and  largely  stove-piped  approaches  to  investment? 

During  a  conference  at  the  Woodrow  Wilson  Institute  in 
December  2007,  DHS  Secretary  Michael  Chertoff  discussed 
the  tradeoffs  and  debates  within  the  Department  of  Homeland 
Security  and  the  need  for  setting  priorities,  being  cost-effective 
and  risk-appropriate,  and  streamlining  Congressional  oversight  to 
coordinate  multiple  appropriations  committees  across  multiple 
jurisdictions  [5].  The  need  for  investment  tradeoffs  as  part  of  an 
open  and  honest  forum,  which  Mr.  Chertoff  was  talking  about 
within  his  own  agency,  also  applies  across  the  government. 

“Our  country  needs  to  have  an  honest  discussion  about 
the  tradeoffs  involved  in  homeland  security.  You  cannot 
make  everything  a  priority.  Spending  decisions  have  to  be 
made  based  on  what’s  risk-appropriate  and  what  is  most 
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cost-effective,  and  that  means  some  things  have  to  take  pre¬ 
cedence  over  other  things.  ” 

—  M.  Chert  off  at  Woodrow  Wilson  Institute,  December  12, 

2007 [5] 

FINAL  ISSUE:  HOW  SECURE  ARE  WE?  ARE  WE 
CAPABLE  OF  A  NET  ASSESSMENT? 

The  penultimate  issue  is — basically — how  good  are  we  at 
assessing  what  is  needed  to  combat  terrorism?  What  is  our  abil¬ 
ity  to  perform  a  thorough  net  assessment  of  the  various  aspects 
of  combating  terrorism?  We  have  generated  many  strategy  docu¬ 
ments  in  the  last  three  or  four  years  on  national  security,  combating 
terrorism,  counter-WMD,  homeland  defense,  and  civil  support. 
Will  these  strategies  hold  up  over  time,  and  are  they  adequate  to 
achieve  our  security  objectives?  Is  our  current  capability-based 
planning  process  robust  enough  throughout  the  spectrum  from 
setting  requirements  through  recommending  solutions? 

How  good  is  good  enough?  In  developing  requirements,  per¬ 
forming  baseline  capability  assessments,  determining  where  the 
technology  gaps  exist,  identifying  and  prioritizing  solution  possi¬ 
bilities,  and  recommending  the  necessary  system  and  technology 
development  courses  of  action,  do  we  have  a  truly  informed  deci¬ 
sion-making  process  based  on  a  cost-benefit  analysis  perspective 
with  adequate  risk  management  considerations?  Are  our  strate¬ 
gies,  resource  allocations,  and  system/technology  investments 
keeping  pace  with  projected  terrorist  threat  developments?  Are 
we  more  secure  today?  Are  we  secure  enough?  Can  we  answer 
those  questions  today?  If  not,  what  do  we  need  to  put  in  place  to 
make  that  a  reality? 

The  panelists,  who  presented  their  perspectives,  include  a 
Brigadier  General  and  two  representatives  from  the  Department 
of  Homeland  Security.  Mr.  R.  James  Caverly,  Director  of  the 
Partnership  and  Outreach  Division  (POD)  within  the  Office  of 
Infrastructure  Protection  at  the  Department  of  Homeland  Security, 
discusses  whether  future  challenges  will  be  centered  in  other 
countries  or  here  in  the  U.S. 
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Brig.  General  Christopher  Miller,  Director  of  Plans,  Policy, 
and  Strategy  for  NORAD  and  USNORTHCOM,  gives  an  over¬ 
view  of  their  theater  strategy.  Finally,  CAPT  Robert  G.  Ross,  USCG 
(Ret.),  Chief  of  the  Risk  Sciences  Branch  for  the  Office  of  Special 
Programs  in  the  Science  and  Technology  (S&T)  Directorate  at 
DHS,  presents  his  ideas  on  securing  the  U.S.  in  an  age  of  unre¬ 
stricted  warfare:  Do  we  understand  the  problem?  Are  we  asking 
the  right  questions? 


"Will  our  current  strategies  hold  up  over  time ,  and  are 
they  adequate  to  achieve  our  security  objectives?" 
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7.2 

COUNTERING  TERRORISM  ABROAD  OR 
HERE  IN  THE  UNITED  STATES:  WHAT 

DOES  THE  FUTURE  HOLD? 

R.  James  Caverly 

John  Benedict  touched  briefly  on  an  issue  that  I  think  is  core 
to  the  future  and  that  we  have  to  plan  for  and  work  on:  Is  the 
future  going  to  be  a  set  of  "away  games" — as  most  of  our  past 
experiences  have  been — or  is  it  going  to  be  a  combination  of 
home  and  away  games? 

September  1 1th  was  clearly  something  that  was  done  here  at 
home.  I  think  our  adversaries  have  demonstrated  the  capability 
to  attack  us  here.  As  they  understand  the  will  of  the  American 
people;  they  understand  that  the  core  of  our  ability  to  prosecute 
whatever  we  do  is  the  will  and  support  of  the  American  people. 
When  it  comes  to  the  will  of  the  American  people,  I  am  a  little 
less  concerned  with  the  effects  of  a  great  catastrophic  single 
event.  I  am  more  concerned  about  the  small  pinprick  attacks  that 
slowly  but  surely  wear  down  the  will  of  the  American  people. 
These  are  events  that  are  not  quite  enough  to  give  us  the  threshold 


Mr.  R.  James  Caverly  is  the  Director  of  the  Partnership  and  Outreach 
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response  that  we  witnessed  coming  out  of  9/1 1  but  enough  ulti¬ 
mately  for  the  American  people  to  say  "no"  and  no  longer  sustain 
and  support  the  activity  that  we  feel  is  vital  for  the  security  of  the 
country. 

This  terrorism  challenge  to  the  U.S.  is  very  different.  Consider 
the  period  of  the  Cold  War.  For  those  of  you  who  have  driven  up 
the  Jersey  Turnpike,  just  as  you  get  to  Union,  New  Jersey,  you 
used  to  be  able  to  look  across  an  Exxon  refinery  and  see  the  twin 
towers  standing  there.  I  would  suggest  to  you  that  for  the  entire 
period  of  the  Cold  War,  there  was  a  very  real  and  tangible  risk  that 
that  Exxon  refinery  was  going  to  be  wiped  out  by  a  nuclear  attack, 
both  because  of  what  it  was  and  where  it  was.  I  think  today  you 
can  make  a  compelling  case  that  that  target  is  equally  at  risk  of 
being  attacked  by  a  terrorist.  During  the  period  of  the  Cold  War, 
Exxon  did  nothing  to  reduce  the  risk  of  that  refinery  being  wiped 
out.  We  as  the  government  did  it  all.  We  provided  assurance;  we 
provided  a  nuclear  umbrella. 

We  did  all  of  those  things  during  the  Cold  War.  Now,  in  the 
age  of  terrorism,  Exxon  has  to  do  something  at  that  refinery.  It 
has  to  protect  the  perimeter  of  that  refinery.  The  government  has 
responsibilities  to  work  in  that  space  where  government  works. 
We  keep  bad  guys  from  taking  airplanes.  We  keep  bad  guys  from 
doing  things  on  the  ground.  However,  it  takes  a  different  force 
as  well  as  partnership  between  the  public  sector  and  the  private 
sector  to  provide  protection  around  that  refinery. 

At  the  outset,  I  have  to  say  that  it  was  very  sane  to  have  focused 
on  protection  coming  out  of  9/1 1  because  that  was  the  new  risk 
that  went  into  the  equation  for  the  owners  and  operators  of  criti¬ 
cal  infrastructure.  However,  I  think  as  we  have  taken  care  of  that 
immediate  challenge,  and  that  risk  has  been  factored  in,  protec¬ 
tion  becomes  one  piece  of  what  Dr.  Flynn  talked  about — which  is 
the  resiliency  of  the  American  people:  how  to  take  a  licking  and 
keep  on  ticking. 

Therefore,  the  Department  of  Homeland  Security  is  looking  at 
a  framework  in  which  we  ask:  How  do  we  combine  what  we  do 
in  public  space — with  public  monies  and  public  resources  for  the 
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public  good — with  what  the  owners  and  operators  of  individual 
facilities  have  to  do?  If  you  think  about  it,  the  protection  on  that 
facility  comes  not  only  from  the  Exxon  security  force — whether  it 
is  their  own  or  contracted — but  also  from  the  Union,  New  Jersey 
township  police,  the  state  highway  patrol,  and  the  National 
Guard.  Those  are  the  forces  that  are  going  to  protect  that  facility. 
When  the  threat  factor  goes  up  high  enough  to  justify  deploying 
forces  around  that  facility  or  responding  to  an  incident  there,  it  is 
not  the  federal  forces  that  will  be  coming  to  protect  that  facility. 

How  do  we  form  that  partnership?  How  do  we  form  a  three- 
way  partnership  among  the  federal  government,  which  can  look 
at  these  things  on  a  national  level,  the  state  agencies  that  have 
the  responsibility  to  provide  local  protection — or  first  preventor's 
responsibility,  as  Governor  Ridge  called  it — and  the  owners  and 
operators  of  that  institution?  That  is  the  framework  we  have  to  look 
at  and  it  is  the  framework  that  DHS  has  started  to  put  in  place;  it 
is  a  framework  that  has  to  continue  to  evolve.  We  have  to  be  able 
to  nurture  it  and  sustain  it  in  much  the  same  way  as  Dr.  Bruce 
Hoffman  talked  about  sustaining  a  war  on  terrorism  overseas. 

If  we  do  not  sustain  that  partnership  domestically  and  invest 
resources  in  it,  we  are  not  going  to  be  able  to  be  as  effective 
and  efficient  as  we  need  to  be  when  a  terrorist  incident — or  any 
catastrophic  event — happens  here.  As  I  said,  we  are  now  facing  a 
situation  in  which  our  protection  in  this  area  is  something  that  is 
done  not  by  our  Title  10  resources  but  by  Title  32  authority. 

One  of  the  things  that  people  have  to  understand  is  that  when 
our  forefathers  got  together  in  Philadelphia,  they  did  not  want 
an  efficient  government.  They  have  unfortunately  succeeded 
beyond  their  wildest  dreams.  Therefore,  we  now  have  to  put 
together,  in  an  efficient  framework,  a  partnership  and  a  coordi¬ 
nation  that  flows  from  the  federal  to  the  state  to  the  local  to  the 
private.  General  Frank  Libutti,  Under  Secretary  for  Information 
Analysis  and  Infrastructure  Protection  at  the  Department  of 
Homeland  Security,  said  that  one  of  the  most  compelling  lessons 
when  he  went  to  New  York  City  to  be  the  head  of  counterter¬ 
rorism  was  the  discovery  that  the  Mayor  of  New  York  does  not 
work  for  the  Governor  of  New  York  State.  Frequently,  they  work 
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at  cross  purposes.  General  Libutti  did  not  understand  that;  he  did 
not  understand  that  it  was  not  a  structured  command  and  con¬ 
trol  system  like  the  one  that  he  had  been  trained  in,  grown  into, 
and  knew  quite  well.  Therefore,  we  have  to  find  the  leadership, 
define  the  role  we  will  play  across  the  country  to  organize  those 
resources,  build  that  partnership  with  our  private  sector  friends — 
the  owners  and  operators  of  the  nation's  critical  infrastructure — 
be  able  to  protect  it,  and  ultimately  have  the  resilience  and  the 
redundancy  we  want  to  have. 

That  raises  a  question  of  who  is  in  charge.  What  is  the  role  of 
the  federal  government?  What  is  the  role  of  the  state?  This  is  not 
something  where  we  have  a  national  command  authority  that  is 
going  to  command  down  to  execution  at  the  local  level.  We  have 
an  awful  lot  of  command  authority  inside  the  state.  The  gover¬ 
nor  has  his  resources — the  national  guard,  the  highway  patrol, 
and  other  state  resources.  However,  when  an  incident  occurs  at 
a  local  level,  how  do  you  find  out  who  is  in  charge  when  you 
get  into  one  of  these  situations?  As  John  Benedict  said,  we  are 
looking  at  a  framework  in  which  we  have  to  transition  between 
criminal  activity  and  war.  Who  is  in  charge  of  monitoring  the 
criminal  activity?  If  we  are  having  low-level,  ground-based,  or 
cyber  terrorism  in  this  country,  I  do  not  believe  these  are  acts  of 
war  or  require  acts  of  war  in  response.  I  believe  that  these  are 
legal  matters  that  should  be  handled  in  the  justice  system.  Who 
is  in  charge? 

What  is  the  role  of  the  Secretary  of  Homeland  Security,  who 
has  a  responsibility  and  is  in  charge  of  all  the  federal  resources 
but  does  not  have  command  and  control  authority  and  responsi¬ 
bility  over  state  and  local  resources.  We  get  a  lot  of  compliance 
out  of  the  states  and  localities  by  the  funding  the  federal  govern¬ 
ment  provides.  However,  in  our  political  process,  people  respond 
to  different  political  activities  and  requirements. 

One  of  the  most  difficult  things  we  have  been  doing  is  trying 
to  categorize  the  critical  infrastructure  of  this  country.  I  recently 
visited  a  small  refinery  in  Wyoming  with  an  output  of  75,000-bar¬ 
rels  a  day.  Compared  with  the  U.S.  refinery  base  of  1  6  million  bar¬ 
rels  per  day,  that  refinery's  output  is  a  rounding  error.  However,  it 
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is  the  biggest  employer  in  the  state  of  Wyoming.  It  is  also  critical 
to  the  governor  of  Wyoming.  It  is  not  critical  to  me  on  a  national 
level.  It  is  very  hard  for  me  to  find  a  nationally  critical  hospital  or 
police  station,  fire  station,  et  cetera. 

The  question  of  criticality — and  therefore,  what  our  response 
to  it  is — varies  depending  on  where  we  sit.  A  state  governor  is 
going  to  have  a  different  set  of  priorities  than  the  federal  govern¬ 
ment.  A  mayor  is  frequently  going  to  have  a  different  set  of  priori¬ 
ties  than  a  governor.  However,  we  do  not  have  a  structure  that 
accounts  for  which  people  should  be  in  charge  of  a  particular 
event  in  a  particular  location. 

Finally,  the  question  becomes:  "If  I  have  these  different  forces, 
is  there  a  role  for  deterrence,  and  who  has  the  different  capabil¬ 
ity?"  This  question  may  not  be  as  relevant  on  the  physical  side  of 
the  terrorists'  activities,  but  I  would  certainly  suggest  that  it  sits  on 
the  cyber  side  of  terrorist  acts.  Who  has  that  responsibility?  Who 
exercises  it?  Where  is  the  transition  between  a  law  enforcement 
issue,  a  criminal  issue,  and  an  act  of  war? 

I  want  to  come  back  to  resiliency.  This  administration  has 
fostered  a  natural  progression  in  partnership  with  the  owners 
and  operators  of  the  nation's  critical  infrastructure  to  develop 
a  national  infrastructure  protection  plan  to  a  point  of  resiliency 
that  can  serve  the  public  good,  which  is  to  provide  its  goods  and 
services. 

If  you  own  a  chemical  plant,  it  does  not  matter  to  you  why 
you  do  not  have  electric  power  to  run  it.  What  matters  to  you  is 
the  binary  equation;  either  I  have  the  electricity  to  run  my  plant 
or  I  do  not.  It  is  immaterial  whether  a  terrorist  has  blown  up  that 
power  plant  or  somebody  crossed  wires  that  day  and  made  an 
operational  mistake  that  shut  down  the  grid.  In  Steve  Flynn's  defi¬ 
nition  of  resiliency,  the  essential  factor  is  the  ability  to  respond  to 
that  eventuality. 

I  raise  that  question  because  as  you  look  at  the  terrorist  threat 
to  the  United  States,  maintaining  the  components  of  the  nation's 
critical  infrastructure — beyond  simply  protecting  it — is  critical  for 
creating  a  resilient  infrastructure  framework.  We  lost  an  awful  lot 
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of  the  nation's  critical  infrastructure  due  to  Hurricane  Katrina.  It 
was  important  for  the  nation  to  be  able  to  replace  it  very  quickly. 
Building  that  capability  to  recover  quickly  into  the  functional 
continuity  of  business  operations  is  essential. 

To  do  that,  we  need  to  build  the  same  framework  that  we 
use  when  suffering  a  catastrophic  terrorist  attack.  When  we  are 
planning  for  a  pandemic — which  we  have  done  with  our  critical 
infrastructure  partners — we  are  also  building  the  same  capabil¬ 
ity  needed  to  respond  to  a  chemical,  biological,  or  radiological 
event,  all  of  which  deny  access  to  physical  facilities.  That  kind  of 
synergistic  resiliency  has  to  be  a  major  component  of  the  program 
of  the  future. 


"However,  we  still  have  not  had  the  critical  debate  that 
we  need  to  have  in  this  country  about  how  we  transition  our 
forces  from  responding  to  local  criminal  activity  to  larger 
challenges  such  as  Katrina  and  terrorist  attacks  — which  is,  in 
essence,  a  wartime  footing." 


As  an  indispensable  component  of  protection,  we  have  built 
partnerships  with  our  critical  infrastructure  owners  at  a  national 
level,  we  have  created  a  framework  in  which  we  can  partner  with 
them,  and  we  have  an  ongoing  permanent  relationship.  At  the 
local  level,  we  recognize  that  in  fact  all  protection  of  facilities  has 
to  occur  at  the  local  level,  so  we  are  working  to  ensure  that  we 
can  swing  our  local  resources  into  action  to  support  the  protec¬ 
tion  at  the  local  level.  This  effort  cannot  be  a  24-7  operation;  the 
preparedness  component  is  ongoing,  but  for  catastrophic  events 
or  verified  threats,  we  would  be  surging  our  local  forces — includ¬ 
ing  state  highway  patrol,  local  law  enforcement,  and  the  national 
guard — which  the  facility  in  response  to  a  heightened  threat  or  a 
heightened  security  incident.  The  functions  that  give  us  the  ability 
to  respond  to  all  hazards  lie  within  a  resource  framework  that  can 
support  the  activity  and  sustain  it.  We  have  to  engage  with  the 
critical  infrastructure  people  that  we  have.  We  have  to  be  willing 
to  devote  the  resources  to  be  engaged  with  them. 
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However,  we  still  have  not  had  the  critical  debate  that  we 
need  to  have  in  this  country  about  how  we  transition  our  forces 
from  responding  to  local  criminal  activity  to  larger  challenges  such 
as  Katrina  and  terrorist  attacks — which  is,  in  essence,  a  wartime 
footing.  Events  such  as  terrorist  attacks  that  become  sustained  or 
systemic — whether  it  is  a  physical  or  a  cyber  attack — require  that 
those  roles,  relationships,  and  command  authorities  be  resolved 
in  a  difficult  system  of  split  government. 

Some  of  our  state  governors  are  beginning  to  take  our  national 
framework  and  turn  it  into  a  framework  in  their  states.  Some  local¬ 
ities  are  putting  the  same  structures  in  place.  So,  as  the  state  and 
local  protection  and  response  infrastructure  are  being  built,  we 
need  to  address  some  doctrinal  and  policy  issues.  I  think  those  are 
probably  going  to  be  in  the  forefront  of  the  next  administration. 
What  the  Department  of  Homeland  Security  has  accomplished 
in  building  that  framework  has  put  us  on  a  sound  foundation  that 
marries  the  responsibility  the  government  has  in  this  area  with  the 
responsibility  that  the  owners  and  operators  of  the  nation's  critical 
infrastructure  must  exercise. 
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NORAD  AND  USNORTHCOM  THEATER 
STRATEGY 

Christopher  Miller 


INTRODUCTION 

I  will  focus  on  the  strategy  that  NORAD  and  USNORTHCOM 
have  developed  to  provide  forward  defense  and  the  commonali¬ 
ties  between  the  two  approaches.  Steve  Flynn  and  I  spent  9/1 1 
in  New  York  and  have  been  in  communication  over  the  last  few 
years,  so  we  have  maintained  a  dialogue  about  forward  defense 
and  resiliency.  I  think  sometimes  people  tend  to  think  that  the 
forward  defense  approach — the  "get  them  where  they  live" 
approach — and  resiliency  are  polar  opposites.  I  would  argue  that 
they  are  not. 

Although  NORTHCOM  focuses  on  global  strategic  defense 
operations,  it  is  also  responsibleforclose-in  national  defense  while 
contributing  to  making  our  society  more  resilient  through  its  civil 
support  role.  I  think  those  two  things  fit  well  together.  I  will  provide 
a  snapshot  of  how  U.S.  Northern  Command  (USNORTHCOM), 
which  is  5  years  old,  and  the  North  American  Aerospace  Defense 
Command  (NORAD),  which  is  50  years  old,  work  together  as  part 
of  the  defense  of  both  U.S.  and  Canadian  homelands.  The  focus 
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here  will  not  just  be  about  the  theater  strategy;  it  will  also  be  a 
little  bit  about  the  balance  between  the  global  and  the  local. 

From  my  experience  in  the  classic  line  of  military  work  as 
commander  of  the  B-2  wing  in  Missouri  from  2004  through  2006, 
I  was  in  a  position  to  get  a  good  perspective  on  the  enemies  we 
are  facing  and  the  connection  between  forward  defense  and  resil¬ 
iency.  The  B-2  is  an  aircraft  built  for  a  Cold  War  threat,  adapted 
to  the  conventional  war  environment.  The  B-2  delivered  the  first 
air  strikes  against  Taliban  and  al  Qaeda  targets  in  Afghanistan 
at  the  beginning  of  Operation  Enduring  Freedom  in  2001.  That 
experience  in  Afghanistan  convinced  me  that  the  enemy  we  face 
splits  into  two  camps.  The  first  camp  consists  of  those  who  have 
already  been  radicalized  and  are  already  operationally  deployed; 
the  kinetic  approach  is  probably  the  only  effective  means  to  get 
to  them.  We  have  been  doing  that — and  we  will  continue  to  have 
to  do  that — for  quite  some  time. 

However,  as  Professor  Bruce  Hoffman  has  described  in  his 
book  Inside  Terrorism  [1]  about  what  is  going  on  inside  the  ter¬ 
rorist  culture  and  the  people  I  served  with  in  Afghanistan  have 
figured  out,  a  major  part  of  our  efforts  "over  there"  depends  on 
building  the  capacity  in  other  societies  to  keep  people  from 
becoming  radicalized,  from  being  deployed,  and  from  coming 
here  to  threaten  the  things  that  we  care  about  as  citizens  on  this 
side  of  the  pond. 

Those  two  experiences — one  on  a  Cold  War  platform  turned 
conventional  and  the  other  making  contact  with  the  people  that 
we  have  to  include  in  our  national  security  context  for  as  far  out 
as  we  can  see — make  being  at  NORTHCOM  and  NORAD  very 
personally  satisfying.  In  addition,  they  serve  as  the  frames  through 
which  we  can  view  how  to  respond  to  the  challenges  this  kind 
of  threat  poses.  I  will  try  to  give  you  a  better  perspective  on  what 
those  two  commands  do  and  why  they  fit  together  as  well  as  they 
do. 
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THE  MISSIONS  OF  NORAD  AND  NORTHCOM 

I  will  start  with  a  brief  description  of  the  missions  of  the  com¬ 
mands  and  what  NORAD  and  NORTHCOM  do  day  in  and  day 
out.  Figure  1  is  a  summary  of  the  NORAD  mission:  airspace  warn¬ 
ing,  airspace  control,  and  maritime  warning.  Maritime  warning  is 
a  new  mission.  NORTHCOM's  mission  is  homeland  defense  and 
civil  support.  The  lens  I  will  use  to  describe  the  combined  mis¬ 
sions  is  a  theater  strategy  that  the  command  issued  in  the  fall  of 
2007. 


Theater  Strategy  -  Ends,  Ways 


ENDSTATES 


WAYS  -  “LINES  OF  OPERATION” 
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Successful  defense  of  North 
America  from  aerospace  threats 


Timely,  accurate  maritime  warning 
of  threats  to  North  America 


NORAD  is  an  international 
cooperation  model  in  defense 
planning,  training,  information 
management,  and  technological 
innovation 


Anticipate,  detect,  deter,  prevent,  or 
defeat  external  threats  and 
aggression 


Respond  in  a  timely  manner  to  air  threats  and,  if  necessary, 
precisely  and  decisively  engage 


Provide  binational  maritime  warning 


Promote  programs  and  processes  to  improve  bi-national 
information  and  intelligence  sharing 


Develop  an  all-domain  active  defense 


Anticipate  and  respond  in  support  of  Civil  Authorities  to: 
Timely,  effective  defense  support  of  mitigate  effects  from  catastrophic  events,  enhance  law 
civil  authorities  enforcement,  protect  critical  infrastructure,  and  maintain 

continuity  of  government. 


Unity  of  effort  with  interagency  and 
international  partners 


Ensure  unity  of  effort  with  mission  partners,  especially  NORAD. 
Develop  better  mechanisms  for  coordinating  and  integrating 
with  our  interagency  partners:  More  granularity  in  planning 
processes;  closer  coordination  with  interagency  plans. 


Figure  1  Theater  Strategy — Ends,  Ways 

NORTHCOM  receives  guidance  for  its  missions  from  national 
defense  strategy,  national  military  strategy,  the  force  employment 
guidelines,  the  joint  strategic  capabilities  plan,  and  the  global 
force  management  process.  NORAD  follows  an  agreement 
between  the  U.S.  and  Canada  on  basic  defense,  funneling  those 
guidelines  into  a  theater  strategy  that  NORAD  is  currently  elabo¬ 
rating  into  a  theater  campaign  plan. 
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The  campaign  plan  is  the  process  of  putting  the  strategy  into 
operation  (Figure  2).  It  consists  of  a  theater  security  (TSC)  coop¬ 
eration  plan  and  a  family  of  contingency  plans  to  deal  with  every¬ 
thing  from  literal  homeland  defense,  including  military  defense 
missions,  to  defense  support  of  civil  authorities  and  CBRNE  sce¬ 
narios.  Current  operations  are  what  we  have  to  do  day  in  and  day 
out  as  part  of  our  theater  approach  to  operations.  Engagement 
activities  and  plans  now  encompass  domestic  security  coop¬ 
eration,  which  is  a  newly  coined  term  not  yet  fully  recognized 
throughout  DoD.  Engagement  occurs  not  only  in  the  domestic 
environment  but  also  deals  with  what  any  geographic  combatant 
command  does  with  international  partners,  including  49  sover¬ 
eign  states,  two  territories,  and  the  interagency.  All  of  those  in 
a  NORTEHCOM  context  must  work  together  to  get  the  job  done 
because  a  single  unified  command  and  control  chain  in  this  envi¬ 
ronment  does  not  exist  and  almost  certainly  never  will.  To  imple¬ 
ment  forces  and  resources,  we  must  not  only  use  and  train  what 
we  have,  but  we  must  also  develop  what  we  need  for  the  future 
as  part  of  any  campaign. 


Figure  2  USNORTHCOM  Theater  Campaign  Plan 

The  strategic  communication  for  NORTEHCOM  and  NORAD 
consists  not  only  of  the  classical  strategic  communication  that 
has  become  an  art  form  in  government — talking  to  external  audi¬ 
ences — but  it  also  includes  internal  audiences.  One  of  the  things 
that  we  realized  as  a  U.S.  Northern  Command  is  that  we  are  dif¬ 
ferent  from  others  who  have  a  more  classic,  externally  focused 
military  mission.  We  have  a  very  diverse  group  of  people  who 
take  part  in  the  operations  of  the  command  from  the  National 
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Guard,  from  the  Reserves,  and  from  many  interagency  and  inter¬ 
governmental  partners.  Therefore,  our  strategic  communication 
task  is  not  only  external  but  internal  so  that  everybody  under¬ 
stands  what  we  are  trying  to  accomplish  as  a  command. 

THE  STRATEGY  AN  D  OBJECTIVES 

The  Strategy  Construct 

Before  I  move  on  to  the  objectives — the  end  states  that  we 
are  trying  to  accomplish — I  want  to  step  through  the  strategy  con¬ 
struct  in  Figure  3  quickly.  One  of  the  end  goals  of  our  strategy 
construct  is  building  partnership  capacities  to  enhance  theater 
security  cooperation  with  allies  while  integrating  interagency, 
state,  local,  and  tribal  governments'  capabilities  and  expertise.  To 
do  this,  we  must  have  continuous  strategic  assessments  to  deter¬ 
mine  when  and  where  we  act,  what  we  do,  and  what  the  risks 
involved  are. 


Strategy:  Construct 


Sources  or  conditions  that  undermine  or  jeopardize  strategic  interests.  Categorized  by 
probability  (high,  medium,  low)  and  levels  of  consequences  (survival,  critical,  important,  supportive) 


Paradigm  Shift:  moving  from  reactive  defense  to  anticipatory  action.  Remove  barriers  to 
create  holistic  approach  and  unity  of  effort  in  an  active-layered  defense 


Strategic  Goals:  Strategic  communication  of  what  NORAD  and  USNORTHCOM  intend  to 
accomplish  to  secure  the  homelands  in  accordance  with  national  objectives  and  precepts 


Strategic 
assessments 
yare 

continuous 


Operationalizes  NORAD  and  USNORTHCOM  Vision  2020 


Broad,  enduring  end-states  derived  from  N-NC  Vision  2020  and 
theater  guidance  that  protect  our  security  interests 


Expressed  as  Lines  of  operation  and  Sub-tasks 
derived  from  essential  tasks 


, Where  do  we  act?  \Capabilities 
(Means) 

iWhen  do  we  act?  x 


Policy,  resources,  and  capabilities  necessary  to  achieve 
identified  end-states 


kWhat  do  we  do? 
,What  is  the  risk? 


Building 
Partnership 
Capacities 


Enhance  theater  security  cooperation  with  allies,  and 
horizontally  /  vertically  integrate  interagency,  state,  local 
and  tribal  governments  capabilities  and  expertise 


Figure  3  Strategy:  Construct 
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At  the  top  of  Figure  3,  the  security  environment  is  defined 
much  the  same  way  as  it  is  throughout  DoD.  The  same  threat 
categories  apply.  We  do  as  all  combatant  commands  do  when 
trying  to  prioritize  the  approach  to  security:  look  at  the  probabil¬ 
ity  of  various  things  happening  and  look  at  the  levels  of  conse¬ 
quence.  We  examine  all  sources  or  conditions  that  undermine  or 
jeopardize  strategic  interests  and  categorize  them  by  probability 
(high,  medium,  low)  and  levels  of  consequence  (survival,  critical, 
important,  supportive).  That  drives  where  we  focus  our  attention, 
and  our  strategy  reflects  that. 

If  you  look  at  our  missions  in  many  combatant  commands,  the 
contingency  plans  that  are  on  the  shelf  are  things  that  we  execute 
if  things  go  badly.  Therefore,  we  want  to  do  everything  we  can 
to  prevent  having  to  execute  a  contingency  plan;  it  is  used  only 
when  other  things  have  failed.  We  have  that  category  of  contin¬ 
gency  plan,  but  we  also  have  a  category  of  contingency  plan  for 
supporting  civil  authorities  in  natural  and  manmade  disasters  that 
we  know  we  will  execute  repeatedly.  The  task  is  to  get  into  the 
contingency  plan  elegantly  and  efficiently,  execute  it  well,  and 
then  recover  from  it — for  example,  as  we  did  during  the  wildfires 
in  California  last  summer,  the  planning  for  FHurricane  Dean,  or 
the  bridge  collapse  in  Minnesota  in  summer  2007.  Those  kinds  of 
things  happen  in  our  world  often,  so  our  missions  have  undergone 
a  paradigm  shift  from  reactive  defense  to  anticipatory  action;  we 
have  put  resources  into  anticipating  those  disasters. 

We  also  have  to  anticipate  the  kinds  of  nontraditional  threats 
in  the  homeland  defense  mission.  Therefore,  we  are  trying  to 
refine  and  elaborate  on  what  we  call  an  active-layered  defense, 
which  is  a  variation  on  the  old  forward  defense  approach.  We 
are  working  to  remove  barriers  to  create  a  holistic  approach  and 
a  unified  effort  in  this  active-layered  defense.  All  military  com¬ 
manders,  geographic  combatant  commanders,  and  functional 
commanders  have  roles  in  this  effort  so  we  are  far  from  the  exclu¬ 
sive  homeland  defenders;  they  all  do  pieces  of  it.  From  the  fur¬ 
thest  reaches  of  the  planet  to  those  areas  nearest  the  homeland, 
the  intent  is  to  proactively  stop  the  threats  as  far  away  in  as  distant 
a  layer  as  possible. 
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In  Figure  3,  "Ways"  describes  how  we  are  deriving  lines  of 
operation  and  subtasks  from  essential  tasks,  which  leads  to  the 
policy,  resources,  and  capabilities  we  need  to  achieve  the  desired 
end  states.  I  want  to  focus  on  what  we  are  trying  to  accomplish 
in  terms  of  end  states  because  I  think  that  is  really  what  is  more 
informative.  Before  I  do  that,  however,  I  am  going  to  make  the 
point,  again,  that  nothing  we  do  is  done  in  isolation. 

My  boss,  during  11  months  of  command,  has  traveled  and 
met  with  32  state  governors,  a  slightly  larger  number  of  adjutants 
general  individually,  and  all  adjutants  general  collectively.  FHe  has 
met  with  state  emergency  managers.  FHe  has  met  with  government 
leaders  in  Canada  and  Mexico  because,  again,  it  is  an  enterprise. 
It  is  a  web  of  partnerships  that  we  have  to  form  that  are  probably 
even  more  important  than  some  of  our  overseas  combatant  com¬ 
mander  colleagues. 

NORAD's  End  States 

NORAD  is  trying  to  achieve  three  fundamental  end  states  in 
its  homeland  defense  and  civil  support  jobs: 

•  Ensure  successful  defense  of  North  America  from  aerospace 
threats 

•  Provide  timely,  accurate  maritime  warning  of  threats  to 
North  America 

•  Establish  NORAD  as  an  international  cooperation  model 
in  defense  planning,  training,  information  management, 
and  technological  innovation 

The  first  end  state  is  the  fundamental  airspace  defense  to 
respond  in  a  timely  manner  to  air  threats  and,  if  necessary,  pre¬ 
cisely  and  decisively  engage  them.  Note  that  maritime  warning 
does  not  include  defense  because  NORAD  warns  both  Canada 
and  the  United  States,  which  respond  separately.  As  a  process 
goal,  NORAD  wants  to  serve  as  a  model  for  defense  cooperation, 
including  everything  from  daily  operations  and  information  shar¬ 
ing  between  the  U.S.  and  Canada  to  development  of  future  tech¬ 
nological  capabilities  to  sustain  the  other  parts  of  the  mission. 
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NORTHCOM's  End  States 

NORTHCOM's  desired  end  states  are: 

•  Anticipate,  detect,  deter,  prevent,  or  defeat  external  threats 
and  aggression 

•  Provide  timely,  effective  defense  support  of  civil 
authorities 

•  Achieve  unity  of  effort  with  interagency  and  international 
partners 

Essentially  homeland  defense  tasks,  anticipating,  detect¬ 
ing,  deterring,  preventing,  and  defeating  external  threats  and 
aggression  are  core  missions  of  NORTHCOM's  all-domain  active 
defense.  Note  that  the  boundary  between  homeland  security  and 
homeland  defense  is  something  that  we  have  to  think  about  all 
the  time:  it  is  not  clear.  For  example,  if  a  vessel  several  hundred 
miles  off  the  coast  has  a  terrorist  weapons  system  on  board,  is 
that  something  that  NORTHCOM  handles  as  a  homeland  security 
law-enforcement  threat?  Is  it  something  that  we  handle  as  a  mili¬ 
tary  threat?  Our  interest  is  in  making  sure  that  we  have  a  robust 
process  to  be  able  to  make  that  decision,  which  goes  to  intelli¬ 
gence  cooperation  across  DoD  and  between  DoD,  law  enforce¬ 
ment  and  other  agencies.  The  goal  is  to  anticipate  and  respond  in 
support  of  civil  authorities  to  mitigate  effects  from  catastrophic 
events,  enhance  law  enforcement,  protect  critical  infrastructure, 
and  maintain  continuity  of  government. 

We  want  to  provide  a  robust  decision-making  process  so  that 
the  appropriate  part  of  the  government  can  be  given  the  authority 
to  act  in  a  way  that  fulfills  that  active-layered  defense.  That  is  one 
example  of  where  the  boundary  between  homeland  security  and 
homeland  defense  rears  its  operational  head. 

In  providing  timely,  effective  defense  support  of  civil  author¬ 
ities,  there  is  a  present  need  to  anticipate  what  might  happen 
because  with  as  many  resources  as  the  Department  of  Defense 
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has,  one  of  the  things  that  we  have  to  respect  is  that  most  of 
those  forces  are  devoted  to  other  missions  outside  the  U.S.  or  are 
engaged  in  training  activities  inside  the  U.S.  to  prepare  our  forces 
to  go  overseas.  While  we  have  some  forces  that  are  routinely 
assigned  to  NORTHCOM — trained  to  do  NORTHCOM's  specific 
missions — in  many  cases  we  can  and  should  use  general-purpose 
forces  that  are  appropriate  to  the  location  and  the  scenario  in 
which  we  find  ourselves.  That  means  to  respond  on  the  tempo 
that  the  American  public  requires  and  expects,  we  have  to  antici¬ 
pate  what  we  might  need  to  do  in  a  natural  disaster.  That  is  easy  if 
it  is  a  hurricane  because  you  can  see  it  coming;  it  is  much  harder 
to  do  if  it  is  a  chemical  spill  or  something  of  that  magnitude. 

Not  only  do  you  need  to  anticipate  the  scenario  and  the  forces 
that  might  be  required,  but  you  also  need  to  understand  and 
anticipate  the  command  and  control  relationships — for  example, 
during  national  special  security  events  such  as  national  politi¬ 
cal  conventions  and  the  Super  Bowl.  We  go  through  a  process 
every  time  to  figure  out  the  best  command  and  control,  security- 
related  forces,  and  DoD  forces  to  participate  in  such  events.  It 
is  never  100  percent  simple.  There  is  no  formula  that  works  for 
every  case.  In  fact,  for  the  2008  Presidential  political  conventions 
this  summer,  we  have  two  different  command  and  control  setups 
that  will  be  implemented  in  Minnesota  and  Colorado.  Those  are 
driven  by  the  preferences  and  the  priorities  of  the  two  state  gover¬ 
nors  and  their  adjutants  general. 

Finally,  NORTFHCOM  is  working  to  ensure  unity  of  effort  with 
our  interagency  and  international  partners,  especially  NORAD. 
To  do  that,  we  are  developing  better  mechanisms  for  coordinating 
and  integrating  with  our  interagency  partners  as  well  as  providing 
more  granularity  in  planning  processes  to  allow  closer  coordina¬ 
tion  with  interagency  plans. 

ENDS,  WAYS,  AND  MEANS 

NORAD's 

I  want  to  go  one  layer  deeper  on  the  strategy.  For  each  of 
the  overall  lines  of  operation  NORAD  is  taking  to  achieve  this 
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strategy,  it  is  using  the  following  means  (the  asterisks  denote  the 
means  that  NORAD  and  NORTHCOM  share): 

•  Respond  in  a  timely  manner  to  air  threats  and,  if  necessary, 
precisely  and  decisively  engage  by  providing: 

Strengthened  intelligence  through  improved  early 
warning  of  imminent  crisis,  increased  collection 
capabilities  in  all  domains,  and  better  dissemination* 

Persistent  wide-area  air  surveillance* 

Fully  integrated  aerospace  picture* 

Binational  threat  alert  system 

Flexible,  realistic,  executable,  rapidly  adaptable,  and 
regularly  exercised  plans 

•  Provide  better  binational  maritime  warning  by  improving: 

Binational  situational  awareness  of  potential  threats  in 
the  maritime  domain* 

Technical  tools  and  capabilities  for  maritime  warning 

•  Promote  programs  and  processes  to  improve  binational 
information  and  intelligence  sharing  by: 

Increasing  binational  cooperation  to  improve  defense 
of  the  information  infrastructure* 

Building  a  common  command,  control,  and 
communications  architecture* 

Implementing  effective  strategic  communication 
processes 

Before  9/11,  NORAD  was  externally  focused  on  Cold  War 
issues  such  as  Soviet  aviation,  which  was  the  genesis  of  NORAD. 
Now,  any  unknown  aircraft  of  which  we  cannot  establish  inten¬ 
tion  is  of  interest  to  NORAD,  whether  it  is  over  the  landmass  of 
the  United  States,  Canada,  or  outside.  NORAD  now  treats  all 
such  tracks  as  potential  problems  until  it  has  confirmed  what 
they  are  doing  and  why.  To  do  that  effectively — again — NORAD 
has  to  establish  solid  links  to  other  agencies,  such  as  the  Federal 
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Aviation  Administration  (FAA)  and  Transport  Canada,  to  determine 
if  there  is  a  potential  problem  coming  from  a  particular  piece  of 
air  traffic. 

That  may  seem  like  a  simple  thing.  However,  consider  this 
example.  Those  of  you  who  are  familiar  with  the  development  of 
the  air  traffic  system  in  the  U.S.  know  that  the  U.S.  has  been  using 
radars  for  a  long  time,  some  of  which  were  recently  updated,  but 
most  of  which  are  starting  to  age.  The  FAA  would  like  to  move 
toward  a  system  that  is  based  on  the  Global  Positioning  System 
(GPS)  and  is  interactive,  which  works  well  as  long  as  we  have 
cooperative  targets.  For  the  FAA,  it  will  be  an  effective  system. 
However,  as  monitors  of  U.S.  and  Canadian  air  space,  NORAD 
cannot  afford  to  rely  solely  on  a  cooperative  kind  of  system  to 
keep  track  of  what  is  going  on  in  the  sky. 

Therefore,  as  we  transition  to  a  different  airspace  control 
system,  to  make  sure  that  NORAD  can  still  perform  its  mission 
of  providing  a  fully  integrated  air  picture  for  both  nations — which 
requires  a  command  and  control  structure  that  many  people 
associate  with  Cheyenne  Mountain — it  is  transitioning  to  a  more 
modern,  all-source,  single-picture  command  center  at  Peterson 
Air  Force  Base  with  Cheyenne  as  a  backup.  That  is  an  essential 
part  of  what  NORAD  is  doing  to  make  sure  that  the  air  threats  and 
the  air  pictures  are  something  we  can  deal  with. 

Concerning  binational  maritime  warning,  Steve  Flynn  and 
others  talked  about  the  magnitude  of  maritime  traffic.  The  large 
numbers  of  containers  that  float  through  various  ports  every  day 
present  a  huge  problem.  Solving  it  takes  a  two-sided  approach. 
One  side  is  the  old-fashioned  intelligence  work  of  keeping  track 
of  what  is  going  on  with  shipping.  The  other  side  is  a  maritime 
situational  awareness  task  whereby  the  more  we  know  about  pat¬ 
terns  of  traffic — the  more  we  know  about  all  the  traffic  that  is 
out  there  going  from  point  A  to  point  B  on  the  water — the  more 
likely  it  is  we  can  see  anomalies  and  take  action  to  investigate. 
NORTHCOM  and  NORAD  are  working  on  meshing  those  two — 
classical  intelligence  and  traffic  tracking — to  contribute  to  an 
overall  maritime  situational  awareness.  In  the  NORAD  context, 
it  is  not  so  much  a  system  challenge  to  come  up  with  maritime 
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warning  as  it  is  an  information-sharing  challenge.  NORAD  and 
NORTHCOM  are  spending  a  lot  of  time  working  primarily  on 
policy  and  law  issues  more  so  than  systems  issues. 

The  last  NORAD  line  of  operation  follows  from  those  efforts. 
It  is  to  promote  processes  that  will  help  us  share  information  more 
efficiently  so  that  both  nations  can  make  better  decisions  in  all 
regards. 

NORTHCOM's  Ends,  Ways,  and  Means: 

The  following  are  the  means  by  which  NORTHCOM  is  work¬ 
ing  to  achieve  its  lines  of  operation: 

•  Develop  an  all-domain  active  defense  by  providing: 

Sustained  continual  situational  awareness* 

Capabilities  to  anticipate,  detect,  deter,  prevent,  and 
defeat  current  and  emerging  threats 

Timely,  actionable  intelligence* 

Trained,  ready,  and  operational  forces 

Strategic  communication  through  engagement 

Theater  security  cooperation  initiatives  with  partners 

•  Anticipate  and  respond  in  support  of  civil  authorities  to 
mitigate  effects  from  catastrophic  events,  enhance  law 
enforcement,  protect  critical  infrastructure,  and  maintain 
continuity  of  government  by  developing: 

National  and  binational  policy  to  enhance  intelligence¬ 
sharing* 

Doctrine,  Organization,  Training,  Materiel,  Leadership 
and  Education,  Personnel  and  Facilities  (DOTMLPF) 
capabilities  for  National  Guard  and  Reserves 

Rapid  assessment  capabilities  for  Homeland  Defense 
(HD)  and  Civil  Support  (CS) 

Compatible  technology  solutions  (interoperability)* 
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All-domain  User-Defined  Operational  Picture 
(UDOP)* 

•  Ensure  unity  of  effort  with  mission  partners,  especially 
NORAD,  by  providing: 

Unified  strategy  with  international  partners 

Overarching  national-level  plan:  unity  of  effort  across 
the  interagency  departments 

Enhanced  military  capabilities  to  defend  North 
America 

Multinational  agreements  to  improve  information  and 
intelligence  sharing* 

Less  rigid,  horizontal/vertical  intergovernmental  agree¬ 
ments  to  improve  intelligence  sharing 

Horizontally  and  vertically  integrated  national  C2 
capability  that  is  consolidated,  agile,  and  seamless 

In  NORTHCOM's  layered  defense  strategy,  situational  aware¬ 
ness  is  huge.  NORTHCOM  monitors  over  100  different  systems 
in  its  command  and  control  center.  NORTHCOM  is  not  quite 
an  analogue  of  the  national  military  command  center  in  the 
Pentagon,  but  it  is  close.  To  accomplish  the  goal  of  anticipat¬ 
ing  threats  and  catastrophes  for  civil  support  and  for  homeland 
defense,  the  information  fusion  challenge  requires  significant 
investment  of  resources.  It  requires  trained,  ready,  and  opera¬ 
tional  forces.  In  many  cases,  we  can  accomplish  these  missions 
with  air  defense  forces,  by  using  naval  forces  that  can  conduct 
countermine  operations  and  can  deploy  law  enforcement  person¬ 
nel  with  a  Navy  ship,  and  by  working  with  the  Coast  Guard  to 
conduct  law  enforcement-related  operations  to  intercept  threats. 
That  is  primarily  a  DHS  responsibility,  but  if  it  is  a  target  of  inter¬ 
est,  then  NORTHCOM  pays  attention  to  it.  Some  forces,  such 
as  the  state's  WMD  civil  support  teams  and  our  own  chemical/ 
biological  response  force,  do  require  specific  training.  That  is  a 
significant  emphasis  for  NORTHCOM  now  and  into  the  foresee¬ 
able  future. 


348  Unrestricted  Warfare  Symposium  Proceedings  2008 


To  anticipate  and  respond  in  support  of  civil  authorities, 
NORTHCOM  provides  disaster  response,  supports  civil  authori¬ 
ties,  and  participates  with  DHS,  which  has  border  security 
responsibilities,  to  conduct  transnational  threat  monitoring — for 
example,  helping  in  counternarcotics  trafficking  and  flow  of  per¬ 
sons  across  borders.  In  that  instance,  NORTHCOM  uses  DoD 
resources  to  assist  those  law-enforcement  authorities.  One  part  of 
the  endeavor  to  take  a  whole-government  approach  is  to  soften 
the  policy — which  has  been  in  effect  for  years — that  DoD  will 
only  do  civil  support  operations  out  of  resources  that  already  exist 
for  some  other  purpose.  To  do  that  in  a  way  that  makes  sense,  the 
states  and  NORTHCOM  receive  it  through  the  National  Guard 
bureau,  which  serves  as  a  focal  point  for  collecting  state  capa¬ 
bilities.  Our  partners  in  DHS  are  inventorying  all  the  capabilities 
in  all  the  jurisdictions  of  America  to  respond  to  various  kinds  of 
emergencies.  We  have  to  have  a  good  inventory  of  what  is  out 
there  before  we  can  make  intelligent  decisions  in  any  government 
department  to  resource  capabilities  that  we  do  not  have.  Being 
able  to  respond  to  catastrophes  in  a  coordinated  way  is  a  work 
very  much  in  progress  and  something  that  we  have  got  to  get 
right,  and  we  will  have  to  continue  getting  it  right  because  these 
events  do  not  just  happen  once. 

Finally,  we  need  to  achieve  unity  of  effort  with  our  mission 
partners.  When  DoD  responds  to  something  bad  that  has  hap¬ 
pened  in  the  United  States,  NORTHCOM  is  part  of  a  supporting 
federal  effort  with  a  state  or  local  or  tribal  entity.  Consequently, 
the  planning  task  is  a  little  bit  daunting  because  we  have  to  be 
ready  to  respond  to  all  kinds  of  things  and  in  all  kinds  of  places 
that  we  did  not  necessarily  have  specific  situational  awareness 
on  before  the  event.  I  am  not  complaining;  that  is  just  the  way  it 
is.  It  requires  inventorying  capabilities  and  anticipating  all  of  the 
eventualities  to  respond  to  them  effectively. 

CONTINUALLY  IMPROVING  PREPAREDNESS 
FOR  THE  ENTIRE  SPECTRUM  OF  THREATS 

If  you  look  at  the  current  terrorist  threat  many  of  the  things 
that  NORAD  and  NORTHCOM  do — particularly  on  the  civil 
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support  side — add  to  our  ability  as  a  society  to  withstand  those 
attacks  that  might  get  through.  For  homeland  defense,  we  have 
to  work  with  DFHS  in  particular  but  also  with  the  other  combat¬ 
ant  commanders  at  the  right  places  to  draw  the  lines  between 
our  responsibilities — for  example,  determining  when  NORAD  or 
NORTFHCOM  should  take  action  against  an  air  threat  and  when  it 
is  somebody  else's  responsibility.  We  also  have  to  keep  vigilant — 
and  this  takes  a  considerable  portion  of  our  time  and  attention — 
about  the  state  actor  threat,  which  everybody  tends  to  forget  but 
is  still  out  there. 

The  terrorist  threat,  which  is  certainly  significant,  will  continue 
for  years  to  come  and  is  just  a  part  of  the  spectrum  of  probabili¬ 
ties.  Could  we  see  a  threat  like  the  one  the  Cold  War  represented 
again?  We  do  not  know,  but  we  need  to  be  ready  for  it. 

Finally,  I  am  recalling  a  story  that  one  of  the  air  combat  com¬ 
manders  told  me  one  day.  FHe  said,  "You  know,  when  we  are 
thinking  about  defending  the  nation,  you  never  know  what  you 
don't  know."  That  is  when  he  mentioned  having  delivered  two  F-4 
Phantoms  to  Iran  as  a  young  lieutenant. 

Therefore,  as  we  are  focusing  on  the  terrorist  threat — as  we 
are  focusing  on  interagency  cooperation,  intelligence  sharing, 
both  within  the  U.S.  government  and  across  national  entities  and 
with  our  Mexican  and  Canadian  partners — we  cannot  forget  that 
there  is  still  the  possibility  of  a  state  threat.  NORTFHCOM  has  to 
prepare  for  both  "high-end"  and  "low-end"  levels  of  threat. 

I  did  not  talk  much  about  our  ballistic  missile  defense  mis¬ 
sion,  but  that  is  a  big  part  of  our  ability  to  deal  with  the  high-end 
terrorists.  The  good  thing  is  that  much  of  the  high-end  mission, 
such  as  monitoring  air  and  space  threats,  provides  the  expertise 
for  countering  the  low-end  threats  from  state  and  nonstate  actors 
as  well  as  natural  disasters.  We  have  to  be  prepared  for  the  entire 
range  of  threats  and  have  processes  in  place  that  may  not  pro¬ 
tect  us  from  Russia  or  China  but  would  certainly  protect  us  from 
North  Korea  or  other  state  actors  in  many  scenarios.  If  there  is 
one  thing  I  would  leave  you  with,  it  is  that  the  people  working 
for  us  in  Colorado  Springs  are  part  of  a  large  enterprise  that  is 
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continuing  to  improve  our  readiness  to  respond  to  both  kinds  of 
threats — providing  both  high-end  missile  defense  and  low-end 
defense  against  terrorist  threats  (if  you  want  to  call  the  terrorist 
threat  low-end) — and  to  continually  look  to  help  make  our  soci¬ 
ety  more  capable  of  withstanding  whatever  it  is  we  get  dealt  by 
nature  or  man. 
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SECURING  THE  HOMELAND  IN  AN  AGE 
OF  UNRESTRICTED  WARFARE 

Robert  Ross 


INTRODUCTION 

Ron  Luman  displayed  a  triangle  with  technology  in  one  corner, 
analysis  in  another,  and  strategy  in  the  third.  I  am  in  the  Science 
and  Technology  (S&T)  Directorate,  but  most  of  what  I  have  been 
doing  is  actually  in  the  analysis  corner,  leading  into  the  strategy 
corner  of  that  triangle.  I  will  draw  from  some  of  my  own  writ¬ 
ings  and  from  studies  sponsored  by  the  Science  and  Technology 
Directorate  and  conducted  by  RAND,  the  Homeland  Security 
Institute  (HSI),  and  some  other  organizations.  The  studies  have 
been  aimed  at  understanding  the  competition  between  blue  and 
red,  if  you  will — understanding  the  proclivities  of  the  competitors 
and  the  potential  changes  in  the  nature  of  the  struggles  and  in  the 
environment  in  which  those  struggles  take  place  over  time. 

Sun  Tzu  said  it.  It  is  about  understanding  the  fight  you  are  in, 
both  yourself  and  the  adversary.  More  recently,  Alice  received  the 
central  truth  from  the  Cheshire  Cat.  I  would  question  whether 
we  have  an  agreed  end  state  in  this  so-called  war  on  terrorism 
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risks  in  restricted  waterways. 
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with  regard  to  homeland  security.  How  do  we  know  when  we  are 
there?  What  constitutes  success? 

If  you  know  neither  the  enemy  nor  yourself,  you  will  suc¬ 
cumb  in  every  battle. 

— Sun  Tzu 

If  you  don’t  know  where  you  are  going,  any  road  will  get 
you  there. 

— The  Cheshire  Cat 

I  will  cover  some  fundamental  questions  about  the  leadership 
and  management  challenge  as  it  relates  to  developing  solutions 
to  the  problems  terrorism  presents.  I  am  going  to  provide  a  differ¬ 
ent  perspective  on  the  instruments  of  national  power  that  looks 
beyond  DoD's  Diplomatic,  Information,  Military,  and  Economic 
(DIME)  view.  Risk  management  is  about  our  process  for  making 
decisions.  What  are  we  going  to  do?  What  are  we  not  going  to 
do?  How  do  we  make  those  choices? 

We  also  have  to  recognize  that  we  are  dealing  with  an  adap¬ 
tive,  strategically  driven  adversary.  It  is  not  a  situation  where  we 
put  up  a  fence,  call  it  a  day,  and  go  home.  We  can  put  up  a 
fence — but  that  does  not  eliminate  the  threat.  It  perhaps  changes 
the  threat.  It  may  shift  the  tactics  or  the  target,  but  we  are  dealing 
with  an  adaptive  adversary.  Finally,  I  will  comment  on  the  com¬ 
mitments  we  need  to  make  in  moving  forward. 

TWO  FUNDAMENTAL  QUESTIONS 

Flow  Do  We  Define  EIomeland  Security? 

The  deficiencies  in  the  homeland  security  arena  are  not 
unknown.  Much  of  the  literature  has  documented  some  of  these 
issues,  such  as  the  policy  debates.  In  October  2006,  the  Homeland 
Security  S&T  Directorate  sponsored  a  workshop  in  concert  with 
Georgetown  University  and  our  Canadian  security  R&D  counter¬ 
parts,  examining  what  the  threats  in  homeland  security  might  be 
by  2015. 
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Very  quickly,  it  became  apparent  that  there  was  not  much 
agreement  among  the  70-some  people  at  that  conference  as  to 
what  homeland  security  even  means.  The  conference  served  to 
document  the  many  fundamental  unresolved  issues.  It  is  hard  to 
talk  about  changes  in  threat  when  you  cannot  even  define  where 
you  are  today.  The  White  House's  definition  of  homeland  security 
appears  to  have  changed  over  time.  The  current  DoD  definition  is 
different  from  the  White  House's  definition.  Many  definitions  are 
in  use  without  unanimity — or  even  much  agreement — on  any  of 
them  across  the  homeland  security  enterprise.  Definitions  are  all 
over  the  map. 

Is  the  Strategy  Adequate? 

Do  we  have  an  adequate  homeland  security  strategy?  Some  of 
you  may  be  familiar  with  The  Shield  of  Achilles  [1],  a  book  written 
by  Philip  Bobbitt,  who  is  a  lawyer,  a  historian,  and  an  international 
security  strategist  at  the  University  of  Texas  and  King's  College  in 
London.  Part  of  Bobbitt's  argument  is  that  strategy  is  law  and  law 
is  strategy.  By  this,  he  means  that  whenever  a  community  decides 
to  accept  the  existence  of  a  problem  and  do  something  about  it,  it 
will  develop  a  strategy  and  then  enshrine  that  strategy  in  law. 

That  law  could  be  a  national  constitution,  the  bylaws  for  a 
garden  club,  or  enabling  legislation  such  as  what  we  have  in  this 
country.  The  National  Homeland  Security  Act  of  2002  is  an  exam¬ 
ple.  The  Stafford  Act,  which  establishes  the  Federal  Emergency 
Management  Agency  (FEMA),  is  another  example  of  enabling  leg¬ 
islation.  One  of  the  problems  with  enabling  legislation  is  that  it 
has  an  unfortunate  tendency  to  enshrine  a  strategy  and  freeze  it. 
On  the  other  hand,  I  would  also  argue  that  the  absence  of  a  law 
indicates  an  absence  of  strategy. 

A  poorly  understood  strategy,  again,  may  be  reflected  in  poorly 
crafted  law.  Where  do  we  have  a  good  strategy?  For  example,  in 
the  bio-threat  realm,  the  public  health  service  delivery  system  in 
this  country  is  largely  in  the  hands  of  state  and  local  governments. 
Each  state  has  its  own  structure.  At  least  one  state  has  no  official 
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at  the  state  level  with  any  responsibility  for  public  health  services. 
When  dealing  with  a  threat  or  an  incident  that  does  not  respect 
geographic  boundaries — for  example,  a  pandemic  flu  or  some 
other  highly  contagious  disease — how  do  we  craft  a  national 
response  in  the  absence  of  any  kind  of  a  national  structural  basis 
for  doing  so?  These  kinds  of  problems  are  not  unrecognized. 

DHS  INITIATIVES 

Two  initiatives  are  underway  now  to  address  some  of  those 
issues:  the  National  Homeland  Security  Plan  (NHSP)  and  the 
Quadrennial  Homeland  Security  Review  (QHSR). 

The  NHSP,  being  written  even  today,  is  truly  an  interagency 
effort  DHS  is  heading  in  collaboration  with  all  of  the  other  agen¬ 
cies  involved  in  ascertaining  how  we  are  going  to  accomplish 
our  goals  and  identifying  some  of  the  problems  that  still  must 
be  solved.  The  NHSP  calls  for  a  truly  interagency  process  that 
will  facilitate  coordination,  establish  priorities,  and  define  roles 
and  responsibilities  in  homeland  security  across  the  federal 
government. 

To  help  set  the  stage  for  some  of  the  debates  that  we  know 
are  going  to  have  to  take  place  as  a  new  administration  enters 
office,  the  NHSP  process  will  lead  into  QHSR,  which  is  intended 
to  further  clarify  NHSP  actions  by  undertaking  six  fundamental 
actions: 

•  Review  National  Strategy  for  Homeland  Security  (NSHS) 
for  consistency  with  national  and  DHS  strategies,  plans, 
and  directives 

•  Outline/prioritize  critical  homeland  security  missions 

•  Describe  required  interagency  cooperation,  response 
assets,  infrastructure,  budget,  programs,  and  policies 

•  Identify  budget  plan  required  for  missions 

•  Review/assess  mechanisms  for  turning  requirements  into 
an  acquisition  strategy  and  expenditure  plan 

•  Assess  organizational  alignment  with  NSHS  and  missions 
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Additional  fundamental  questions  still  require  further  think¬ 
ing.  Is  homeland  security  part  of  national  security,  or  is  it  sepa¬ 
rate?  Should  there  be  a  homeland  security  council  separate  from 
the  National  Security  Council?  I  do  not  have  an  answer  for  these 
questions,  but  they  have  prompted  much  discussion  in  the  lit¬ 
erature — and  around  more  than  a  few  water  coolers,  I  think,  in 
government.  What  is  the  difference  between  homeland  security 
and  homeland  defense?  Let  us  not  forget  the  ever  popular,  "Why 
do  they  hate  us — or  is  it  just  our  policies  they  hate?" 

LEADERSHIP  AND  MANAGEMENT 
CEiALLENGES 


One  of  the  ways  I  proposed  looking  at  these  issues  is  the  kind 
of  analysis  shown  in  Figure  1 . 


Leadership  and 
Management  Challenges 


Problem  Space 


Leadership  Challenges 

1.  Define  the  Problem 

2.  Develop  Solutions 


Ideal  Solution  Set 


Existing  Reality? 


<  Coord 

nation  > 

— 

— 

Management  Challenges 

1.  Identify  and  Close  the  Gaps 

2.  Identify  and  Resolve  Crossed  Purposes 

3.  Identify  and  Eliminate  Overlaps  (unless  deliberate) 

4  Ensure  Smooth  Coordination  between  Programs 

5  Ensure  Effectiveness  and  Efficiency  within  Program  Operations  and  Activities 


Figure  1  Leadership  and  Management  Challenges 

This  figure  was  developed  to  illustrate  the  concept  behind  a 
particular  study  that  I  sponsored  to  look  at  the  collective  effort 
in  the  nation  for  meeting  the  radiological  and  nuclear  threat. 
Leadership's  responsibility  is  to  define  the  problem  and  develop 
solutions.  An  ideal  solution  set,  as  shown  in  Figure  1,  includes 
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coordination  across  all  agencies.  Think  of  the  small  boxes  as  dif¬ 
ferent  departments  or  different  layers  in  a  layered  defense  or  the 
various  prongs  in  a  multipronged  approach.  Ideally,  you  cover  the 
problem  space,  without  many  overlaps  or  redundancies,  and  you 
have  good  coordination  across  the  full  set  of  solutions.  However, 
the  study  asked,  "What  is  the  existing  reality?  Do  we  have  gaps? 
Do  we  have  overlaps?  Do  we  have  programs  that  are  working  at 
cross-purposes?"  We  have  found  some  examples  of  those  kinds 
of  things. 

Technology  measures — which,  from  a  homeland  security  and 
counterterrorism  perspective,  makes  perfect  sense — may  involve 
the  overseas  deployment  of  technologies  that  are  prohibited 
because  of  concerns  of  counterproliferation,  dual-use  technology, 
export  controls,  and  so  forth.  Those  policies  within  their  respec¬ 
tive  lanes  make  perfect  sense,  but  when  you  put  them  together, 
you  end  up  with  diametrically  opposed  answers  to  some  of  the 
questions. 

With  that  kind  of  reality,  management's  challenges  are  to  iden¬ 
tify  and  close  the  gaps,  resolve  cross  purposes,  eliminate  overlaps 
unless  they  are  deliberate,  provide  coordination  between  the  pro¬ 
grams,  and,  finally,  manage  for  effectiveness  and  efficiency  within 
the  programs. 

THE  INSTRUMENTS  OF  NATIONAL  POWER:  A 
REVISED  MODEL 

If  you  are  going  to  develop  solutions  to  problems,  it  helps  to 
have  an  idea  of  what  kind  of  tools — what  instruments — are  avail¬ 
able  to  you.  Figure  2  is  DoD's  canonical  DIME  view  of  the  instru¬ 
ments  of  national  power.  It  is  enshrined  in  doctrine.  It  is  taught  at 
the  National  Defense  University,  through  the  service  schools,  and 
throughout  DoD.  I  would  submit  that  it  is  incomplete  and  pos¬ 
sibly  misleading  in  some  respects. 

Finance,  Intelligence,  and  Law  Enforcement  (FIL)  is  a  term 
that  some  recommend  adding  to  the  diagram  in  Figure  2.  It  is 
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a  step  in  the  right  direction,  but  I  would  argue  that  it  might  not 
be  the  right  answer  either.  In  particular,  law  enforcement  is  too 
narrow  a  concept  for  what  we  are  considering. 


Homeland 

Security 


Targets  “Over  There” 


Figure  2  DOD  "DIME"  View  of  the  Instruments  of 
National  Power 

Figure  3  is  one  alternative  proposal  for  a  different,  more  com¬ 
plete  view  of  the  instruments  of  power.  Starting  at  the  bottom  and 
reading  up,  strategy,  intelligence,  and  information  work  together. 
Although  strategy  is  not  an  instrument  of  power,  it  identifies  the 
national  objectives  and  provides  guidance  on  the  utility  of  the 
various  instruments — what  you  can  do  with  them,  where,  when, 
and  in  what  combinations.  Intelligence — meaning  the  classic 
state  secrets  kind  of  intelligence — and  information,  such  as  open- 
source  knowledge  developed  through  other  mechanisms,  provide 
the  information  and  insight  that  help  you  develop  specific  opera¬ 
tional  programs  in  concert  with  the  strategy  to  achieve  specified 
ends  or  identified  ends  in  various  areas.  Figure  3  shows  two-way 
arrows,  with  information  and  intelligence  feeding  into  the  instru¬ 
ments  of  power,  and  information,  ideas,  going  out. 
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Targets  Both  “Over  There”  and  at  Home 


Jffe  Homeland 
'1|§P;  Security 


Figure  3  The  Instruments  of  National  Power  -  A  More 
Complete  View 

In  Figure  3,  the  instruments  of  power  are  refined;  for  example, 
public  diplomacy  is  differentiated  from  formal  diplomacy.  Public 
diplomacy  is  the  "reaching  out"  instrument.  (That  may  not  be  the 
right  term;  I  am  open  to  other  ideas  on  that.)  Military  and  eco¬ 
nomic  power  remain.  I  am  not  sure  how  financial  power  differs 
from  economic  power,  but  I  am  open  to  hearing  good  arguments 
on  that  as  well.  Law  enforcement  is  an  example  of  civil  author¬ 
ity.  Civil  authority  is  much  bigger  than  law  enforcement.  It  is  the 
ability  to  create  infrastructure  such  as  public  health  service  deliv¬ 
ery  mechanisms  and  the  Securities  and  Exchange  Commission — a 
whole  range  of  activities  that  are  not  classical  law  enforcement. 

The  box  labeled  Example  is  a  significant  change.  It  is  now 
shown  as  an  instrument  of  power.  We  in  the  United  States  have 
always  thought  of  ourselves  as  the  standard  bearers  for  the  rule 
of  law.  Some  have  argued  that  the  standard  has  been  degraded 
over  the  past  few  years.  I  will  not  go  further  into  that  debate,  but 
I  would  note  that  while  in  many  countries  in  the  world  people 
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are  willing  to  die  or  risk  death  to  get  out,  we  are  one  of  the  few 
countries  that  people  are  willing  to  risk  death  to  get  into. 

Figure  3  is  from  a  paper  I  co-authored  in  2001  with  Admiral 
James  M.  Loy,  who  was  then  the  Commandant  of  the  U.S.  Coast 
Guard  and  later  Deputy  Secretary  for  the  Department  of  FHomeland 
Security  (Reference  2).  What  we  were  trying  to  get  across  in  this 
diagram — and  at  least  one  of  the  points  we  were  addressing  in  the 
paper — was  that  the  dialogue  at  that  point — talking  only  about 
homeland  defense,  homeland  defense,  and  more  homeland 
defense — was  that  use  of  the  term  defense  was  making  people 
think  that  the  Department  of  Defense  was  the  locus  for  the  solu¬ 
tions  to  the  problem. 

My  suggestion  at  the  time  was  "homeland  security."  I  think 
"security"  is  perhaps  a  better  term  than  "defense"  because  it  opens 
up  the  thinking  a  bit.  Most  recently,  I  have  begun  to  wonder  if 
the  word  "homeland"  itself  is  not  a  source  of  confusion,  and  we 
might  be  better  off  coming  up  with  a  different  construct.  I  do  not 
know  what  that  construct  is.  I  started  writing  some  notes  on  a 
piece  of  paper  yesterday  to  get  at  that.  I  believe  it  is  something  we 
have  to  think  through  as  a  nation. 

RISK  ANALYSIS  AND  HOMELAND  SECURITY:  A 
TRANSFORMATIONAL  APPROACH 

Even  if  we  understand  the  instruments  and  we  are  trying  to 
develop  solutions,  we  still  have  to  make  choices.  Secretary  of 
FHomeland  Security  Michael  Chertoff  has  made  a  number  of  state¬ 
ments  about  risk  management  being  a  way  of  informing  choices 
for  the  homeland  security  enterprise.  I  quote  Secretary  Chertoff 
here,  not  because  I  am  in  the  Department,  but  because  he  is 
right.  We  have  to  have  a  way  of  making  choices,  and  risk  man¬ 
agement,  assessment,  and  analytics  are  ways  of  deciding  what 
to  do.  Unfortunately,  we  still  have  questions  of  how.  These  are 
difficult  analytic  problems,  and  I  will  discuss  a  couple  of  aspects 
of  them. 

“We  need  to  adopt  a  risk-based  approach  in  both  our  op¬ 
erations  and  our  philosophy.  Risk  management  is  funda¬ 
mental  to  managing  the  threat,  while  retaining  our  quality 
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of  life  and  living  in  freedom.  Risk  management  must  guide 
our  decision  making  as  we  examine  how  we  can  best  orga¬ 
nize  to  prevent,  respond  and  recover  from  an  attack.  ” 

—  Secretary  Michael  Chertoff,  Department  of  Homeland 
Security,  16  March  2005 

First,  we  have  all  been  in  organizations  where  a  new  boss 
comes  in  and  articulates  a  new  idea,  and  immediately  that  ini¬ 
tiates  a  round  of  bureaucratic  pathological  behavior.  Everybody 
starts  recasting  all  of  the  stuff  they  have  done  before  in  terms  of 
the  new  thing.  Fights  break  out  over  who  is  in  charge.  This  hap¬ 
pened  when  Secretary  Chertoff  introduced  the  risk  management 
language.  There  were  claims  of  "I  am  in  charge  of  that,"  or  "Pick 
me  coach,  pick  me."  There  were  also  some  very  unrealistic  expec¬ 
tations  and  assertions  about  what  we  can  do  with  risk  information 
and  assessment.  I  heard  statements  such  as,  "Just  give  us  access 
to  all  the  information  and  we  will  tell  you  everything  you  need 
to  know."  It  does  not  work  that  way;  it  is  not  that  simple.  Over 
the  past  few  years,  a  number  of  other  people  in  the  Department 
and  I  have  been  pushing  for  more  balance  and  a  more  mature 
approach.  The  following  are  two  of  the  first  principles  on  which 
that  approach  is  based: 

•  Managing  risk  is  everyone's  responsibility — every  decision¬ 
maker  in  the  Department  of  Homeland  Security  should  be 
considering  risk  as  he  or  she  is  making  decisions 

•  "Risk-informed,"  not  "risk-based" — Too  much  will  not  be 
known,  and  too  many  other  factors  will  have  to  be  taken 
into  account  for  homeland  security  decisions  to  ever  be 
"risk-based" 

We  need  to  understand  that  managing  risk  is  everybody's 
business.  Now,  the  risk  that  will  be  managed  by  the  Coast  Guard 
is  different  from  the  risk  that  will  be  managed  by  Customs  and  by 
FEMA.  Nevertheless,  risk  is  an  approach  to  making  decisions  that 
we  all  need  to  use.  Another  principle  is  that  there  are  so  many 
unknowns  and  so  much  complexity  in  all  of  this  that  the  best  we 
are  going  to  get  is  risk-informed  decisions,  not  risk-based.  The 
word  "based"  implies  too  much  influence  of  risk  information. 
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About  a  year  and  a  half  ago,  I  heard  a  very  senior  person  in 
DHS  say  something  to  the  order  of:  "Do  not  bother  me  with  the 
details.  Just  give  me  the  formula  that  tells  me  where  to  spend  all 
the  money."  I  have  read  comments  from  a  member  of  Congress  to 
the  effect  of,  "I  want  to  see  the  results  of  the  single  science-based 
risk  assessment  that  answers  all  the  questions  in  homeland  secu¬ 
rity."  It  is  not  going  to  happen.  Six  months  ago,  I  heard  another 
senior  official  at  DHS  say,  "We  are  never  going  to  have  a  formula 
that  tells  us  everything." 

All  we  are  going  to  be  able  to  do  is  generate  some  information 
that  will  help  us  exercise  professional  and  political  judgment.  To 
me,  that  is  progress — major  progress.  I  am  not  sure  we  have  had 
the  same  kind  of  impact  on  the  Hill  yet.  If  we  are  thinking  about 
risk  management,  we  really  have  to  ask,  "Why  are  we  doing  this? 
What  is  the  purpose?  What  is  the  point?"  An  argument  I  have 
been  making  is  that  risk  management  is  a  strategy  and  a  means  to 
an  end;  it  is  not  the  end  itself. 

If  we  consider  all  of  the  issues  in  homeland  security — whether 
they  are  defined  as  strictly  transnational  terrorism  or  more  as  an 
all-hazards  idea,  harm  from  those  threats  is  created  by  three  sepa¬ 
rate  sets  of  consequences: 

•  Tangible  consequences  of  risks  realized:  It  happened. 
People  are  dead,  people  are  injured,  property  is  destroyed, 
the  economy  has  been  damaged,  etc. 

•  Intangible  consequences  that  result  from  all  of  the  risks: 
Whether  they  are  real  or  perceived,  whether  they  are 
realistic  or  very  unrealistic,  intangible  consequences 
are  what  some  people  have  referred  to  as  FUD  (fear, 
uncertainty,  and  dread).  There  is  a  loss  of  confidence  in 
the  government's  ability  to  function  and  a  loss  of  societal 
cohesion. 

•  Costs  of  prevention,  protection,  and  response  prepared¬ 
ness:  The  money  we  spend  on  these  is  really  money  that 
is  not  available  for  other  purposes.  That  diverted  money  is 
in  fact  a  form  of  harm.  If  money  spent  here  does  not  ap¬ 
preciably  affect  this  harm — and  with  this  adaptive  reactive 
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adversary,  there  may  be  reasons  for  thinking  that — it  may 
be  that  the  best  way  to  minimize  the  aggregate  harm  is  to 
not  spend  some  of  this  money  over  here.  Sometimes  do¬ 
ing  nothing  is  in  fact  the  right  thing  to  do.  However,  doing 
nothing  should  be  the  result  of  an  informed  decision  rather 
than  inattention  to  duty  or  abdication  of  responsibility. 

Think  about  the  situations  for  which  the  traditional  science 
of  assessing  risks  was  developed.  They  were  situations  in  which 
a  steady-state  threat  existed.  Over  time,  the  benefits  of  what  you 
have  done  will  exceed  the  cost  of  having  addressed  the  problem. 
If  you  are  talking  about  nuclear  power  and  some  of  the  environ¬ 
mental  and  health  issues  it  poses,  that  is  appropriate.  What  hap¬ 
pens  if  you  get  an  adversary  who  degrades  the  effectiveness  of 
the  security  measures  you  have  adopted?  We  know  this  happens 
based  on  historical  studies.  If  it  occurs  after  the  break-even  point 
(Figure  4),  it  is  just  a  degradation  of  security;  if  it  happens  before 
you  reach  the  break-even  point,  the  adaptation  can  eliminate  the 
benefits  of  the  security  measure.  It  can  even  turn  a  security  mea¬ 
sure  into  a  vulnerability.  If  we  do  not  take  those  considerations 
into  account  as  we  are  making  decisions  about  what  to  do,  what 
not  to  do,  and  when  we  are  going  to  do  it,  will  we  know  how 
we  are  going  to  do  it?  Are  we  going  to  build  adaptability  into  the 
system? 

If  we  do  not  consider  those  issues  as  we  are  making  decisions, 
we  are  missing  the  boat.  In  Figure  4,  life  cycle  costs  are  maybe 
5%  percent  in  the  R&D  phase,  30%  in  the  initial  acquisition 
phase,  and  65%  in  Operations  and  Maintenance  (O&M).  What 
happens  when  you  execute  a  grant  program  in  which  the  federal 
government  is  providing  the  initial  acquisition  money  to  a  state  or 
local  government  for  a  capability  that  they  cannot  afford  to  own 
because  they  do  not  have  the  money  to  pay  for  the  O&M? 

This  question  is  not  hypothetical.  A  recent  Washington  Post 
article  reported  on  a  Department  of  Justice  program  in  which  the 
federal  government  bought  wireless  laptops  and  provided  them  to 
bomb-disposal  units  around  the  country.  When  the  prepaid  wire¬ 
less  subscription  expired,  most  of  the  agencies  that  had  received 
the  laptops  closed  them  and  put  them  on  a  shelf  because  they 
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could  not  afford  to  carry  the  cost  of  the  wireless  subscription 
service. 


Homeland 

Security 


Figure  4  Cumulative  Benefits  and  Costs  -  Adaptive  Adversary 

I  am  not  arguing  that  we  should  not  have  grant  programs,  but  I 
am  suggesting  that  we  need  to  think  very  carefully  about  how  we 
structure  grant  programs,  and  we  need  to  take  sustainment  into 
account  as  we  calculate  the  benefits.  Spending  a  lot  of  money 
to  buy  equipment  that  we  cannot  afford  to  own  may  benefit  the 
manufacturers,  but  it  does  not  really  do  much  for  the  nation. 

CONCLUSION:  DHS  COMMITMENTS 

“...the  “state  of  the  art”  of  risk  analysis  is  inadequate  in 
the  sphere  of  homeland  security,  and...  to  redress  that  prob¬ 
lem,  risk  analysts  must  involve  the  legal  profession  and 
others  in  developing  new  risk  analysis  techniques.  ” 

—  Dr.  John  Graham,  Former  Administrator,  Office  of  In¬ 
formation  and  Regulatory  Affairs,  OMB,  23  May  2006 
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Dr.  John  Graham  called  for  improved  risk  analysis  techniques 
for  homeland  security  because  traditional  methods  do  not  ade¬ 
quately  address  the  unique  factors  of  the  threat.  The  locus  of  risk 
management,  risk  assessment,  and  cost-benefit  analysis  at  OMB 
has  validated  my  view  that  the  art  of  risk  analytics  is  not  yet  suf¬ 
ficient  for  the  problem  base  we  are  facing.  In  moving  forward, 
DHS  has  made  major  commitments  to  effect  improvements.  It  has 
established  the  NHSP,  is  conducting  the  QHSR,  and  is  fostering 
efforts  to  make  improvements  in  the  following  areas: 

•  Risk  analytic  techniques  to  enhance  decision-making 
capabilities 

•  Process  for  planning  requirements  for  new  capabilities 

•  Interagency  coordination  and  operational  integration 

•  Understanding  and  knowledge  base  across  the  entire 
national  homeland  security  enterprise 

These  endeavors  are  not  easy.  If  they  were  easy,  we  would 
have  accomplished  them  already.  We  are  working  on  them.  We 
face  some  structural  impediments,  statutory  limitations,  and  inad¬ 
equate  resources,  but  we  are  working  on  them. 

Figure  5  is  an  illustration  I  presented  at  the  last  annual  meet¬ 
ing  of  the  Society  for  Risk  Analysis.  I  took  OMB's  risk  manage¬ 
ment  cycle  and  expanded  it  from  a  two-dimensional  cycle  into 
a  three-dimensional  spiral  development  process.  We  are  going 
to  use  the  tools  available  to  the  best  of  our  ability  given  the  state 
of  the  art,  but  we  are  committed  to  improving  our  ability,  delib¬ 
erately  and  methodically  over  time.  I  think  this  process  applies 
to  many  of  the  initiatives  the  Department  of  Homeland  Security 
is  pursuing  to  increase  our  ability  to  respond  to  threats  such  as 
unrestricted  warfare. 
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We  will  use  existing  tools  and  information  to  the  best  of 
our  ability. 

We  will  get  better  over  time. 


Figure  5  DHS  Commitments 
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7.5  QUESTIONS  AND  ANSWERS  HIGHLIGHTS 


Transcripts 


0&4 


What  steps  are  being  taken  toward  reducing  threats  to  our 
privacy  and  civil  liberties? 


\  Mr.  John  Benedict -This  question  speaks  to  efforts  to  improve 
national  defense  in  the  face  of  broad  public  opposition  and  fear  of 
government  intrusion  into  civil  rights,  privacy,  and  the  protection 
of  personal  information.  The  issue  is  what  we  do  to  make  us 
safer — if  it  is  intruding  into  our  civil  rights,  our  privacy,  and  our 
personal  information;  what  are  the  limits?  This  is  sensitive  issue, 
which  obviously  has  a  lot  of  debate  going  on  right  now  about 
civil  liberties  versus  protection. 


|  Mr.  James  Caverly  Where  I  would  see  that  really  playing 
itself  out  is  when  you  look  at  the  cyber  security  efforts.  I  would 
suggest  that  the  issue  of  cyber  defense  is  going  to  have  a  large 
role  in  the  coming  development  of  our  policy  framework.  We 
understand  now — and  I  think  we  have  coalesced  the  government's 
understanding  of — the  risk  to  the  systems.  It  is  clear  to  me  how 
the  government  is  going  to  defend  the  government's  systems,  and 
we  have  already  taken  some  major  steps  in  the  administration  to 
do  that. 


How  do  we  defend  the  private  sector  systems?  How  do  we 
know  what  is  going  on  in  there?  How  will  we  be  able  to  get  indi¬ 
cations  and  warnings  out  of  private  systems,  particularly  since 
that  is  in  a  nanosecond  space  and  has  to  be  real  time?  At  the  end 
of  the  day,  it  is  very  nice  that  we  have  defended  all  the  govern¬ 
ment  systems,  and  yet  we  have  Microsoft,  Wal-Mart,  Exxon,  or 
somebody  else  under  attack,  which  has  potentially  greater  conse¬ 
quences  to  America. 
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I  think  that  is  a  big  issue:  How  are  we  going  to  gain  the  confi¬ 
dence  of  the  American  public  so  that  we  can  operate  in  that  space 
without  violating  those  privacy  and  protection  rights  that  they 
have  very  legitimate  concerns  about — both  real  and  perceived? 

|  Mr.  Robert  Ross  -  The  question  has  to  do  with  the  dichotomy 
between  security  and  privacy.  Is  it  an  either/or  question?  The 
question  really  is:  can  we  have  both  security  and  privacy,  or  can 
we  only  have  A)  security  or  B)  privacy  and  respect  for  individual 
rights?  There  is  a  saying  from  the  literature  on  management 
about  the  "tyranny  of  or"  and  the  "security  of  and."  It  is  not 
an  either/or  situation.  It  is  possible  to  have  both.  Some  people 
have  complained  that  Real  ID  is  an  infringement  of  personal 
privacy.  Show  me  where  it  says  anyone  has  a  right  to  conceal 
his  or  her  identity  from  someone  who  has  a  legitimate  interest  in 
knowing  it.  Also,  think  about  all  the  things  you  have  read  about 
the  financial  consequences  of  identity  theft.  Real  ID  provides  a 
measure  against  identity  theft,  but  it  concedes  some  elements 
of  our  notion  of  privacy  to  achieve  it.  A  robust  Real  ID  system, 
however,  would  definitely  be  a  security  benefit,  both  to  the  nation 
from  a  homeland  security  perspective  and  a  security  benefit  to 
individuals  in  protecting  their  financial  strength  and  their  financial 
information  from  identity  theft.  It  can  be  done  in  a  way  that  does 
not  impinge  on  legitimate  expectations  of  privacy. 


When  will  we  move  beyond  local  and  state  politics  to  recognize 


the  real  national  requirements  for  homeland  defense?  In  setting 


infrastructure  requirements,  how  about  a  national-level  political  body 
tasked  with  identifying  the  critical  infrastructure  weaknesses  and  allocating 
resource funding  in  accordance  with  their  findings? 

-  Mr.  James  Caverly  We  have  a  structure  that  is  built  upon 
a  set  of  local,  state,  and  federal  responsibilities  and  authorities. 

I  would  question  the  premise  at  the  end  of  that  question  about 
allocating  our  resources.  I  believe  we  are  going  to  have  a  difficult 
time  if  we  decide  that  the  protection  of  an  Exxon  refinery,  which 
is  critical  to  the  economic  activity  of  the  country,  is  something 
that  we  are  going  to  put  federal  dollars  into — giving  Exxon  federal 
resources  to  protect  its  facility. 
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We  have  not  yet  crossed  the  public  policy  divide  where  we 
are  taking  federal  resources  and  providing  them  to  private-sector 
owners  and  operators.  There  is  a  larger  issue  of  infrastructure  that 
I  see.  It  is  true  that  we  have  allowed  the  public  parts  of  the  infra¬ 
structure  to  become  weaker  and  weaker. 
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Eric  Coulter 

STATUS  OF  CONVENTIONAL  AND  IRREGULAR 
WARFARE  ANALYSIS 

I  am  an  optimist.  Today,  I  am  going  to  tell  you  about  the  glass 
that  is  half  full  and  the  one  that  is  not.  On  the  left  side  of  Figure  1 , 
the  glass  is  half  full:  conventional  or  traditional  analysis  has  been 
developed  to  the  point  where  we  can  do  it  by  rote.  We  have  good 
models,  good  data,  and  good  output,  and  our  senior  leadership 
understands  what  we  are  doing.  However,  irregular  warfare  anal¬ 
ysis,  on  the  right-hand  side,  is  very  immature.  It  is  essentially  a 
nascent  development  activity,  whether  with  respect  to  tools,  data, 
concept,  or  doctrine,  that  is  forcing  us  to  go  back  to  our  roots  as 
Operations  Research  Analysts. 


Mr.  Eric  Coulter  is  the  Deputy  Director  of  Strategic  Assessments  and 
Irregular  Warfare  for  the  Office  of  the  Secretary  of  Defense,  Program 
Analysis  and  Evaluation  (ODPA&E).  Previously,  he  served  as  the 
Director  of  Projection  Forces  Division.  He  retired  from  the  Army  after 
20  years  as  an  Air  Defense  Officer  and  Operations  Research  Analyst. 
He  has  led  numerous  Senior  Executive  Service  performance  review 
boards,  and  was  Chair  for  the  2006  OSD  Presidential  Management 
Fellows  (PMF)  Selection  Committee.  He  is  the  OSD  sponsor  of  the 
Military  Operations  Research  Society,  and  the  U.S.  representative  to 
NATO  Studies,  Analysis,  and  Simulation  Panel.  Among  many  awards, 
Mr.  Coulter  received  the  2006  Presidential  Meritorious  Rank  Award 
and  the  Secretary  of  Defense  Exceptional  Service  Award  in  2001. 
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Conventional  Analysis 

Doctrine/Theory 

-  Well-defined  doctrine/CONOPS 

-  Theory/methods  highly  developed 


-  Generally  accepted  set  of  DoD 
tools/methods 


Tools 


Irregular  Warfare  Analysis 

Emerging  U.S.  doctrine/" real  world” 
CONOPS  test  in  progress;  multiple 
insurgent  approaches 
Multiple,  unvalidated  analytical 
methods  under  consideration 

Nascent  tools/methods;  exploratory 
developments  ongoing 


Data 

-  Numerous  collaborative  efforts  to 
establish  accepted  data 


Metrics 

-  Usually  assess  kinetic  aspects  of 
warfighting  (system  kills,  damage, 
operational  effectiveness) 


Analysis 

-  Significant  improvements  in 

quality,  thoroughness,  acceptance 
(Analytic  Agenda) 


Limited  data  available;  no 
systematic  process  to  address 
shortfalls 

Assessment  of  “fuzzy”  phenomena 
essential  -  popular  support, 
political  will 


Some  credible  analysis  at 
system/mission  level;  little  buy-in 
by  senior  analysts/leaders  of 
operational/strategic  assessments 


Figure  1  Comparison  of  Conventional  Warfighting  and  Irregular 

Warfare  Analyses 

As  Operations  Analysts,  we  conduct  interdisciplinary  studies 
or  analyses  to  solve  critical  problems.  The  efforts  behind  where 
we  are  in  our  analyses  and  where  we  want  to  go  include  the 
following: 

•  Evolving  Department-wide  "Analytic  Agenda"  has  in¬ 
creased  emphasis  on  Irregular  Warfare  (IW)  and  Homeland 
Security  (HLS). 

Developing  and  identifying  tools,  data,  and 
methodologies 

Pioneering  non-traditional  scenarios 

Incorporating  irregular  challenges  into  traditional 
conflicts 

Incorporating  irregular  and  catastrophic  challenges  into 
integrated  security  postures 

•  DoD  and  FFRDCs  are  making  a  concerted  but  not 
necessarily  synchronized  effort. 
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•  Analytic  professional  organizations  (e.g.,  Military  Opera¬ 
tions  Research  Society)  refocused  on  IW 

•  Significant  deployed  analytic  support  to  commanders  and 
operations  in  Iraq  and  Afghanistan  (e.g.,  forJIEDDO) 


m 
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Figure  2  Direction  of  DoD  "Strategic"  Analytic  Community 

Efforts 

For  the  last  two  decades,  we  concentrated  on  traditional  anal¬ 
ysis.  Over  the  last  five  or  six  years,  we  have  made  a  concerted 
effort  to  move  to  irregular  and  catastrophic  warfare.  We  have  built 
nontraditional  scenarios,  and  we  are  incorporating  irregular  chal¬ 
lenges  into  traditional  conflicts.  For  example,  in  the  mid-1990s, 
we  looked  at  the  first  phases  of  a  war — tank  on  tank,  plane  on 
plane,  armies  on  armies,  air  forces  on  air  forces — but  we  never 
considered  planning  for  after  the  major  operations  had  stopped, 
which  we  call  Phases  Four  and  Five.  Now,  even  when  we  look  at 
a  conventional  or  traditional  scenario,  we  add  in  the  Phase  Four 
and  Phase  Five  planning  as  part  of  the  strategies  and  analyses. 

In  terms  of  catastrophic  warfare,  we  have  produced  several 
scenarios,  and  we  are  looking  at  two  questions:  If  something  bad 
happens,  how  does  the  government  respond?  Flow  can  we  pre¬ 
vent  something  bad  from  happening?  These  scenarios  vary  in  size 
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and  scope.  Those  that  are  somewhat  small,  we  call  "steady  state," 
and  those  that  are  large  we  call  "surge."  We  combine  them  with 
the  traditional  to  get  an  integrated  security  posture.  There  is  also  a 
lot  of  analytic  activity  supporting  the  front  line. 

THE  ANALYTIC  AGENDA 

DoD  has  developed  an  "Analytic  Agenda,"  a  collective  effort  to 
look  at  irregular  warfare  and  to  make  DoD  strategic  analyses  more 
effective,  efficient,  relevant,  and  responsive.  The  agenda  includes 
the  following  timeframes,  products,  and  guiding  principles: 

•  Timeframes: 

Current:  COCOMs,  Joint  Staff 

Future:  OSD,  Joint  Staff,  Services,  COCOMs,  DIA 

(outreach  to  interagency  and  allies) 

•  Mid-Term  (POM  +  1 ;  201 6) 

•  Long  Range  (FY  +  20;  2028) 

•  Products  (Future  Year): 

Scenarios 

CONOPS  and  Forces 

Analysis  (Baselines,  Studies) 

Data,  Tools  and  methods 

•  Guiding  principles: 

Open,  collaborative,  transparent  processes 

Regular,  frequent  senior  leadership  involvement 

As  shown  in  Figure  3,  Tom  Mahnken's  people  produce 
defense-planning  scenarios,  which  provide  broad  strategic  guid¬ 
ance  that  defines  scope  and  the  key  assumptions  for  a  robust 
set  of  scenarios  that  represent  the  challenges  we  face.  With  that 
information,  we  can  undertake  a  Joint  Staff-led  process  with  the 
community  to  flesh  out  Concepts  of  Operation  (CONOPS)  and 
the  forces  involved.  Again,  we  can  do  this  kind  of  exercise  for  tra- 
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ditional  scenarios  by  rote;  the  problem  is  how  to  do  it  for  irregular 
warfare. 


Strategic 


OUSD(P)-led 
Defense  Planning 
Scenarios 


JCS-led 

Multi-Service  Force 
Deployment  Data 


Collaborative 

Studies 


PA&E-approved 
Future  Year 
Analytical  Baselines 


Winter  Study- 
Based 


MCS-Based 

MCO-32012 

OA-06 

MCS-Based 

MC0-2  2012 

etc 

CON  OPS  L  •  •  •  •  *4  Scenario ,  CON  OPS,  A  nalytical 
Forces  -  Forces,  Data  —  Baseline 
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Figure  3  DoD's  Strategic  Analysis  Process 

We  take  that  information — the  scenarios,  the  CONOPS,  the 
data — and  we  conduct  analyses.  Based  on  what  we  learn,  we 
document  the  analyses,  and  they  become  baselines.  Two  points 
are  key  here:  first,  we  try  to  use  what  we  have  learned  to  inform 
strategies,  and  second,  we  have  so  little  information  about  the 
CONOPS  and  data  and  so  few  tools,  it  is  a  challenge  to  convert 
analyses  to  strategy  after  conducting  them.  It  is  really  up  to  the 
analytical  community  to  help  us  develop  the  methods  and  the 
tools  and  collect  the  data  for  the  analyses. 

KILLING  ALLIGATORS  VERSUS  DRAINING  THE 
SWAMP 

Figure  4  lists  some  irregular  and  catastrophic  scenarios.  What 
is  important  here  is  the  difference  in  size  and  scope  between 
these  and  traditional  scenarios.  Strategists  need  to  clearly  articu¬ 
late  scenario  objectives,  constraints,  and  assumptions  regarding 
interagency  and  coalition  participation  and  concurrency.  We 
have  spent  a  lot  of  our  effort  since  9/1 1  trying  to  kill  the  alligators, 
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but  many  of  our  scenarios,  methods,  tools,  and  data  are  aimed  at 
figuring  out  how  to  drain  the  swamp. 


Irregular 


Catastrophic 


□ 


Counterinsurgency 

Counterterrorism 

GWOT 

Phase  IV/Vof 
conventional  campaigns 


Homeland  Defense: 

Interdiction  of  terrorist  attacks 

md 

Civil  Consequence 
managementand 
natural  disaster  response 


(85) 


Shape 

Varying: 

•  Geographical  locations  and  environments 

•  Size  and  scope  of  operations 

-  “Steady-state”  and  “Surge” 

-  Humanitarian  assistance  to  nation  building 


Traditional  lower  Disruptive 

LIKiUHOOD 


HIGHER 


Figure  4  Analytic  Agenda  Scenarios 

Tool  Development 

Figure  5  lists  some  of  the  tools  we  have  developed,  many 
through  your  own  efforts.  What  is  old  but  still  relevant  today  are 
models  like  Tactical  Warfare  Integrated  Environment  (TACWAR); 
Joint  Integrated  Contingency  Model  (JICM);  Thunder,  which 
is  now  called  Synthetic  Theater  Operations  Research  Model 
(STORM);  Joint  Warfare  Simulation  (JWARS),  which  is  now  called 
Joint  Analysis  System  GAS);  and  Integrated  Theater  Engagement 
Model  (ITEM).  Many  of  us  have  used  these  campaign  models  for 
decades.  What  is  new  are  tools  like  Peace  Support  Operations 
Model  (PSOM);  Synthetic  Environment  for  Analysis  and 
Simulation  (SEAS);  Conflict  Modeling,  Planning,  and  Outcomes 
Experimentation  Program  (COMPOEX);  and  Integrated  Gaming 
System  (IGS). 
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•  Campaign-level  planning  tools  (some  analytical  underpinning) 

•  Conventional  tools  to  assess  selected  IW/HLS  issues  (mobility,  C4ISR, 
weapons  effects,  search  methods) 

•  General  analytical  methods  adapted  to  IW  (recent  use): 

-  Agent-based  models  (checkpoint  operations  in  counter-WMD  scenario) 

-  Systems  dynamics  models  (FM  3-24  COIN  model) 

-  Social  network  analysis  (JWAC  GWOT  support  to  COCOMs) 

-  Text-based  analysis  (indicators  of  potential  conflict) 

-  Wargame  support  “adjudication”  tools  [GWOT  assessment 
(“X-Game”)] 

•  Tool  development  ad  hoc,  not  synchronized  across  DoD 

•  Need  increased  focus  and  resources  to  support  development  and 
validation  of  a  DoD  toolset 

Figure  5  Tools  Supporting  IW/HLS  Analyses 

Our  analysts  are  trying  to  develop  these  tools,  in  many  cases 
with  your  help,  to  support  decisions  for  analysis.  Typically,  we 
are  using  methods  that  we  understand  today,  such  as  agent-based 
models,  system  dynamics,  social  networks  analysis,  text-based 
analysis,  and  basic  wargaming,  to  understand  the  challenges  we 
are  facing  and  their  implications. 

Data  Collection 

We  are  not  sure  what  data  we  need  to  conduct  irregular  war¬ 
fare  analyses.  Assessing  and  integrating  data  about  the  political, 
social,  diplomatic,  and  financial  aspects  of  everything  is  very 
daunting.  Most  of  the  data  reside  outside  the  Department  of 
Defense,  in  academia,  the  Interagency,  or  even  with  our  allies. 
We  have  no  formal  process  for  collecting  those  data,  and  much 
of  what  we  do  collect  is  acquired  ad  hoc  and  on  a  personal  basis. 
Figure  6  shows  an  overview  of  these  problems.  We  need  to  estab¬ 
lish  more  formal  processes  to  collect  the  data. 
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•  Similar  to  “pre-Analytic  Agenda”  data  for  “traditional”  warfare: 

-  Data  management  immature;  no  single  authoritative  data  source 

-  Collaboration  and  cooperation  largely  based  on  personal  working  relationships 

-  Limited  data  sharing  inside  and  outside  DoD  (Interagency,  NGOs,  allies) 

•  Plans  to  remedy  shortfalls  include: 

-  DIA  w/intel  centers  developing  estimates  for  nonstate  actors 

-  Establishing  an  “IWpedia”  with  information  on  new  research  and  studies  within 
government  and  academia 

-  Identifying  open-source  social,  cultural,  and  economic  data  sources 

-  Developing  Analytic  Agenda  Baseline  data: 

•  1st  major  IW  scenario  analysis,  commencing  April 

•  Civil  Support  Analytic  Baseline  completed,  captures  DoD  &  non-DoD  response 
capabilities  to  selected  civil  support  events 

•  Homeland  Defense  Analytic  Baseline  study,  commencing  May 

•  Need  increased  focus  on  all-source  IW/HLS  data  collection,  particularly 
“human  terrain”  data,  i.e.,  cultural,  behavioral,  social  networking,  etc. 

Figure  6  Data  Supporting  IW/HLS  Analyses 

CURRENT  AND  PLANNED  ACTIVITIES 

In  conducting  the  analysis-related  activities  (Figure  7),  we 
have  learned  that  we  must  include  the  Interagency  and  some¬ 
times  our  allies.  They  bring  valuable  insights  to  the  analyses.  As 
Admiral  Maguire  said,  analysis  is  all  about  integration.  One  way 
to  integrate  is  to  bring  our  partners  into  the  analysis  using  the 
scenarios  we  have  developed,  which  act  as  a  synchronizing  func¬ 
tion.  We  also  need  to  consult  with  social  scientists  to  understand 
the  fundamental  theoretical  doctrine  of  irregular  warfare. 

•  Completed: 

-  Counter-WMD  studies:  Joint  Staff,  PA&E 

-  GWOT  studies:  Joint  Staff,  Navy,  PA&E 

-  Stability  operations  studies:  Army,  PA&E 

-  COIN  studies  :  USMC,  PA&E 

-  Force  mix  studies:  J8,  SOCOM 

-  Civil  Support  studies:  PA&E 

•  Ongoing: 

-  Interagency  IW  tabletop  exercise:  J8,  USAID 

-  IW  Analytic  Baseline  Study:  PA&E 

•  Planned 

-  2-part  IW  study: 

•  GWOT 

•  Large-scale  irregular  warfare  surge 

-  Homeland  Defense  Analytic  Baseline  study 

•  Continued  outreach  to  USG  analysts  (NCTC,  State,  USAID,  DHS)  and 
allies 

•  Continued  research  initiatives  into  social  science  foundations  for  IW 


Figure  7  IW/HLS-Related  Future  Year  Analytic  Activities 
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SUMMARY 

Our  progress  and  goals  in  analysis  for  irregular  warfare  are: 

•  Analytic  Agenda  has  increased  emphasis  on  IW  and  HLS: 

Existing  and  planned  scenarios  providing  venues  for 
analysis 

•  DoD  Analytic  community  is  developing  data  and  tools  for 
IW  and  HLS: 

Must  be  closely  integrated  &  tailored  for  each  scenario 

•  Some  ability  for  operational  and  programmatic 
assessments: 

Tools  and  data  development  have  largely  been 
accomplished  ad  hoc  through  the  re-distribution  of 
resources  and  individual  initiative 

Additional  resources  needed  to  grow  an  IW  analytical 
capability  on  par  with  DoD's  ability  to  assess 
conventional  operations  ($,  time,  personnel) 

•  Near-term  goals: 

Use  planned  Analytic  Baseline  studies  to:  (1)  support 
programmatic  assessments  (2)  continue  to  refine  data 
and  tools 

Support  Analytic  Agenda  efforts  to  coordinate  IW 
analysis  (tools,  data,  and  studies) 

Support  FY09  funding  of  IW/SSTRO  campaign-level 
data/tool  development 
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Analysis  and  technology  support  the  development  of  strategy, 
but  sometimes  analysis  actually  helps  us  refine  it.  An  example 
is  identifying  what  makes  populations  vulnerable  to  radicaliza- 
tion.  Sometimes,  technology  may  provide  opportunities  that  we 
did  not  know  existed,  and  hence  it  will  shape  strategy.  The  best 
example  is  that  nuclear  technology  led  to  the  strategy  of  deter¬ 
rence  by  retaliation. 

STRATEGY  SINCE  9/11 

The  United  States'  counterterrorism  strategy  today  has  directed 
the  majority  of  our  U.S.  government  resources  to  efforts  to  elimi¬ 
nate  terrorist  leaders,  disrupt  the  networks  that  support  them, 
and  deprive  them  of  the  safe  havens  that  allow  them  to  operate. 
Since  9/1 1,  our  strategy  has  focused  on  military  law  enforcement 
and  intelligence  tools  to  eliminate  terrorist  leaders  and  disrupt 
their  physical  networks.  We  have  made  considerable  progress  in 


Ambassador  Dell  L.  Dailey  is  the  Department  of  State's  Coordinator 
for  Counterterrorism,  charged  with  coordinating  and  supporting 
the  development  and  implementation  of  counterterrorism  policies 
and  programs  overseas.  He  leads  in  coordinated  strategies  to  defeat 
terrorists  abroad  and  in  securing  the  cooperation  of  international 
partners.  Ambassador  Dailey  served  over  36  years  in  the  United  States 
Army  and  as  the  Director  of  the  Center  for  Special  Operations  (CSO), 
U.S.  Special  Operations  Command.  He  participated  in  Desert  Shield, 
Desert  Storm,  Uphold  Democracy,  Joint  Guardian,  and,  most  recently. 
Enduring  Freedom  and  Iraqi  Freedom.  He  earned  a  B.S.  from  the  United 
States  Military  Academy  at  West  Point  and  a  master's  degree  in  Public 
Administration  from  Shippensburg  University. 
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securing  boundaries,  borders,  and  transportation;  enhancing  doc¬ 
ument  security;  strengthening  law  enforcement  capabilities;  dis¬ 
rupting  terrorist  financi ng;  and  restricting  international  movement. 
Many  countries  around  the  world  have  introduced  or  upgraded 
antiterrorism  legislation.  Many  countries  also  now  have  passed 
anti-money-laundering  and  counterterrorism  financing  legisla¬ 
tion.  Our  analysis  and  technology  have  supported  much  of  that. 

TSWG  Program 

The  interagency  Technical  Support  Working  Croup  (TSWG) 
oversees  the  development  of  counterterrorism  technological 
efforts.  The  TSWG  develops  and  conducts  the  National  Combating 
Terrorism  Research  and  Development  Program,  which  my  orga¬ 
nization  co-chairs  with  Michael  Vickers  [Assistant  Secretary 
of  Defense  for  Special  Operations/Low-Intensity  Conflict  and 
Interdependent  Capabilities].  The  international  community  recog¬ 
nizes  the  program  as  a  leader  in  rapidly  developing  prototypes  and 
technologies  that  protect,  defend,  and  enhance  the  capabilities  of 
our  diplomats,  warfighters,  first  responders,  security  personnel, 
and  law  enforcement  officials  across  the  nation  and  through¬ 
out  the  world.  With  the  assistance  of  the  TSWG  and  our  foreign 
partners  embedded  in  the  TSWG,  we  have  spurred  advances  in 
robotics  employed  in  Afghanistan  and  Iraq;  the  development 
and  use  of  electronic  countermeasures  to  counter  the  threat  of 
Improvised  Explosive  Devices  (lEDs);  new  construction  materials 
and  methods  that  enhance  the  survivability  of  our  buildings  and 
its  occupants;  and  tracking,  surveillance,  and  other  investigative 
and  operational  aids. 

Catching  and  killing  terrorists  and  disrupting  terrorist  plans 
and  preparations  have  prevented  numerous  terrorist  attacks  since 
9/11.  EHowever,  this  approach  provides  no  long-term  solution  to 
the  terrorist  threat.  It  is  at  best  a  short-term  measure  providing 
time  so  we  can  root  out  the  current  members  of  the  extremist 
movement. 

Direction  for  Strategy  Now 

The  question  is,  what  direction  should  strategy  take  now?  We 
cannot  succeed  by  using  hard  power  alone;  success  requires  us 
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to  prevail  in  the  ideological  and  the  intellectual  battles.  There  is 
growing  recognition  across  the  interagency  of  the  need  to  change 
the  environment  that  breeds  extremism  and  enables  a  terrorist 
to  recruit  and  carry  out  all  the  activities  that  they  so  desire.  We 
need  to  address  the  intangible,  underlying  conditions  that  sup¬ 
port  extremist  ideology  by  neutralizing  the  ideology  itself.  That  is 
where  analysis  and  technology  will  allow  us  to  win  the  war. 

PERCEPTION  BATTLE 

The  perception  battle  is  as  essential,  if  not  more  essential,  than 
the  physical  battle  against  violent  extremism.  Our  broad  objec¬ 
tive  must  be  for  communities  in  strategic  regions  of  the  world 
to  recognize  that  it  is  counterproductive  to  sympathize  with  and 
support  the  personalities,  groups,  and  ideas  that  are  behind  vio¬ 
lent  extremism.  To  bring  communities  to  that  point,  it  is  necessary 
to  invest  in  a  range  of  projects  and  activities  that  make  terrorism 
and  extremism  costly,  unpopular,  and  unattractive  and  to  provide 
Muslim  youth  with  positive  alternatives.  We  must  also  engage  ter¬ 
rorists  in  the  realm  of  ideas  and  perceptions.  The  U.S.  government 
must  begin  to  be  more  proactive  in  waging  an  influence  campaign 
that  more  effectively  leverages  the  tools  of  soft  counterterrorism 
to  prevent  the  radicalization  of  vulnerable  populations. 

In  developing  counterradicalization  strategies,  we  need  to 
realize  that  social  and  economic  conditions  are  not  key;  the  cul¬ 
tural  and  ideological  are  more  important  than  political  interven¬ 
tion.  Failed  states  provide  haven,  but  so  do  thriving  states. 

ANALYSIS  AND  TECHNOLOGY  SUPPORT  FOR 
COUNTERRADICALIZATION 

Therefore,  analysis  and  technology  have  fertile  ground.  They 
need  to  support  this  new  strategic  direction.  We  are  seeing  some 
inroads  in  certain  areas.  For  example,  we  have  seen  an  explosion 
of  research  and  analysis  into  counterradicalization  strategies  and 
the  sharing  of  these  practices  across  countries.  There  is  a  grow¬ 
ing  recognition  that  data  and  analysis  do  not  support  the  thesis 
that  terrorism  thrives  among  the  poor,  politically  repressed,  and 
uneducated.  Studies  on  terrorist  profiles  show  that  underlying 
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social  and  economic  conditions  are  not  quite  as  relevant  to  who 
becomes  radicalized.  In  Europe,  it  is  successful  middle-class  engi¬ 
neers  and  doctors  with  jobs  and  families  that  blow  themselves  up. 
The  United  States  Agency  for  International  Development  (USAID) 
has  begun  to  examine  some  of  the  underlying  assumptions  about 
the  role  of  development  aid  in  counterterrorism.  The  belief  that 
one  of  the  most  effective  long-term  remedies  to  extremism  and 
terrorism  is  to  develop  systems  to  address  the  underlying  condi¬ 
tions  is  now  not  obviously  supported  by  the  evidence.  Rising  and 
frustrated  expectations  are  a  far  more  frequent  source  of  extrem¬ 
ism  than  economic  deprivation.  Analysis  suggests  that  cultural 
and  ideological  sources  of  frustration  trump  social  and  economic 
ones  for  the  leaders  of  terrorist  organizations.  This  trend  means 
that  the  psychosocial  interventions  that  deal  with  identity  and 
perceptions  of  victimization  may  be  more  important  than  politi¬ 
cal  or  economic  interventions. 

Recent  scholarship  also  casts  doubt  on  the  extent  to  which 
ungoverned  or  poorly  governed  spaces  are  critical  to  the  emer¬ 
gence  and  development  of  terrorists.  Failed  or  failing  states  such 
as  Sudan,  Afghanistan,  and  Somalia  are  providing  sanctuaries. 
On  the  other  hand,  Madrid,  London,  and  Glasgow  are  hardly 
ungoverned  spaces.  Terrorists  require  access  to  communications, 
information  facilities,  skilled  manpower,  and  banks,  which  are 
resources  that  ungoverned  areas  cannot  provide.  I  do  see  where 
analysis  falls  short.  For  example,  we  need  better  analysis  to  help 
us  identify  specific  nodes  where  radicalization  occurs  so  we  can 
target  our  soft  counterterrorism  efforts  effectively.  With  respect 
to  technology,  the  TSWG  is  getting  into  the  nonkinetic  business 
with  several  projects  that  use  technology  to  support  our  soft 
counterterrorism. 

In  conclusion,  unrestricted  warfare  needs  a  balance  of  hard 
power  and  soft  power  and  a  balance  of  hard  power  analysis 
and  soft  power  analysis.  Coupled  with  that  is  the  correspond¬ 
ing  balance  between  hard  power  technology  and  soft  power 
technology. 
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8.3  UNRESTRICTED  WARFARE— SENIOR 

PERSPECTIVES 

. 

David  Fridovich 

K 

"GREEN"  VERSUS  "  RED"  APPROACH 

I  am  not  a  career  infantry  officer,  but  I  am  a  career  Special 
Forces  officer;  that  is  important  to  note.  I  want  to  put  a  little  bit 
of  a  face  on  what  the  "green"  (indirect)  approach — as  opposed  to 
the  red  (direct)  approach — really  means  from  a  Center  for  Special 
Operations  and  U.S.  SOCOM  perspective.  What  does  it  really 
mean  in  terms  of  how  we  see  a  cognitive  change?  It  is  going  to 
change  more  than  just  our  thinking  about  it — it  is  going  to  change 
how  we  act  and  how  we  carry  out  fundamental  tasks  in  planning 
and  synchronizing  the  Global  War  on  Terrorism  on  behalf  of  the 
DoD.  That  is  our  critical  task  at  this  moment. 

The  campaign  plan  assessed,  to  a  degree,  that  the  terrorist 
networks  have  not  been,  nor  will  they  ever  be,  completely  taken 
down  by  the  direct  approach.  We  are  starting  to  shape  terror¬ 
ists'  behavior  a  lot  quicker  than  they  can  respond.  Yes,  we  will 
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continue  to  have  episodic  terrorist  behavior  throughout  the 
regions,  especially  in  southwest  Asia,  but  to  a  far  lesser  degree. 
Terrorist  acts  are  becoming  fewer;  they  cannot  seem  to  pull  the 
strings  as  quickly  as  they  would  like  to — or  to  the  degree  they 
would  like — to  change  the  view  of  the  population.  Hence,  we  are 
moving  towards  what  the  status  quo  government  is  like  in  Iraq; 
and  later  in  Afghanistan,  we  are  looking  at  that  potential  closely. 

This  is  indeed  network-centric  warfare.  To  attack  a  network 
and  defeat  it,  you  have  to  develop  a  network  of  your  own.  We 
are  achieving  this  right  now  with  the  global  counterterrorism  net¬ 
work,  and  it  is  being  done  literally  by  pieces  across  the  globe. 
How  do  we  continue  to  expand  that — and  expand  it  correctly? 
What  does  it  really  mean  to  go  from  the  direct  approach,  where 
you  are  really  doing  the  deed,  to  the  indirect  approach,  where  the 
green  becomes  the  main  effort? 

I  am  most  proud  of  being  able  to  work  in  counterinsurgency 
operations  in  the  southern  Philippines  for  the  last  four  or  five 
years  prior  to  taking  General  Dailey's  job  at  the  Center  for  Special 
Operations.  The  mission  started  in  early  January  2002.  We  had 
done  the  assessment  piece  of  it  in  2001 .  I  was  fortunate  enough 
to  be  invited  to  this  symposium  last  year  to  speak,  as  Commander 
of  Special  Operations  Command,  Pacific,  about  how  we  con¬ 
ducted  that  mission.  In  the  southern  Philippines,  we  embodied 
and  encompassed  many  of  the  approaches  that  have  been  dis¬ 
cussed  during  this  symposium.  What  we  are  trying  to  do  now  in 
SOCOM  is  to  take  the  microcosm  of  how  we  did  that  work  and 
expand  it — not  to  develop  a  "one  size  fits  all"  approach,  but  to 
apply  some  of  the  tenets  that  we  used  in  the  Philippines  to  work 
through,  by,  and  with  the  partner  nations  and  the  partner  nation 
forces  to  make  them  better. 

EFFECTS'BASED  OPERATIONS 

One  of  the  first  things  my  boss,  Admiral  William  J.  Fallon, 
asked  me  when  he  came  on  board  (and  I  had  already  been  there 
for  a  little  while)  is:  "What  are  we  getting  for  all  this  money  we 
are  spending  in  the  southern  Philippines?  What  is  my  return  on 
investment?"  Any  of  you  who  know  Admiral  Fallon  know  that  he 
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is  always  asking  about  his  return  on  investment.  We  would  have 
to  tell  him  that  it  is  costing  him  x-amount  of  millions  to  do  this 
very  small  task,  but  here  is  what  we  are  getting. 

What  we  started  to  do  is  question  how  we  assess  what  our  part¬ 
ner  nation  capacity  is  because  when  SOCOM  says,  "we  believe, 
and  we  are  going  to  lead  this  effort,"  the  main  effort  becomes  the 
indirect  over  the  direct.  We  owe  all  of  you,  the  citizenry  of  the 
U.S.,  an  update  on  how  we  are  doing.  It  is  local  and  regional,  and 
it  comes  into  the  Global  Command  and  Control  System  (GCCS) 
and  goes  throughout  the  globe.  How  do  we  assess  how  are  we 
doing  through,  by,  and  with  the  partner  nation?  The  partner  nation 
could  be  a  police  force,  military,  marines,  or  a  local  government. 
We  have  started  a  program  that  really  focuses  on  effects-based 
operations,  and  we  try  to  make  it  as  objective  as  possible.  This 
analysis  is  where  we  get  into  the  Global  War  on  Terrorism  cam¬ 
paign  assessment. 

We  owe  DoD — and  the  other  partners  that  we  work  closely 
with — an  explanation  of  how  we  are  doing.  Last  year,  we  were 
asking  for  the  brainpower  to  help  rapidly  bring  in  huge  amounts 
of  data,  turn  that  data  into  assessments,  and  be  able  to  apply  those 
assessments  to  see  how  we  were  doing.  We  do  not  care  what  the 
answer  is;  we  want  the  assessments  to  tell  us  how  we  are  doing 
through,  by,  and  with  a  partner,  where  we  should  leverage  more 
assets  or  fewer  assets,  and  what  we  can  get  out  of  it.  The  interest¬ 
ing  thing  about  the  indirect  over  the  direct  approach  is  the  long¬ 
term  commitment  to  partners  in  critical  countries  and  regions.  We 
all  understand  that  the  return  on  investment  is  not  very  quick.  To 
be  able  to  build  partner  nation  capacity  takes  a  long-term  com¬ 
mitment  and  persistence,  regardless  of  policy  and  administration 
changes.  Those  aspects  are  critical  to  stay  that  course.  That  is  the 
downside. 

The  upside  is  when  you  finally  unplug  from  those  regions, 
they  are  self-sustaining.  You  do  not  have  to  go  back  there.  You 
have  taught  them  how  to  do  the  things  they  need  to  do  to  maintain 
stability  and  good  governance  in  the  region.  It  is  a  huge  shift  that 
we  are  thinking  about  and  getting  close  to  conditional  changes 
throughout  parts  of  the  world  that  say  the  direct  approach  is  no 
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longer  the  main  effort.  It  becomes  a  secondary  effort,  still  on  the 
chart  and  very  important  to  have  that  capacity  of  your  own;  at  the 
end  of  the  day,  the  main  effort — the  harder  and  more  enduring 
effort — is  the  indirect  side.  It  is  very  encompassing  and  very  simi¬ 
lar  to  all  on  the  list  of  missions  of  irregular  warfare.  This  effort  is 
critical.  We  have  already  changed  our  mindset  as  to  where  we  are 
going  to  go,  and  we  are  looking  to  you  to  help  us  get  there. 
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The  key  theme  for  us  to  talk  about  today  is  integration,  which 
historically  has  not  been  something  the  United  States  govern¬ 
ment  has  proved  particularly  good  at  doing.  From  the  seemingly 
mundane — such  as  sharing  data  among  agencies — to  the  incred¬ 
ibly  complex — such  as  combating  terrorist  financing — our  prob¬ 
lems  working  together  as  a  community  have  been  painstakingly 
documented. 

What  goes  less  noticed  are  the  revolutionary  reforms  to  over¬ 
come  the  problems  that  are  fundamentally  changing  the  way  we 
do  business  in  the  counterterrorism  world.  As  the  past  quarter  of 
a  century  has  shown,  the  threat  we  face  from  terrorism  is  mutat¬ 
ing,  sometimes  in  tragically  unexpected  ways.  Whether  hiding 
in  a  cave  in  Afghanistan  or  walking  in  the  streets  of  Madrid,  our 
enemy  remains  dangerous,  smart,  and  adaptable.  This  has  com¬ 
pelled  us  to  evolve  as  well. 

In  particular,  the  enhancements  brought  about  by  the  creation 
of  the  National  Counterterrorism  Center  (NCTC)  have  improved 
our  ability — perhaps  not  dramatically — to  address  crosscutting 
problems  as  a  community  ratherthan  through  separate  and  distinct 
parts.  The  Cold  War  model  of  creating  increasingly  stovepiped 
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agencies  is  ill  suited  for  today's  challenges  and  the  challenges  we 
will  face  in  the  future.  The  reality  of  today's  threat  is  that  it  will  not 
be  solved  by  one  agency,  one  department,  or  one  nation. 

Terrorism  incorporates  a  wide  range  of  activities  and  enablers, 
from  developing  propaganda  campaigns  and  organizing  training 
camps  to  smuggling  and  funding.  Combating  the  threat  requires 
leveraging  all  elements  of  national  power.  The  Federal  Bureau  of 
Investigation  (FBI),  Central  Intelligence  Agency  (CIA),  Department 
of  Energy  (DOE)  and  Department  of  FHomeland  Security  (DHS), 
Department  of  Defense  and  Department  of  State,  and  even  unlikely 
departments  and  agencies  like  Agriculture  and  the  Department  of 
the  Interior,  must  work  in  a  coordinated,  integrated,  and  synchro¬ 
nized  fashion  to  address  that  threat. 

It  has  not  been  an  easy  task,  but  we  have  made  progress  and 
we  have  enjoyed  a  number  of  successes,  most  of  which — for 
good  reason — go  unheard  of  by  the  public.  The  Director  of  NCTC 
has  two  distinct  missions,  manages  two  separate  reporting  chains, 
and  oversees  roughly  400  individuals  detailed  from  16  separate 
departments  and  agencies.  It  is  not  an  easy  task  bringing  these 
people  together,  but  it  is  a  vital  one  nonetheless. 

The  first  mission  the  NCTC  is  responsibility  for  terrorism 
analysis.  More  specifically,  we  ensure  information  is  shared 
among  federal  agencies,  provide  terrorism  situational  awareness 
to  senior  policymakers  and  military  commanders,  and  oversee 
counterterrorism  activities  and  programs  across  the  entire  United 
States  intelligence  community.  NCTC  is  the  only  place  in  the 
United  States  government  where  over  30  networks — which  carry 
counterterrorism  information,  both  foreign  and  domestic — come 
together. 

Previously,  no  organization  in  the  United  States  government 
had  access  to  the  full  range  of  terrorism  information  available  to 
various  federal  agencies  and  departments.  Today,  all  of  this  comes 
together  at  NCTC;  as  a  result,  more  than  8,000  analysts  can  search 
and  with  the  click  of  a  mouse  have  access  to  7  million  intelligence 
reports.  Wearing  this  hat,  the  Director  of  NCTC  reports  directly  to 
the  Director  of  National  Intelligence,  Mike  McConnell. 
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Technology  is  important,  but  note  that  we  also  share  infor¬ 
mation  the  old-fashioned  way:  We  talk  to  each  other.  We  hold 
three  daily  video  teleconferences  (VTCs)  at  8:00  a.m.,  2:00  p.m., 
and  1:00  a.m.  NCTC's  Acting  Director,  Michael  E.  Leiter,  hosts 
the  8:00  a.m.  VTC,  which  involves  senior  representatives  from 
the  CIA,  the  National  Security  Agency  (NSA),  FBI,  Department  of 
State,  Joint  Department,  and  others  that  you  would  think  would 
be  involved  at  such  a  level. 

The  good  news  is  that  no  matter  how  half-baked  an  idea  may 
be,  it  sees  the  light  of  day  in  the  8:00  a.m.  VTC.  Then,  during  the 
course  of  the  day  or  the  course  of  the  week,  it  is  pushed  out  to  the 
FBI,  NSA,  or  to  somebody  else  to  analyze  that  information,  to  see 
whether  the  departments  or  the  agencies  need  to  come  together 
to  close  the  seams  on  that  issue,  or  whether,  in  fact,  it  was  a  half- 
baked  idea,  in  which  case  it  is  taken  off  the  docket.  We  also  take 
full  advantage  of  the  diverse  backgrounds  of  our  workforce. 

It  is  amazing  what  you  can  learn  when  the  guy  sitting  next  to 
you  has  had  over  10  years  in  Afghanistan  as  a  CIA  case  officer, 
and  the  woman  sitting  behind  you  is  a  WMD  expert  from  the 
Department  of  Energy.  I  am  pleased  to  say  this  is  the  caliber  of 
the  individuals  that  I  have  the  opportunity  to  serve  with  every 
day.  I  try  to  think  that  the  NCTC  is  the  place  where  good  ideas 
come  to  thrive.  As  the  world  grows  more  complex,  everyone  is  an 
expert  on  something,  but  nobody  could  be  an  expert  on  every¬ 
thing,  which  is  what  makes  the  multiagency  environment  so  key 
to  the  future  of  the  United  States  government. 

Sharing  the  wealth  of  knowledge  is  one  mission.  The  second 
mission  is  applying  that  knowledge  through  strategic  opera¬ 
tional  planning.  For  this  mission,  we  report  to  the  President  of 
the  United  States  through  the  National  Security  Council  and  the 
Homeland  Security  Council.  As  the  Deputy  Director  for  Strategic 
Operational  Planning,  my  orders  are  clear:  to  coordinate,  inte¬ 
grate,  and  synchronize  our  country's  efforts  to  defeat  terrorists  at 
home  and  abroad,  to  prevent  terrorists  from  acquiring  weapons  of 
mass  destruction,  and  to  counter  violent  Islamic  extremists. 
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It  is  our  job  at  NCTC  and,  in  particular,  that  of  Strategic 
Operational  Planning,  to  translate  United  States  government-wide 
counterterrorism  policy  and  strategy  into  coordinated,  actionable 
tasks  for  individual  departments  and  agencies. 

Someone  once  said  that  the  intelligence  community  is  a  mix 
between  James  Bond  and  the  Post  Office.  When  I  was  a  young 
SEAL,  I  identified  with  James  Bond.  Now  that  I  am  no  longer  a 
young  SEAL,  I  identify  more  with  Cliff  Clavin  from  the  Post  Office. 
In  all  honesty,  though,  the  work  thatwe  are  doing  needs  to  bea  mix 
of  both.  Let  me  give  you  two  quick  examples  of  this  collaboration 
and  action.  Last  summer  [2007],  Secretary  of  Homeland  Security, 
Michael  Chertoff,  made  a  statement  about  feeling  uncomfortable. 
He  had  a  feeling  in  his  gut  about  something.  Well,  it  relates  to 
an  effort  that  we  are  all  involved  with,  many  of  us  in  the  front 
row  here.  When  credible  reporting  indicated  that  al  Qaeda  had 
increased  its  capability  to  conduct  attacks  in  the  homeland,  the 
White  House  asked  the  NCTC  to  establish  and  lead  a  govern¬ 
ment-wide  task  force  to  develop  additional  options  and  measures 
to  disrupt  them.  The  task  force  brought  together  representatives 
from  across  the  entire  United  States  government  to  quickly  put 
together  new  safeguards.  Each  week  and  several  times  a  week, 
senior  agency  and  White  House  officials  reviewed  the  proposed 
actions,  considered  alternative  options,  and  provided  further 
direction  on  increased  measures  to  take.  By  bringing  all  elements 
of  national  power  together  in  a  coordinated  foreign  and  domestic 
response,  the  task  force  enabled  us  to  tap  into  the  agility,  deter¬ 
mination,  and  shared  sense  of  mission  that  we  need  to  succeed  in 
the  war  on  terrorism. 

The  second  example  may  be  less  exciting  but  in  my  view  no 
less  important.  While  short-term  actions  may  stave  off  emerging 
threats,  our  ability  to  evolve  capabilities  and  institutions  to  meet 
the  21st  Century  challenges  is  what  will  ultimately  defeat  the 
enemy.  One  area  where  we  are  trying  to  build  future  capability 
is  in  biometrics.  Preventing  terrorists  from  reaching  the  United 
States  requires  a  layered  defense  that  begins  overseas  and  con¬ 
tinues  to  our  own  borders.  The  collection,  storage,  and  sharing  of 
biometrics  data  from  fingerprints  to  facial  images  is  a  key  part  of 
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this  strategy.  Unlike  names  and  birthdates,  they  cannot  be  easily 
altered.  Unlike  documents,  they  cannot  be  forged.  With  multiple 
players,  uneven  collection  standards,  and  a  lack  of  interoperable 
equipment,  our  role  in  NCTC  was  clear:  help  build  a  true  21st 
Century  biometric  capability  that  can  quickly  and  accurately 
manage  the  identity  of  known  or  suspected  terrorists  and  share 
it  across  the  entire  United  States  government,  including  state  and 
local  authorities. 

How  do  we  do  this?  Well,  our  first  task  is  always  to  identify 
the  major  players,  bring  them  together  at  the  table,  and  begin 
defining  the  problem.  Once  the  table  has  been  set,  then  the  real 
work  begins.  Using  the  authorities  and  the  tools  at  our  disposal, 
we  actively  engage  with  the  interagency  to  ensure  that  our  goals 
and  objectives  are  consistent  with  national  priorities,  gaps  and 
seams  are  addressed,  roles  and  responsibilities  are  assigned,  and 
our  progress  as  a  community  is  assessed. 

I  am  pleased  to  say  that  the  draft  presidential  directive  on 
biometrics  is  being  worked  right  now  at  the  White  House.  This  is 
a  long  war  that  will  require  the  proper  balance  of  all  elements  of 
national  power,  from  military  might  and  economic  sanctions  to 
law  enforcement  and  diplomacy.  While  we  have  accomplished 
much,  I  think  we  can  all  agree  there  is  much  to  do.  I  remain  opti¬ 
mistic  that  we  are  on  the  right  path  but  understand  that  we  also 
must  remain  smart  enough  to  know  when  our  path  has  changed 
and  agile  enough  to  change  with  it. 
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UNRESTRICTED  WARFARE— SENIOR 

PERSPECTIVES 

•- 1 

Thomas  Mahnken 

DOD  CHALLENGES  IN  THE  GLOBAL  WAR  ON 
TERRORISM 

I  would  like  to  put  a  few  things  into  perspective — to  zoom  out 
for  a  minute  and  think  from  a  Departmental  perspective,  and  then 
zoom  back  in.  The  Department  of  Defense  faces  three  enduring 
challenges.  The  challenge  posed  by  irregular  warfare — the  long 
war  against  violent  extremism — in  particular  is  an  enduring  chal¬ 
lenge.  It  is  not  just  a  challenge  when  it  comes  to  strategy  and 
operations,  but  it  is  also  a  conceptual  and  analytical  challenge; 
there  are  many  technological  challenges  that  are  subordinate  to 
it. 

A  second  challenge  is  that  posed  by  rogue  regimes,  increas¬ 
ingly  armed  with  chemical,  biological,  and  particularly  nuclear 
weapons.  That  too  poses  a  series  of  challenges  for  the  Department. 
We  were  in  the  deterrence  business  for  decades  throughout  the 
Cold  War;  deterrence  is  one  of  these  subjects  that  fell  off  the  table 
completely  at  the  end  of  the  Cold  War  and  was  largely  absent 
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during  the  1 990s.  There  are  a  number  of  things  we  need  to  do  to 
bring  deterrence  back  in  and  to  think  about  the  particular  chal¬ 
lenges  of  facing  adversaries  that  may  have  access  to  weapons  of 
mass  destruction. 

The  third  challenge  we  face  is  the  rise  of  other  great  powers 
and  their  military  modernization.  There  is  always  the  potential  for 
conflict,  but  I  think  much  more  than  conflict,  we  are  likely  to  face 
a  protracted  period  of  competition. 

The  overall  task  that  the  Department  of  Defense  faces — and 
will  face  throughout  this  administration  and  in  successor  admin¬ 
istrations — will  be  how  to  balance  those  different  challenges.  The 
overall  question  is  one  of  balance,  but  that  flows  down  as  well.  It 
flows  down  to  our  intellectual  investments  in  the  Department — 
perhaps  not  surprising  considering  we  have  a  Secretary  of  Defense 
who  was  formerly  the  president  of  a  large  research  university. 
Secretary  Cates  is  quite  interested  in  our  intellectual  health  and  is 
very  much  interested  in  improving  our  intellectual  capital  in  the 
Department.  Therefore,  we  are  doing  a  number  of  things  to  try  to 
improve  our  understanding  of  the  terrorist  threat,  to  understand 
extremist  ideology,  and  to  turn  that  understanding  to  the  service 
of  the  Department  and  the  government  more  broadly. 

We  need  to  understand  the  role  of  ideology  and  religion  more 
broadly  in  national  security  affairs.  That  is  an  area  where  we,  as 
a  government  and  as  a  Department,  are  not  particularly  well 
equipped.  We  need  to  invest  in  increasing  our  understanding  in 
that  area. 

Another  area  has  to  do  with  different  disciplines,  different 
lenses,  through  which  we  view  these  challenges.  Speaking  from 
the  perspective  of  OSD  policy,  we  have  a  lot  of  political  scientists, 
a  smattering  of  historians,  a  sprinkling  of  economists,  but  we  do 
not  have  many  sociologists  and  anthropologists.  Those  few  who 
will  work  for  the  government,  we  are  trying  to  bring  on  board. 

If  you  think  about  it,  there  are  few  countries  that  are  better 
equipped  than  the  United  States  to  understand — or  should  be 
better  equipped  to  understand — the  challenges  we  face  in  the 
U.S.  We  have  citizens  who  were  born  in  every  country  of  the 
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world,  who  speak  as  their  native  language  every  language  that  is 
out  there.  Where  we  have  underperformed  is  in  tapping  into  the 
full  resources  of  our  society  and  into  the  understandings  that  exist 
among  American  citizens  and  bringing  those  resources  to  bear. 
We  can  do  a  number  of  things  in  those  realms. 

Finally,  we  need  to  do  a  better  job  as  a  Department  in  orga¬ 
nizing  and  analyzing  these  challenges.  The  2006  Quadrennial 
Defense  Review  identified  improving  our  capacity  for  irregular 
warfare  as  our  top  priority,  and  it  remains  our  top  priority.  Our 
defense  planning  scenarios,  which  my  office  leads  the  develop¬ 
ment  of,  now  contain  many  more  scenarios  that  "operationalize" 
those  lines  of  operation — direct  and  indirect — that  deal  with  not 
just  the  kinetics  but  the  nonkinetics — to  try  to  take  a  "whole  of 
government"  approach.  I  think  we  have  done  a  good  job  of  por¬ 
traying  in  scenarios  just  the  types  of  challenges  we  face  now  and 
will  face  in  the  future.  The  challenge,  then,  for  the  analytic  com¬ 
munity,  and  for  the  technology  community,  is  to  instantiate — to 
operationalize — what  we  have  done.  That  is  challenging. 

CHALLENGE  TO  THE  ANALYTIC  COMMUNITY 

FHow  do  you  portray  the  indirect  approach?  FHow  do  you  por¬ 
tray  the  value  of  advisory  forces,  for  example?  What  weight  do 
you  give  to  native  or  local  security  forces?  FHow  do  you  portray 
all  that  in  an  analytical  scenario  that  will  be  used  to  make  mul¬ 
timillion  or  multibillion  dollar  decisions  for  the  Department  of 
Defense  and  conceivably  some  time  in  the  future  for  the  U.S. 
Government  more  broadly?  What  I  would  do,  having  sketched 
out  some  of  the  challenges,  is  throw  the  challenge  over  to  you. 
You  heard  about  the  challenge.  You  understand  our  strategy  for 
meeting  it.  We  are  doing  certain  things  in  the  government  and 
need  to  be  doing  more  things — and  certainly  need  to  be  doing 
them  quicker — but  there  is  a  broader  challenge  to  the  analytic 
community  to  provide  us  the  tools,  the  technologies,  and  the 
capabilities  to  really  move  forward. 
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UNRESTRICTED  WARFARE— SENIOR 
PERSPECTIVES 

Kalev  Sepp 


Today,  and  for  decades  to  come,  the  U.S.  and  our  international 
partners  must  contend  with  a  number  of  serious  challenges: 

•  Terrorism  with  a  global  reach 

•  Rogue  regimes  that  provide  support  to  terrorists  and  seek 
to  acquire  weapons  of  mass  destruction 

•  Threats  emerging  in  and  emanating  from  fragile  states  and 
poorly  governed  areas 

•  New  manifestations  of  ethnic,  tribal,  and  sectarian 
conflict 

Many  of  these  threats  come  from  countries  with  which  the 
United  States  is  not  at  war.  The  responses  they  demand  extend 
well  beyond  the  traditional  domain  of  any  single  government 
agency  or  department. 

Irregular  warfare  includes  a  variety  of  operations  and  activi¬ 
ties  to  prevent  and  respond  to  these  particular  challenges.  These 
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missions  include,  but  are  not  limited  to,  counterterrorism,  uncon¬ 
ventional  warfare,  foreign  internal  defense,  counterinsurgency, 
and  stability  operations.  In  the  context  of  irregular  warfare,  these 
missions  involve  establishing — or  reestablishing — order  in  a  frag¬ 
ile  state.  Irregular  warfare  operations  may  occur  independently 
of,  or  in  combination  with,  traditional  warfare  campaigns.  None 
of  these  irregular  warfare  missions  is  new  to  the  Department  of 
Defense.  Many  of  the  capabilities  required  to  execute  them  are 
resident  in  some  parts  of  our  force  but  not  with  sufficient  capac¬ 
ity  to  meet  expected  demand.  In  other  cases,  we  need  to  develop 
new  capabilities  to  address  these  emerging  challenges. 

ABOUT  STRATEGY 

Our  old  strategic  paradigm  was  to  be  able  to  win  two  con¬ 
ventional  or  traditional  wars  simultaneously  or  near  simultane¬ 
ously.  The  new  strategic  paradigm  we  are  considering  presumes 
that  we  are  now  in  a  protracted  irregular  war.  Although  the  2006 
Quadrennial  Defense  Review  (QDR)  recognizes  and  describes 
irregular  war,  it  also  directs  that  our  armed  forces  must  still  be 
ready  to  conduct  conventional  campaigns.  Irregular  war  is  still 
war;  it  is  a  major  commitment.  We  envision  three  campaigns  in 
the  context  of  irregular  war:  the  first  is  steady-state  warfare,  the 
second  is  a  surge  to  support  large-scale  counterinsurgency,  and 
the  third  is  a  surge  to  support  unconventional  warfare.  The  impli¬ 
cation  of  all  this  is  that  we  must  build  a  global  counterterrorist 
network. 

Steady-State  Warfare 

The  first  campaign,  steady-state  warfare,  is  how  we  want  to 
win  this  long  war.  The  steady-state  effort  will  require  globally  dis¬ 
tributed  Special  Operations  Forces  in  greater  numbers  than  ever 
before.  The  aim  is  to  create  a  network  of  Special  Operations  Forces 
in  conjunction  with  the  Central  Intelligence  Agency,  working  in 
close  cooperation,  embedded  in  the  partner  or  allied  forces  who 
will  support  us  in  this  effort.  As  Assistant  Secretary  of  Defense 
Michael  Vickers  has  said,  "Special  Operations  Forces  need  to  be 
more  like  the  CIA  in  their  global  posture:  many  people  persis¬ 
tently  forward,  doing  many  different  things." 
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The  operational  core  of  this  counterterrorist  effort  will  be 
Special  Operations  and  General-Purpose  Forces,  as  well  as  the 
Central  Intelligence  Agency,  plus  our  partners  and  allies.  Our 
partners  and  allies  will  provide  the  bulk  of  this  operational  core. 
Persistence  will  be  the  key.  We  have  been  too  episodic.  We  need 
to  commit  to  longer-duration  missions,  with  more  capacity,  in 
more  countries.  We  must  achieve  the  right  mix  of  forward-sta¬ 
tioned  and  rotational  forces.  This  will  require  both  indirect  and 
clandestine  capabilities,  which  we  will  accomplish  primarily 
via  a  combination  of  intelligence  work  and  by/with/and  through 
approaches  with  our  allies.  Intelligence  drives  the  find-fix-fight- 
finish  cycle  against  the  terrorists,  and  we  will  need  more  people 
to  do  intelligence-related  work. 

Surge  for  Counterinsurgency  Warfare 

The  second  campaign  is  the  surge  to  support  a  large-scale 
counterinsurgency.  In  large-scale  irregular  warfare  like  this,  inte¬ 
gration  of  Special  Operations  Forces  with  General-Purpose  Forces 
is  essential.  This  Special  Operations  and  General-Purpose  Force 
combination  is  working  very  well  right  now  in  Iraq.  The  General- 
Purpose  Forces  employed  in  these  campaigns — these  surges — 
may  not  always  be  U.S.  forces  because,  ultimately,  local  forces 
must  defeat  insurgencies. 

Surge  for  Unconventional  Warfare 

The  third  campaign  is  a  surge  to  support  unconventional  war¬ 
fare.  Unconventional  warfare  is  conducted  against  a  hostile  state, 
an  occupying  army,  or  a  transnational  terrorist  group.  In  a  coun¬ 
terinsurgency  surge,  Special  Operations  Forces  might  support  the 
General-Purpose  Forces  as  they  do  in  Iraq.  That  is  our  current 
practice.  Possibly,  though,  the  General-Purpose  Forces  could 
support  Special  Operations  Forces  and  function  under  a  Theater 
Special  Operations  Force  commander.  FHowever,  in  an  unconven¬ 
tional  warfare  surge,  General-Purpose  Forces  will  almost  always 
support  Special  Operations  Forces. 

Unconventional  warfare  requires  partners  and  surro¬ 
gates.  It  necessitates  low-visibility  operations,  with  host  nation 
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collaboration,  with  some  direct  action  and  clandestine  opera¬ 
tions  capabilities.  An  unconventional  warfare  campaign  can 
drive  some  Special  Operations  Forces  capability  requirements. 
An  example  is  infiltration  and  exfiltration  in  denied  areas.  We 
know  that  we  will  face — and  we  should  plan  to  face — a  formi¬ 
dable  set  of  potential  enemies.  These  likely  opponents  will  have 
very  strict  border  and  internal  controls,  and  will  be  enabled  with 
biometrics,  anti-access  technologies,  and  first-class,  full-spectrum 
anti-aircraft  systems.  Special  Operations  Forces  will  need  skills  to 
survive  in  these  denied  areas.  For  that,  they  will  have  to  maintain 
contingency  languages,  such  as  Farsi  and  Chinese.  Remote-  and 
deep-strike  precision-guided  munitions  have  powerfully  enabled 
unconventional  warfare,  as  they  did  in  the  Afghanistan  invasion. 

Importance  of  Technology 

Technology  will  support  these  three  campaigns.  Intelligence, 
Surveillance,  and  Reconnaissance  (ISR)  technologies  and  plat¬ 
forms  are  the  top  priority  for  the  counterterrorism  fight,  and  will 
be  necessary  in  all  three  campaigns.  To  find  the  enemy,  we  must 
be  able  to  locate,  tag,  and  track  both  people  and  things.  We 
must  use  technology  to  enable  clandestine  operations  in  denied 
areas,  such  as  with  infiltration  and  exfiltration  platforms.  The  old 
approach  was  to  take  a  service-common  platform,  and  modify  it 
for  special  operations.  The  new  approach  will  be  to  design  and 
build  special-operations-specific  platforms,  which  the  services 
will  likely  find  useful  for  their  own  purposes  in  the  long  term.  In 
some  cases,  Special  Operations  Forces  will  still  utilize  common 
platforms  for  some  capabilities,  such  as  the  Next-Generation 
Gunship. 

CONCLUSION 

We  face  a  future  of  irregular  war,  which  we  will  prosecute 
with  three  campaigns:  steady-state,  counterinsurgency  surge, 
and  unconventional  warfare  surge.  A  combination  of  Special 
Operations  Forces  and  General-Purpose  Forces,  the  Central 
Intelligence  Agency,  interagency  components,  and,  primarily,  our 
partners  and  allies,  is  most  likely  to  bring  us  success  in  this  long 
war. 
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/^\  .  This  question  is  directed  to  the  last  speaker,  Mr.  Eric  Coulter.  One 
of  the  big  questions  that  I  have  as  an  analyst  concerns  establishing 
key  trans-networks.  As  you  mentioned  in  your  presentation,  to  identify 
threats,  you  have  to  do  two  critical  things:  First,  because  it  is  not  clear  what 
data  you  need,  you  have  to  determine  what  is  the  most  important  type  of 
data  to  give  you  the  answer  that  you  are  seeking.  Second,  it  is  difficult  to 
amalgamate  all  those  data,  even  if  you  knew  what  data  you  wanted.  So, 
the  question  is,  how  do  you  propose  bringing  this  morass  of  information 
that  we  need,  might  possibly  need,  might  be  able  to  get,  or  need  to  get— how 
do  you  propose  bringing  it  all  together  to  determine  coherent  strategies  and 
tactics  on  the  ground  to  attack  the  sources  of  threats  to  the  U.S.  and  to  our 
allies? 

|  Eric  Coulter  All  right,  is  this  like  a  college  board  where  we 
get  to  confer  first  to  give  the  answer?  Actually,  I  was  hoping  you 
had  the  answer.  To  be  honest,  we  are  using  a  set  of  scenarios 
that  in  many  cases  represent  information  or  knowledge  we  have 
gained  based  on  ongoing  conflicts.  In  the  context  of  a  scenario, 
it  forces  us  to  think  about  what  the  questions  are:  Who  are  the 
people  there?  What  is  the  human  terrain?  What  are  the  social 
networks?  It  forces  us  to  think  about  the  types  of  data  that  we 
collect. 

But  think  about  it  for  a  second.  What  are  the  metrics  that  we 
ought  to  be  using  in  our  analyses  that  tell  us  whether  we  are 
succeeding  or  not?  In  the  old  days,  under  traditional  warfare, 
we  used  metrics  such  as  force  exchange  research.  It  was  all 
physics-based,  using  Lanchester  combat  attrition  equations.  We 
understood  that.  The  kinds  of  data  we  need  now  that  would 
support  metrics  are  questions  such  as:  What  about  defection  and 
recruitment  rates  for  terrorists?  What  about  financing?  How  do 
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you  collect  that  type  of  data?  Where  does  it  come  from?  It  is  a 
good  question.  I  do  not  have  a  good  answer  for  you. 

J  Ambassador  Dell  L.  Dailey  -  Some  opportunities  to  gain 
insight  as  an  analyst,  to  prepare  the  operations  people,  would 
include  taking  a  look  at  the  conventional  areas  where  you  go  after 
information  and  try  to  transfer  it  to  a  conventional  or  irregular 
warfare  environment — conventional  being  order  of  battle, 
irregular  being  tribes;  conventional  being  Intelligence  Preparation 
of  the  Battlefield  (IPB),  irregular  being  agriculture.  Try  to  pass  a 
simplistic  but  needy  and  necessary  analysis  to  the  operations  folks 
going  in.  Whatever  you  come  up  with,  the  person  behind  you  or 
the  person  beside  you  will  probably  have  even  more  insight. 

Because  we  do  not  really  have  much  data  from  the  ideological 
aspect  or  from  the  religious  aspect,  those  are  probably  embedded 
in  a  conventional  arena  that  you  ought  to  use  as  a  key  in  irregular 
warfare.  That  is  a  critical  element  an  organization  needs  as  it  goes 
onto  the  battlefield,  and  it  is  also  necessary  as  the  United  States 
Agency  for  International  Development  (USAID)  element  goes  into 
a  nonstandard  battlefield.  That  is  what  I  would  view  as  where 
analysis  should  be  focused. 

|  David  Fridovich  ■  We  actually  did  a  fair  amount  of  this  kind 
of  work  on  the  tactical  level  with  units  that  we  worked  with  in 
the  Southern  Philippines  and  with  other  partners  with  whom  we 
had  routine  relationships  in  Thailand,  Indonesia,  and  Malaysia 
over  about  2  to  3  years.  You  end  up  getting  a  set  of  data  that  is  not 
the  traditional  "blue  on  red"  scenario,  where  you  have  defined 
enemy  and  friendly  forces.  It  is  much  more  expansive  than  that 
because  the  first  thing  you  have  to  do  is  factor  in  the  population 
as  the  key  element  that  you  are  really  trying  to  influence. 

So,  you  might  have  a  force  that  you  are  working  through  that  is 
one  element  or  one  color — for  example,  friendly  forces — and  you 
can  determine  how  you  affect  them.  But  you  also  have  an  enemy 
or  a  terrorist  potential  force,  as  well  as  the  general  population. 
So,  it  becomes  very  colorful  (for  lack  of  a  better  word).  We  started 
assigning  different  factors  that  we  would  look  at,  and  we  did  some 
of  this  work  as  an  aside  in  Haiti .  In  1 995,  we  were  trying  to  draw 
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down  forces  and  we  looked  at  other  indicators,  about  1 3  of  them 
nationwide,  that  would  say  where  we  could  do  certain  things. 
We  took  that  model  from  1995 — it  was  an  Operations  Research 
and  System  Analysis  (ORSA)-based  model — and  applied  it  to 
what  we  were  looking  for,  based  on  the  outcomes  we  expected  to 
achieve  with  the  population,  with  the  partner  nation,  and  against 
the  enemy,  and  how  we  might  influence  them.  In  developing  that 
set  of  metrics,  we  were  honest  and  disciplined  about  how  the 
inputs  were  added.  At  the  outset,  it  was  initially  subjective,  but  it 
became  more  objective  over  time  as  we  collected  more  and  more 
data. 

I  offer  that  as  an  example  of  similar  work  that  we  discussed 
during  the  2007  URW  symposium:  We  can  get  to  the  heart  of  the 
tactical  aspects  by  mirroring  some  of  these  microcosmic  or  tacti¬ 
cal  events  to  determine  where  they  might  lead  us  in  the  future. 
We  used  that  methodology  and  expanded  it  dramatically  over  at 
least  four  countries  and  some  subregions  in  Southeast  Asia.  This 
is  the  same  kind  of  work  we  are  now  doing  with  the  campaign 
assessment  for  the  Global  War  on  Terrorism. 

I  would  be  glad  to  have  an  offline  conversation  to  show  you 
how  we  start  working  on  the  databases  from  the  field.  It  is  really 
a  bottom-driven  project,  not  necessarily  a  top-down  project.  It 
provides  a  different  view  of  the  world  in  terms  of  looking  at  it  for 
force  development  versus  how  you  want  to  apply  the  force. 


During  the  keynote  address  Admiral  Olson  presented  yesterday, 


he  mentioned  his  concept for  what  he  termed  Project  Lawrence, 


which  is  an  effort  towards  developing  true  area  experts  capable  of  fully 
functioning  for  years  in  a  country  or  region  to  develop  the  necessary 
awareness  and  relationships.  I  ask  any  of  our  panel  members  to  comment 
on  that  concept  and  identify  pros  or  cons. 

\  Ambassador  Dell  L.  Dailey  -The  State  Department  has  that,  to 
some  extent,  already  in  place.  When  Foreign  Service  officers  are 
recruited,  they  come  in  with  a  solid  educational  background — 
usually  with  a  Masters  focused  on  political  science,  sometimes 
astutely  focused  on  a  geographical  area.  The  State  Department 
sends  them  for  further  training  in  the  Foreign  Service  Institute  with 
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a  language  and  with  cultural  instruction,  after  which  they  go  to 
one  of  the  regions  of  the  world  that  the  State  Department  has 
defined — similar  to  the  Combatant  Commands  (COCOMs)  that 
DoD  has  defined. 

The  new  Foreign  Service  officers  end  up  getting  repeated 
assignments  in  one  of  those  regions,  once  as  a  political  officer, 
maybe  once  as  a  public  affairs  officer,  etc.  They  finally  get  into 
their  respective  professional  assignments  and  they  are  allowed 
to  build  on  their  knowledge.  The  value  of  the  State  Department 
program — the  Lawrence  Program,  as  Admiral  Olson  so  shrewdly 
identified  it — is  that  it  puts  those  people  out  in  the  field,  not  just 
in  the  embassy  in  that  foreign  country,  but  out  in  the  field  among 
the  people. 

Secretary  Condoleezza  Rice  has  put  transformation  diplo¬ 
macy  on  the  horizon — where  there  are  even  more  subentities  for 
an  embassy  out  in  the  field.  One  example  is  American  Corners, 
which  are  partnerships  between  the  Public  Affairs  sections  of 
U.S.  Embassies  and  host  institutions.  They  provide  information 
about  the  U.S.  through  the  Internet  and  local  programming  to 
the  general  public.  The  essence  of  the  State  Department's  strat¬ 
egy  is  exactly  the  Lawrence  concept,  and  it  is  being  used  now. 
Along  with  transformation  diplomacy,  the  people  who  are  posted 
in  some  of  the  traditional  embassies  are  being  sent  into  the  more 
controversial  and  demanding  stations,  so  there  is  also  an  effort  to 
redistribute  the  work  force  to  fully  capitalize  on  Lawrence. 

Finally,  when  an  individual  goes  back  to  the  States  for  a  so- 
called  garrison  assignment,  before  returning  to  the  field,  he  or  she 
gets  up  to  a  year's  worth  of  language  instruction  again,  as  well  as 
cultural  instruction.  In  that  area,  the  State  Department  has  a  pretty 
darn  good  program  of  education  to  keep  their  people  geared  with 
the  Lawrence  mentality — the  awareness  of  how  to  deal  with  the 
various  cultures  such  as  the  Bedouin  tribes  that  T.  E.  Lawrence 
wrestled  with  in  Lawrence  of  Arabia. 

|  David  Fridovich  -  Perhaps  by  chance  (or  possibly  more  by 
design),  as  a  Special  Forces  officer,  I  have  spent  19  years  in  the 
Pacific.  Of  my  31  years  of  operational  time — except  for  tours  in 


Chapter  8  Senior  Perspectives  409 


Bosnia  and  Haiti — 1 9  of  them  were  in  the  Pacific,  from  the  time  I 
was  an  infantry  officer  to  a  lot  of  time  in  Special  Forces,  including 
commanding  a  Special  Operations  Command  in  the  Pacific.  You 
like  to  think  it  is  by  design  and  somebody  was  doing  that  for 
you.  I  am  not  so  sure  the  system  is  that  good,  but  it  seemed  to 
work  out  okay  for  me.  By  being  placed  into  repeated  tours  in  a 
theater  in  a  particular  area,  you  begin  to  know  your  way  around, 
more  than  just  how  to  get  to  and  from  the  airport,  or  from  the 
capital  city  to  some  other  location.  I  think  what  Admiral  Olson 
was  getting  at  is  that  more  by  design  we  would  like  to  be  able  as 
a  service,  regardless  of  the  color  of  the  uniform,  once  you  are  in 
Special  Operations  and  Special  Operations  Command  (SOCOM), 
to  start  building  this  expertise.  Whether  you  call  them  warrior 
diplomats  (or  whatever  term  we  struggle  with),  they  have  a  theater 
expertise,  they  have  language  skills.  In  the  Phillipines  right  now, 
the  outgoing  command — the  Chief  of  the  Armed  Forces — is  a 
dear  friend  of  mine,  and  the  person  who  is  replacing  him  is  also 
a  dear  friend  of  mine.  You  can  go  there,  and  you  can  get  an  hour 
or  two  hours  with  them  at  a  moment's  notice,  and  that  is  the  kind 
of  relationships  you  want  to  build  long  term. 

It  is  like  that  in  the  Thai  government  and  Thai  military  as  well. 
Right  now,  it  might  be  unique  to  Special  Forces.  Long  term,  we 
would  like  to  see  it  more  common  to  the  forces,  to  the  officers 
and  the  noncommissioned  officers  that  fill  Special  Operations 
Command.  That  is  what  we  would  like  to  get  to,  I  believe — to 
assign  people  to  repeated  tours  similar  to  what  Ambassador 
Dailey  just  described.  By  getting  field  time  and  garrison  time  out 
of  personnel  at  both  ends  of  the  spectrum,  we  will  benefit  from 
the  expertise  each  individual  gains  about  a  particular  region. 

■  Dr.  Thomas  C.  Mahnken  -  Just  to  piggyback  off  that,  as 
General  Fridovich  says,  the  Special  Operations  community  has 
historically  been  the  repository  of  that  deep  regional  knowledge 
within  the  U.S.  Military,  and  we  are  looking  at  a  number  of 
initiatives  to  broaden  that.  One  has  to  do  with  language.  I  think 
the  Defense  Department  does  a  very  good  job  of  teaching  adult 
learners  foreign  languages.  But  as  anyone  who  has  ever  tried  to 
master  a  foreign  language  knows,  the  earlier  you  start  in  life, 
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the  easier  it  is.  So,  one  of  the  things  that  we  are  considering  is 
strengthening  the  foreign  language  requirements  among  Reserve 
Officer  Training  Corps  (ROTC)  scholarship  recipients  and  cadets 
and  midshipmen  so  that  they  come  in  commissioned  with  some 
language  capability.  We  are  also  considering  giving  increased 
opportunities  for  semesters  abroad — summers  abroad — again  at 
the  pre-commissioning  phase  to  give  them  better  insight — ideally 
into  a  particular  foreign  culture — but  more  generally  just  an 
understanding  of  what  it  is  like  to  live  in  another  culture. 

Certainly,  the  idea  of  longer  duration  assignments  is  being 
examined.  Also,  I  know  the  Army  has  a  program  for  bringing  in 
heritage  and  native  speakers.  I  personally  think  that  is  something 
the  other  services  need  to  think  about  as  well,  because  22  years 
and  counting  past  the  Goldwater-Nichols  DoD  Reorganization 
Act  of  1986,  men  and  women  do  not  join  the  "U.S.  Military;" 
they  join  the  Army,  the  Navy,  the  Air  Force,  or  the  Marine  Corps. 
Certain  groups,  certain  parts  of  our  society  are  attracted  to  differ¬ 
ent  parts  of  the  military.  I  think  we  need  to  have  multiple  chan¬ 
nels  to  bring  in  those  people  who  will  bring  their  expertise  into 
the  military.  If  we  think  about  the  true  Lawrences — and  I  know 
this  is  not  strictly  what  Project  Lawrence  is  about — but  a  true  T.  E. 
Lawrence  we  cannot  create;  nor,  I  would  argue  from  certain  per¬ 
spectives,  would  we  want  to.  If  you  have  read  his  biography,  you 
know  he  was — could  be — somewhat  troublesome  at  times. 

The  best  we  can  do  is  make  military  service  and  government 
service  more  broadly  attractive  to  try  to  attract  the  real  Lawrences 
and  keep  them  in  service  as  long  as  possible.  I  think  that  is  one  of 
the  most  effective  measures  we  can  take  to  increase  the  kind  of 
specialized  cultural  expertise  we  need. 


At  the  risk  of  turning  this  into  a  political  panel— and  I  think 


we  all  have  seen  enough  of  those  recently— the  question  is  as 


follows:  High-dollar,  conventional  warfare  weapons  systems  command 
billions  of  dollars  of  defense  expenditures  along  with  consequent  political 
advocacy  in  Congress.  Do  we  have  that  necessary  political  advocacy  for 
Special  Operations  and  the  Global  War  on  Terrorism?  And  if  not,  how 
do  we  go  about  obtaining  it?  Anybody  willing  to  take  that  on?  Perhaps  the 
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gentleman  from  Program  Analysis  and  Evaluation  ( ODPA&E)  could  take 
this  question? 

|  Eric  Coulter  -  Actually,  I  was  hoping  Joe  [VADM  Joseph 
Maguire]  would  take  this  cal  I  si  nee  he  was  the  former  programmatic 
expert  at  SOCOM.  I  was  also  hoping  VADM  Maguire  would  go 
first  because  the  first  thing  I  think  Joe  will  tell  you  is  that  we  have 
worked  very  hard  over  the  last  several  years  to  increase  the  SOCOM 
budget.  The  challenge  is  that  SOCOM  can  take  only  so  much 
additional  funding  and  mission  and  maintain  its  high  standards. 
Six  years  ago,  we  added  a  significant  amount  of  resources  in  the 
form  of  people  and  dollars,  and  in  the  last  few  years,  we  have 
given  them  another  huge  increment  of  funds.  Basically,  they  have 
said  they  cannot  really  take  a  whole  lot  more. 

That  does  not  answer  your  political  advocacy  question,  but 
when  I  go  to  Congress  or  I  meet  members  of  Congress,  they  seem 
to  be  very  supportive  of  what  we  are  trying  to  do  in  the  Special 
Operations  forces.  I  have  yet  to  meet  somebody  who  was  not. 
The  question  remains;  we  are  spending  hundreds  of  billions  of 
dollars  over  time  to  buy  very  sophisticated  fighters  and  ships,  and 
some  might  argue  they  are  not  all  that  useful  in  the  Global  War 
on  Terrorism.  Well,  there  you  have  it. 

j  Ambassador  Dell  L.  Dailey  -  I  will  jump  in  on  this  because 
it  does  relate  to  State  Department,  Justice,  Treasury,  and  a  couple 
of  the  other  departments.  Secretary  of  Defense  Robert  M.  Gates 
presented  a  pitch  on  26  January  2008,  during  which  he  said  that 
other  agencies  probably  should  get  enhanced  resourcing.  In  the 
scheme  of  things,  it  is  more  difficult  to  lash  up  a  State  Department 
that  has  so  many  intangibles  and,  therefore,  advocacy  in  Congress 
than  it  is  to  justify  aircraft  or  hard  technology.  It  is  a  challenge  that 
Secretary  Condoleezza  Rice  has  taken  on  pretty  well  during  this 
particular  budgeting  timeframe  because  the  State  Department's 
budget  is  becoming  the  budget  that  has  the  largest  percentage  of 
growth. 

I  know  statistics  sometimes  reflect  some  of  the  wrong  things, 
but  in  this  case,  it  is  an  advantage  for  State.  Ms.  Rice  advocated 
that  kind  of  growth  more  than  five  times  instead  of  just  two  times 
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or  three  times  within  the  budgeting  process,  realizing  that  there  is 
a  chunk  of  unrestricted  warfare,  irregular  warfare,  or  soft  warfare 
for  which  the  Department  of  State  is  really  a  better  resource.  I  do 
not  think  State  or  Justice  or  Treasury  will  ever  have  the  kind  of 
powerful  constituency  advocacy  that  hardware  does,  but  there  is 
an  awareness  that  there  is  a  need  to  move  further  in  the  direction 
of  the  soft  power — nonkinetic,  nonlethal — and  we  are  starting  to 
see  a  lot  of  it  right  now. 

|  Col.  Edward  A.  Smyth  -  Thank  you,  sir.  Admiral  Maguire, 
anything  to  add? 

\  VADM  Joseph  Maguire  -  I  think  that  the  debate  that  is  going 
on  right  now  about  the  Air  Force  tanker  is  self-evident  as  far  as 
its  political  process.  Why  should  anybody  be  shocked?  It  is  the 
budget  of  the  President,  who  was  elected  by  the  people,  and  it 
is  submitted  to  the  Congress,  who  are  also  politicians  who  have 
constituencies.  That  is  just  the  way  it  works.  I  think  that  there  are 
good  reasons  for  that  in  regard  to  the  economy.  It  means  jobs 
in  the  district  maintaining  the  industrial  base.  However,  I  will 
also  say  that  as  Eric  Coulter  referenced  earlier,  it  was  not  an  easy 
process  getting  United  States  Special  Operations  Command  so 
robustly  plussed  up  six  years  ago,  and  it  took  a  lot  of  effort  by  Mr. 
Coulter  and  other  people  within  ODPA&E. 

I  will  also  tell  you  that  many  colleagues  in  the  United  States 
military  did  not  see  it  that  way.  When  SOCOM  wound  up  getting 
about  a  7.5-bil I ion-dol lar  plus-up  from  the  Secretary  of  Defense,  I 
had  the  good  fortune  as  a  baby  one-star  to  meet  a  four-star  out  in 
California.  As  I  was  introduced,  he  said,  "Oh,  you're  the  guy  that 
cost  us  an  aircraft  carrier." 

As  Eric  mentioned  earlier  in  reference  to  wargaming,  the  dis¬ 
cipline,  and  the  process,  I  think  that  the  requirements  have  got  to 
drive  it.  However,  we  must  also  partner  with  our  colleagues  at  the 
Appropriations  Committee  (and  we  have  to;  it  is  reality)  and  with 
the  other  services  to  get  the  systems  that  allow  the  Department 
of  Defense  to  do  what  the  President  of  the  United  States  and  the 
American  people  need  them  to  do. 
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\  Eric  Coulter  -  If  I  could  just  follow  up  quickly  on  what 
Ambassador  Dailey  said:  Many  initiatives  that  derive  from  policies 
issued  under  Sections  1206  and  1207  of  the  National  Defense 
Authorization  Act  provide  funds  for  the  SOCOM  commanders. 
From  where  I  sit,  the  real  issue  is  not  so  much  adding  more 
hardware  and  people  perhaps  to  SOCOM,  it  is  enhancing  other 
elements  of  soft  power,  such  as  plussing  up  the  State  Department, 
plussing  up  USAID,  and  creating  provincial  reconstruction  teams. 
That,  I  think,  is  where  the  real  growth  is  going  to  be.  The  problem 
is,  there  is  not  a  lot  of  advocacy  out  there,  and  if  you  are  going  to 
drain  the  swamp,  that  is  what  you  need. 


Over  the  past  couple  of  days  we  have  had  several  comments 


and  some  discussion  on  the  issue  of  strategic  communications. 


Some  have  suggested  that  we  are  entering  an  era  in  which  it  is  as  important 
to  launch  competitive  ideas  as  it  is  to  launch  Tomahawks.  In  terms  of 
strategic  communications,  what  needs  to  be  done  to  get  our  message  out? 
Any  comments?  Let  me  start  with  Dr.  Sepp. 

|  Dr.  Kalev  Sepp-  Since  I  am  part  of  that  smattering  of  historians 
that  Tom  [Dr.  Thomas  Mahnken]  had  talked  about  earlier,  I  have 
to  give  something  of  a  historical  perspective  to  it.  Our  nation  was 
founded  as  a  function  of  an  idea  whose  time  had  come.  Consider 
the  war  at  that  time,  in  which  the  British  were  dealing  with  a  set 
of  rebellious  colonies  in  North  America.  Statistically,  analytically, 
if  you  built  a  model,  there  was  absolutely  no  way  that  the  rebel 
colonists  should  have  succeeded  against  the  most  powerful 
military  force  in  both  land  and  sea  power  on  the  planet.  But 
the  British  were  stunned  at  the  power  of  the  idea  that  drove  the 
American  colonists  to  rebel,  and  that  it  succeeded  as  it  succeeds 
today.  We  are  sitting  here  today  as  part  of  the  great  experiment. 

So  this  little  flourish  of  discovering  that  in  the  21st  Century, 
somehow  ideas  are  important  is  a  little  distracting.  That  said, 
one  of  the  most  important  parts  in  this  long  fight  is  trying  to  help 
coalesce  the  ideas  that  will  suppress  the  radicalization  that  other 
members  of  the  panel  described,  particularly  Ambassador  Dailey, 
and  how  to  go  about  dealing  with  it. 
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The  British,  actually,  are  fairly  well  advanced  with  deradical- 
ization  programs,  similar  to  deprogramming,  that  appeal  to  coun¬ 
ter-radicals  in  trying  to  stop  radicalization  before  it  starts.  That  is 
set  in  a  larger  context  of  public  diplomacy  and  explaining  prin¬ 
ciples  such  as  the  rule  of  law.  Ultimately,  I  think  it  has  to  come 
down  to  a  sense  of  ideas  against  all  of  the  arguments  that  our  vari¬ 
ous  enemies  present.  What  ultimately  we  have  as  the  core  idea  is 
the  rule  of  law.  That  has  to  be  explained  in  some  very  cogent  way 
through  all  the  media  that  we  have  available. 

|  Dr.  Thomas  G.  Mahnken  -  I  agree  that  how  we  do  things  is 
important.  My  only  caveat  is  that  there  are  some  who  would  see 
our  strategic  communications  almost  as  a  substitute  for  actually 
doing  things.  I  think  that  is  an  incorrect  way  of  looking  at  it.  I  think 
we  as  a  government  can  be  quite  clumsy  in  getting  our  message 
across,  either  because  it  is  the  nature  of  our  system  that  we  seem 
self-conscious  in  standing  up  for  our  values  or  because  when  we 
are  dealing  with  other  societies,  other  faiths,  we  fundamentally 
do  not  have  standing,  and  we  try  to  inject  ourselves  into  that. 

Where  I  think  we  can  speak  with  force  and  with  authority 
is  with  an  appeal  to  universal  values.  I  think  we  get  into  trouble 
when  we  try  to  get  into  the  finer  points  of  Islamic  jurisprudence. 
We  speak  with  much  greater  force  when  we  speak  to  things  that 
are  universal — universally  right  or  universally  wrong — such  as 
you  do  not  kill  innocents,  and  suicide  is  wrong.  That  is  where  we 
do  well. 

We  must  also  consider  the  large  part  of  our  society  and  our 
economy  that  is  outside  of  the  government  that  makes  its  living 
manufacturing  culture.  It  tends  to  be  low  culture  that  may  be 
repulsive  to  some,  but  it  is  inherently  attractive  to  broad  swaths  of 
humanity.  That  is  why  I  also  am  very  optimistic  over  the  long  term 
because  the  values  that  we  espouse  and  the  values  that  we  cannot 
help  but  espouse  are  attractive  to  large  parts  of  the  world.  Actually, 
I  would  agree  that  the  British  have  done  some  good  things  with 
their  counter-radicalization  efforts.  I  think  the  U.S.  has  some  sys¬ 
temic  advantages  over  Great  Britain  because  Great  Britain  is,  for 
better  or  worse,  largely  a  secular  society,  so  they  have  some  dif¬ 
ficulty  understanding  the  motivations  that  can  take  youths  down  a 
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bad  path.  I  think  the  United  States  is  a  much  less  secular  society. 
We  have  an  intuitive  understanding  of  that,  although  we  would 
take  things  in  a  vastly  different  direction. 

■  Ambassador  Dell  L.  Dailey  -  The  strategic  communication 
issue  causes  us  to  look  at  our  fight  a  lot  differently.  There  have 
been  cries  of  frustration  over  our  readiness  to  shoot  a  Tomahawk 
or  shoot  a  Multiple  Launch  Rocket  System  (MRLS)  with  the  push 
of  one  button  and  kill  people  at  a  level  of  battalion  commander, 
brigade  commander,  or  F-1  6  fire  pilot  dropping  a  bomb,  but  we 
are  not  prepared  to  push  the  key  stroke  to  send  a  message  out  to 
the  world  that  may  have  some  negative  impact  in  one  country  but 
a  positive  impact  in  another. 

I  would  say  that  in  the  technology  analysis  arena,  we  never 
thought  we  could  map  the  ocean  floor  for  submarines.  We  never 
thought  we  could  put  1  5  satellites  in  the  sky  so  that  they  would 
map  the  world  for  maneuver  operations.  We  never  thought  we 
could  put  satellites  in  the  sky  to  do  the  communications  eaves¬ 
dropping  that  takes  place  right  now.  We  need  to  get  out  of  the 
mindset  that  we  cannot  map  human  terrain.  We  can.  A  fraction 
of  the  billions  of  dollars  it  took  to  build  all  those  other  things  I 
mentioned  could  possibly  be  better  used  in  a  Callup  poll  of  a 
selected  area  to  map  public  opinion  of  those  folks  either  manu¬ 
ally  or  electronically  or  through  media. 

That  will  be  the  equivalent  of  beginning  to  map  the  ocean 
for  the  first  submarines.  In  the  technological  world,  my  com¬ 
ment  would  that  we  need  to  put  the  same  amount  of  insight  and 
thought  into  mapping  the  human  terrain  as  we  have  into  mapping 
earth's  terrain.  With  that,  you  can  go  through  your  analysis  that 
Eric  Coulter  mentioned:  If  I  do  this,  what  happens  to  the  political 
opinion  in  this  country,  in  that  country,  with  this  tribe,  with  this 
region? 

We  need  to  take  the  conventional  thoughts  that  we  had  before 
and  try  to  apply  them  to  this  nonstandard,  unrestricted  warfare 
now.  Oh,  by  the  way,  it  is  going  to  cost  a  lot  of  money,  too.  We 
invested  that  kind  of  money  into  the  physical  part  earlier  on;  we 
now  need  to  put  it  into  the  nonphysical,  the  intellectual  part. 


416  Unrestricted  Warfare  Symposium  Proceedings  2008 


|  Eric  Coulter  -  I  agree  with  everything  my  esteemed  colleagues 
have  said,  but  I  am  going  to  rain  on  the  parade  a  little  bit.  Two 
years  ago,  we  led  an  issue  team  on  strategic  communications, 
and  I  thought  all  these  things  would  come  out;  but  what  actually 
came  out  was  that  it  was  handed  basically  to  the  public  affairs 
people  in  the  Pentagon,  and  they  asked  for  a  25%  increase  in 
public  affairs  officers.  They  called  that  strategic  communications. 
So,  we  are  very  frustrated:  Here  we  are  almost  seven  years  after 
9/1 1 ,  and  that  is  what  we  are  talking  about. 

Just  another  footnote:  We  have  eight  EC-130  Commando  Solo 
aircraft;  they  are  the  planes  that  fly  out  into  a  region  such  as  Iraq 
and  drop  leaflets  and  serve  as  flying  broadcast  stations.  I  think 
all  eight  of  them  are  operated  by  Reservists  belonging  to  the  Air 
Force's  1 93rd  Special  Operations  Wing.  So,  we  are  in  a  pretty  bad 
situation  when  it  comes  to  strategic  communications.  These  are 
all  great  ideas,  but  they  require  lots  of  funding,  lots  of  hardware, 
lots  of  ideas,  and  the  willingness  to  use  those  ideas.  From  where 
I  sit  on  the  resource  side,  I  do  not  see  it.  It  is  just  not  coming.  It 
needs  to. 


We  have  one  more  question  that  is  very  general  in  nature  for 


each  of  our  panel  members  to  contribute  to  answering.  Given  the 


similarities  in  your  roles,  responsibilities,  and  perspectives,  are  you  able  to 
discuss  the  extent  to  which  you  and  your  offices  or  teams  have  been  able  to 
cooperate  with  your  colleagues  on  this  panel?  I  suspect  I  know  what  some  of 
the  answers  are,  but  let  me  start  by  asking  Dr.  Sepp  if  we  are  having  the  kind 
of  collaboration,  cooperation,  and  dialogue  that  is  required.  Dr.  Sepp? 

|  Dr.  Kalev  Sepp  Interestingly,  at  one  level,  we  have  superb 
cooperation,  in  part  because  everybody  on  this  panel — we  all  are 
not  merely  colleagues,  we  are  all  friends.  We  have  arrived  where 
we  have  via  a  variety  of  paths,  and  we  are  connected,  I  think, 
with  a  single  exception,  by  military  service.  We  have  not  always 
been  together,  but  we  have  that  sense  of  camaraderie  that  comes 
from  common  experience. 

Having  said  that  about  the  excellent  communications  that 
exist  among  us  here,  set  against  that  are  organizational  issues 
and  tensions  that  pull  against  us.  For  example — building  on  the 
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comment  about  the  EC-130  Commando  Solo  aircraft — the  issue 
of  language  training  is  somewhat  similar.  Why  would  there  be  a 
problem  with  language  training?  Well,  all  of  the  superb,  world- 
class  schools  that  the  United  States  military  invested  in — particu¬ 
larly  the  Defense  Language  Institute  in  Monterey  built  during  the 
Cold  War — were  designed  very  specifically  to  train  intelligence 
specialists.  That  means  their  key  skills  are  in  listening  and  reading, 
not  in  speaking,  which  is  the  skill  that  Special  Operations  person¬ 
nel,  Foreign  Service  officers,  and  field  advisors  need.  Even  the 
testing  systems  are  not  matched,  which  are  required  for  engage¬ 
ment  of  these  indigenous  populations.  The  skill  sets  we  need  to 
be  able  to  function  in  the  human  terrain  do  not  yet  exist  inside  the 
Department  of  Defense. 

In  terms  of  managing  personnel,  General  Fridovich  was  asking 
to  what  degree  it  was  an  accident  that  he  was  able  to  serve  so  long 
and  so  well  in  the  Pacific  theater.  The  1987  legislation  that  cre¬ 
ated  the  Special  Operations  Command  invested  in  the  four-star 
commander  of  SOCOM  the  authority  to  monitor  the  management 
of  Special  Operations  personnel  but  not  actually  manage  them. 
Actual  management  is  left  to  the  Services,  who  act  on  their  own 
for  their  own  benefit.  I  can  relate  personal  stories,  not  the  least  of 
which  is  that  just  yesterday,  an  Air  Force  officer,  who  graduated 
from  an  1  8-month  Master  of  Science  degree  program  focused  on 
counterterrorism,  arrived  in  the  Pentagon  and  was  assigned  to 
logistics  because  when  he  was  a  lieutenant  he  had  been  trained 
as  a  logistician. 

In  the  very  direct  conversation  I  had  with  the  three-star 
involved,  he  said,  "FHey,  I've  got  to  fill  my  billets  too."  So,  these 
are  the  other  kinds  of  tensions  that  limit  our  ability  to  reach  full 
coordination  and  collaboration.  What  exists  here  at  the  one  level 
is  what  hopefully,  over  time,  will  come  into  play  to  allow  these 
important  subjects  to  overcome  the  organizational  and  bureau¬ 
cratic  frictions  that  continue  to  exist. 

\  Tom  Mahnken  -  I  will  try  to  improve  on  that.  I  would  agree 
that  we  personally  interact  a  lot,  and  certainly  the  Departments 
have  developed  mechanisms  to  institutionalize  collaborative 
efforts,  such  as  the  Counterterrorism  Communications  Center 


418  Unrestricted  Warfare  Symposium  Proceedings  2008 


(CTCC)  in  the  State  Department  and  the  Research  and  Technology 
Coordinating  Committee  (RCTC)  in  the  Defense  Department. 
These  organizations  bring  together  all  the  stakeholders  on  a  regular 
basis  to  talk  about  these  things.  However,  what  General  Fridovich 
says  is  absolutely  right:  There  are  some  long-term  institutional 
challenges  that  we  all  face  and  they  create  difficult  impediments. 
They  are  mechanisms,  they  are  habits,  they  are  procedures  that 
have  been  put  in  place  for  a  very  good  reason  over  time  but  do 
tend  to  impede  and  slow  down  some  other  things  we  want  to  do.  I 
think  we  are  united  in  trying  to  deal  with  those  things,  but  they  are 
tough  problems  and  they  involve  not  only  individual  departments 
or  the  Executive  Branch  overall  but  the  Legislative  Branch  as  well. 
In  some  cases,  they  involve  the  Judiciary  as  well,  as  we  are  dealing 
with  authorities  and  the  way  things  are  interpreted. 

We  are  facing  the  imperative  of  adapting,  but  there  are  some 
very  real  barriers  to  adaptation.  I  would  say  the  willingness  of  the 
panelists  here  and  colleagues  out  in  the  audience  is  not  what  is  at 
question;  it  is  the  ability  to  get  the  larger  system  to  change. 

\  VADM  Joseph  Maguire  -  To  me,  the  most  difficult  thing  I 
have  to  do  in  my  job  in  Strategic  Operational  Planning  is  to  bring 
all  elements  of  national  power  together.  Dr.  Sepp,  Ambassador 
Dailey,  and  I  spend  a  good  deal  of  our  time  during  the  week 
at  the  situation  room  in  the  West  Wing,  where  I  try  to  get  the 
interagency  to  jump  through  a  fiery  hoop.  It  is  equivalent  to  being 
the  lion  tamer  in  the  circus,  where  instead  of  having  the  gun,  the 
whip,  the  chair,  and  the  whistle,  I  have  got  a  whistle  and  that's 
about  it. 

I  have  to  spend  the  majority  of  my  time  trying  to  build  consen¬ 
sus,  and  the  only  way  you  get  anything  done  in  Washington,  DC, 
is  by  consensus.  I  spend  most  of  my  time  meeting  with  people, 
telling  them  why  we  are  doing  what  we  are  doing,  why  it  is  in 
their  department's  or  agency's  best  interests  to  do  that  and  also 
why  it  is  in  the  national  interest  to  do  that.  It  is  not  intuitive  to 
folks  from  different  departments  and  agencies  because  they  come 
from  different  cultures,  different  backgrounds.  You  have  to  aggres¬ 
sively  communicate  with  them  to  inform  them  why  you  are  doing 
what  you  are  doing.  There  is  also  a  tremendous  reluctance  on 
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the  part  of  any  department  or  agency  to  collaborate  because  they 
feel  in  some  sense  that  they  are  also  giving  up  a  little  bit  of  con¬ 
trol  of  their  issue.  I  think  this  is  the  biggest  challenge  that  we 
have:  communicating  and  building  a  consensus  to  get  everybody 
moving  in  the  same  direction.  In  defense  of  these  departments 
and  agencies,  the  country  is  large  (we  have  over  3  hundred  mil¬ 
lion  people)  and  the  United  States  government  is  correspondingly 
vast.  Communications  is  the  long  pole  in  the  tent. 

|  David  Fridovich  -  To  follow  along  with  Joe  [VADM  Maguire], 
I  can  look  at  it  from  the  perspective  of  its  being  hard  to  compel 
people  when  you  have  no  means  to  compel.  We  have  a  method 
and  a  system  that  Ambassador  Dailey  started — the  global 
synchronization  effort — that  has  grown  quite  a  bit,  and  it  really 
focuses  on  the  strategic  and  operational  DoD  part  of  the  Global 
War  on  Terrorism,  but  it  requires  a  huge  amount  of  effort  from 
the  interagency.  What  you  are  looking  for  is  common  ground  so 
they  will  be  willing  to  give  up  some  of  their  power  and  some 
of  their  mission  and  autonomy  and  budget  and  control  for  the 
common  good  of  what  we  have  agreed  must  be  the  lasting  goals 
and  objectives  with  regard  to  the  Global  War  on  Terrorism. 

That  is  about  the  best  you  are  going  to  do.  What  we  found  out 
over  time  is  that,  as  we  do  this  on  a  6-month  rotational  basis,  the 
more  they  play,  the  more  willing  they  become  to  give  of  them¬ 
selves  and  of  their  organizations  because  they  do  see  that  they  are 
being  listened  to  and  integrated,  and  they  can  see  the  outcomes. 
Just  like  unrestricted  warfare,  it  is  a  long,  long  process  by  which 
you  develop  relationships  and  you  gain  outcomes  over  time.  We 
are  starting,  we  have  taken  what  Ambassador  Dailey  has  built  and 
are  building  upon  it,  and  we  are  making  it  better  as  we  go. 

That  part  of  building  collaborative  relationships  works,  but 
how  do  you  then  take  what  we  do  in  the  DoD  synchroniza¬ 
tion  and  lash  it  up  with  the  key  synchronizer  in  the  National 
Counterterrorism  Center  (NCTC)  to  get  at  the  heart  of  making  this 
whole  effort — in  this  case,  the  Global  War  on  Terrorism — work? 
That  is  tough  because  you  are  asking  people  to  give  of  them¬ 
selves,  and  they  might  not  even  be  empowered.  They  might  be 
empowered  to  be  in  the  room  but  not  empowered  to  go  ahead 
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and  give  up  what  their  agency  really  holds  dear,  whatever  that 
culture  might  be. 

It  is  getting  much  better.  I  am  very  optimistic  about  it.  But  it 
started  with  a  lot  of  reluctance  and  recalcitrance,  with  agencies 
saying,  "We  do  not  want  to  be  part  of  the  kind  of  collaborations 
that  require  us  to  relinquish  some  of  our  power."  We  are  breaking 
that  down  slowly  and  slowly  getting  results,  and  that  is  why  we 
are  persevering. 

|  Ambassador  Dell  L.  Dailey  -  I  am  a  bit  more  optimistic.  The 
glass  is  half  full,  not  because  things  are  perfect  in  the  interagency 
relationship  but  because  it  has  got  near-perfect  people  trying  to 
make  it  better.  It  requires  creating  networks  and  working  through 
some  of  the  cultures;  it  may  not  get  a  resolution,  but  by  virtue 
of  serving  with  each  other — be  it  a  military  service  or  a  State 
Department  service  or  an  FBI  service — we  really  do  get  a  lot  more 
done  than  we  probably  ever  got  done  in  the  past. 

I  will  give  it  an  even  more  optimistic  spin,  if  I  may.  In  the  short 
period  of  time  I  have  been  in  the  State  Department,  I  have  visited 
23  different  countries.  Only  two  of  them  have  an  NCTC  equiva¬ 
lent.  One  of  them  has  used  it  in  their  War  on  Terrorism  battlefield 
with  success.  We  see  stovepiped  interagencies  with  great  regu¬ 
larity — sometimes  to  the  point  that,  when  we  brief  the  Ministry 
of  Affairs,  it  will  not  be  the  same  thing  we  tell  the  Minster  of  the 
Interior  or  the  Intelligence  Services  or  their  Ministry  of  Defense. 
We  are  a  Ministry  of  Affairs  entity.  That  is  our  counterpart,  and  we 
are  being  instructed  in  that  country  not  to  reveal  that  information 
to  other  agencies.  In  the  scheme  of  things,  it  is  similar  to  what 
Churchill  said  (paraphrasing):  "If  you  think  you  have  a  problem 
fighting  the  war  with  allies,  try  fighting  one  without  them."  So 
my  comment  would  be:  if  we  think  we  have  a  real  problem  with 
interagency  challenges  here  in  the  United  States,  go  to  another 
country  and  you  will  see  an  even  much  greater  challenge.  We  are 
moving  light  years  faster  than  the  other  countries,  too,  so  we  are 
going  the  right  way.  Therefore,  the  glass  is  half  full. 

\  Eric  Coulter  -  I  want  give  you  two  different  perspectives. 
First,  as  an  analyst,  I  am  very  optimistic.  My  colleagues  here — we 
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have  talked  to  the  warfighters,  policy  makers,  strategists,  and  the 
technologists,  and  I  think  we  have  made  many  inroads  in  the  last 
several  years  in  irregular  warfare  and  homeland  security.  I  could 
spend  hours  going  through  all  the  good  work  that  some  of  you  all 
have  helped  us  do. 

So,  I  am  optimistic.  However,  if  I  put  my  other  hat  on,  as 
a  programmer — which  is  a  long-term  strategic  resource  role — I 
am  less  optimistic.  The  military  has  a  hard  problem.  They  are 
trying  to  fight  a  decades-long,  maybe  generations-long  Global 
War  on  Terrorism  while  still  preparing  to  shape  and  perhaps  meet 
other  competitors.  It  is  really  a  dichotomy  between  two  different 
extremes  that  we  are  trying  to  bridge.  The  problem  is  that  the 
military  loves  technology  and  they  are  stuck  institutionally  over 
here  with  all  the  sexy,  expensive  equipment.  That  is  where  all  the 
money  is  going.  So  as  an  institution,  the  inertia  has  built  up.  It  is 
going  to  take  so  long  to  turn  that  inertia  around  and  have  it  refo¬ 
cused  on  what  I  think  the  Global  War  on  Terrorism  needs  to  do 
for  the  long  term.  What  I  have  learned  through  our  analytic  con¬ 
tacts — again,  we  have  made  great  progress  in  the  interagency — is 
that  a  lot  more  still  needs  to  be  done.  I  would  love  to  see  the 
National  Security  Council  (NSC),  for  example,  take  an  approach 
similar  to  that  we  take  in  the  Department  of  Defense.  We  take  the 
strategy,  we  develop  it  into  scenarios,  we  pull  all  the  stakehold¬ 
ers  together  in  a  multidisciplinary,  scientific  approach  to  try  to 
understand  the  problem,  collect  data,  conduct  various  analyses, 
and  circle  back.  I  do  not  see  that  done  at  the  NSC  for  these  kinds 
of  problems,  at  least  long  term.  That  is  something  I  would  like  to 
see  done  sooner  rather  than  later. 
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This  year's  Unrestricted  Warfare  Symposium  was  privileged  to 
again  include  a  Senior  Perspectives  Panel,  composed  of  a  remark¬ 
able  group  of  experienced,  expert,  government  officials  who  are 
making  significant  contributions  to  the  Global  War  on  Terrorism 
(GWOT)  Campaign.  As  its  name  implies,  the  intent  of  this  Panel 
was  to  gain  perspectives  from  senior  governmental  and  military 
leaders  relative  to  the  challenges  and  opportunities  of  the  GWOT 
Campaign. 

As  the  senior  participants  shared  their  insights,  I  was  encour¬ 
aged  to  learn  of  initiatives  and  progress  being  made.  The  existence 
of  an  increased  level  of  governmental  interagency  collaboration 
and  cooperation  that  did  not  exist  a  decade  ago  is  an  extremely 
positive  step.  It  was  also  encouraging  to  learn  of  the  growing  real¬ 
ization  across  government  agencies  that  the  sole  application  of 
military  force  is  insufficient  to  ensure  the  success  of  this  cam¬ 
paign.  According  to  our  panelists,  it  is  becoming  increasingly 
apparent  that  only  through  the  application  of  both  direct  and  indi¬ 
rect  means  will  the  U.S.  be  able  to  make  terrorism  and  extremism 
costly,  unpopular,  and  unattractive.  This  shift  in  national  security 
emphasis  is  also  viewed  as  a  positive  step. 


Mr.  Ted  Smyth  is  a  Fellow  within  the  National  Security  Analysis 
Department  at  JHU/APL  and  a  Fellow  and  former  President  of  the 
Military  Operations  Research  Society  (MORS).  Fie  served  as  a  Marine 
Corps  Colonel  for  30  years,  commanding  at  all  levels.  Mr.  Smyth  has 
expertise  in  analysis  of  urban  warfare,  artillery/fire  support,  military 
operations  analysis,  and  military  history.  Fie  has  led  symposia  on 
Unrestricted  Warfare  and  Wargaming  and  Analysis,  the  system 
evaluation  phase  of  the  Next-Generation  Surface  Combatant  and 
Submarine  Strike,  and  the  Joint  Effects  Targeting  System  (JETS). 
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However,  challenges  and  opportunities  remain.  The  identifi¬ 
cation  and  use  of  appropriate  indirect  means  is  not  easily  deter¬ 
mined.  Such  means  may  well  require  the  involvement  of  a  variety 
of  capabilities  from  government  agencies  and/or  allies  that  must 
be  properly  integrated.  The  development  of  methods  and  means 
to  best  accomplish  this  required  integration  has  not  yet  been 
realized.  In  addition,  the  employment  of  such  means  may  well 
require  a  commitment  that  is  both  long  term  and  costly — attri¬ 
butes  that  speak  to  the  necessity  of  identifying  methods  to  assess 
and  determine  the  return  on  investment  of  such  activities.  Other 
challenges  remain  for  those  committed  to  the  GWOT  Campaign 
and  the  defense  of  U.S.  interests.  In  addition  to  the  task  of  win¬ 
ning  the  GWOT  Campaign,  maintaining  a  concurrent  capability 
to  address  and  defeat  conventional  military  threats  to  the  U.S. 
remains  a  requirement.  In  a  period  still  marked  by  great  uncer¬ 
tainty,  the  ability  to  achieve  the  right  balance  of  national  security 
capabilities — those  related  to  GWOT  success  and  those  needed 
for  success  in  more  conventional  conflicts — remains  a  formidable 
challenge  for  senior  officials. 

Appreciation  is  due  to  our  panelists  for  their  contributions  to 
the  Symposium.  Individually  and  collectively  they  provided  valu¬ 
able  insights  that  served  to  illuminate  progress,  challenges,  and 
opportunities  related  to  the  GWOT  Campaign  and  our  nation's 
security. 
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BMP  UNRESTRICTED  WARFARE  SYMPOSIUM 
AGENDA 


8:30-8:45 

8:45-9:30 

9:30-10:00 

10:15-11:45 


1 1 :45  -  1 :00 
1:15-2:45 


3:00-4:30 


5:30-7:15 


DAY  1 

(10  March  2008) 

Welcome  and  Insights  from  2007 

Dr.  Ronald  Luman,  JHU/APL 

Keynote  Address: 

ADM  EricT.  Olson,  USN,  USSOCOM 

Trends  and  Shocks  to  National  Security 

Dr.  Thomas  G.  Mahnken,  DASD  Policy  Planning 

Roundtable  1:  Disrupting  Adversary  Networks 

Discuss  strategic,  analytical,  and  technological  developments  that  will 
enhance  U.S.  capabilities  to  disrupt  terrorist  networks. 

Prof.  John  McLaughlin,  JHU/SAIS  (Moderator) 

Dr.  Matthew  Levitt,  Washington  Institute 
Prof.  Paul  Pillar,  Georgetown  University 

Luncheon  Speaker:  Potential  Adversaries 

Dr.  Stephen  Flynn,  Council  on  Foreign  Relations 

Roundtable  2:  Denying  Access  to  and  UseofWMD 

Discuss  strategic,  analytical,  and  technological  developments  that  will 
enhance  U.S.  capabilities  to  prevent  terrorist  adversaries  from  access¬ 
ing  and  using  weapons  of  mass  destruction. 

Dr.  L.  Dean  Simmons,  IHU/APL  (Moderator) 

COL  James  L.  Hillman,  USA  (ret),  JHU/APL 
Dr.  G.  Peter  Nanos,  Jr.,  DTRA 
Ms.  Dawn  Scalici,  NCTC 

Roundtable  3:  Enabling  Partners  to  Combat  the  Enemy 

Discuss  strategic,  analytical,  and  technological  developments  for 
enhancing  capabilities  of  U.S.  allies  to  combat  terrorist  adversaries. 
Prof.  Thomas  A.  Keaney,  IHU/SAIS  (Moderator) 

Mr.  Robert  Grenier,  Kroll 

Mr.  Henry  Nuzum,  OASD  SOLIC 

BRIG  Rod  West,  CSC,  Military  Attache,  Embassy  of  Australia 

Dinner:  Interagency  Perspective 

Prof.  Peter  D.  Feaver,  Duke  University 
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8:15-9:45 


10:00-11:45 


11:45-1:15 

1:30-3:00 


3:15-4:45 


DAY  2 

1 1  March  2008 

Roundtable  4:  Deterring  Tacit  and  Active  Support 

Discuss  strategic,  analytical,  and  technological  developments  that  will 
enhance  U.S.  capabilities  to  deter  tacit  and  active  support  of  potential 
terrorist  organizations. 

Mr.  Thomas  M.  McNamara,  Jr.,  IHU/APL  (Moderator) 

Dr.  Paul  K.  Davis,  RAND 

Mr.  Bruce  Gibson,  SOS  International  Ltd. 

Ms.  Christine  A.  R.  MacNulty,  Applied  Futures,  Inc. 

COL  Karen  Lloyd,  J3,  Joint  Information  Operations  Warfare  Center 

Roundtable  5:  Eroding  Support  for  Extremist  Ideologies 

Discuss  strategic,  analytical,  and  technological  developments  that  the 
U.S.  can  employ  to  erode  support  for  extremist  ideologies. 

Dr.  Montgomery  McFate,  IDA  (Moderator) 

Mr.  Jared  Cohen,  DoS 

Dr.  Michael  Doran,  DASD  Support  to  Public  Diplomacy 
COL  William  K.  Mooney,  Jr.,  JS  JFAA/ar  on  Terror 
Mr.  Mark  Stout,  IDA 

Lunch  Speaker:  Homeland  Defense 

Prof.  Bruce  Hoffman,  Georgetown  University 

Roundtable  6:  Defending  the  Homeland 

Discuss  strategic,  analytical,  and  technological  developments  that 
will  enhance  U.S.  capabilities  to  defend  the  homeland  from  terrorist 
adversaries. 

Mr.  John  R.  Benedict,  JHU/APL  (Moderator) 

Mr.  R.  James  Caverly,  DHS 

Brig  Gen  Christopher  D.  Miller,  USAF,  J5  USNORTHCOM 
CAPT  Robert  G.  Ross,  USCG  (ret),  DHS 

Integrating  Strategy,  Analysis,  and  Technology  in  Support  of  the  U.S.  War 
on  Terrorism  Campaign:  Senior  Perspectives 

Senior  government  personnel  will  provide  their  individual  perspectives 
on  opportunities  to  integrate  strategic,  analytical,  and  technological 
developments  to  support  the  war  on  terrorism  and  then  field  questions 
from  the  floor. 

Col  Edward  (Ted)  A.  Smyth,  USMC  (ret),  JHU/APL  (Moderator) 

Mr.  Eric  Coulter,  ODPA&E 

AMB  Dell  L.  Dailey,  Coordinator  for  Counterterrorism,  DoS 
LTG  David  P.  Fridovich,  USA,  USSOCOM 

VADM  Joseph  Maguire,  Deputy  Director  for  Strategic  Operational 
Planning,  NCTC 

Dr.  Thomas  Mahnken,  DASD  Policy  Planning 
Dr.  Kalev  Sepp,  DASD  SOLIC 
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AML 

Anti-Money  Laundering 

AOR 

Area  of  Responsibility 

AQAM 

Al  Qaeda  and  Associated  Movements 

BAA 

Broad  Agency  Announcement 

BCAS 

Biological  Combat  Assessment  System 

BCT 

Brigade  Combat  Team 

BN 

Battalion 

BRAC 

Base  Realignment  and  Closure 

C2 

Command  and  Control 

CBRNE 

Chemical,  Biological,  Radiological,  Nuclear,  and 
Explosive 

CCSASM 

Cultural-Cognitive  Systems  Analysis 

CIA 

Central  Intelligence  Agency 

Cl  PA 

Classified  Information  Procedures  Act 

COCOM 

Combatant  Command(er) 

COIN 

Counterinsurgency  Operations 

COMPOEX 

Conflict  Modeling,  Planning,  and  Outcomes 
Experimentation  Program 

CONOPS 

Concept  of  Operations 

CONPLAN 

Concept  Plan 

COP 

Common  Operating  Picture 

CORDS 

Civil  Operations  and  Revolutionary  Development 
Support 

CS 

Civil  Support 

CSG 

Counterterrorism  Security  Group 

CSIS 

Canadian  Security  Intelligence  Service 

CSIS 

Center  for  Strategic  and  International  Studies 

cso 

Center  for  Special  Operations 

CTCC 

Counterterrorism  Communications  Center 

CTF 

Countering  Terrorist  Finance 

CWMD 

Counter-WMD 

DARPA 

Defense  Advance  Research  Projects  Agency 

DHS 

Department  of  Homeland  Security 
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DIA 

Defense  Intelligence  Agency 

DIME 

Diplomatic,  Information,  Military,  and  Economic 

DIMEFIL 

Diplomatic,  Informational,  Military,  Economic, 
Financial,  Intelligence,  and  Law  Enforcement 

DNDO 

Domestic  Nuclear  Detection  Office 

DNI 

Director  of  National  Intelligence 

DOE 

Department  of  Energy 

DOTMLPF 

Doctrine,  Organization, Training,  Materiel,  Leadership 
and  Education,  Personnel  and  Facilities 

DTRA 

Defense  Threat  Reduction  Agency 

EMP 

Electromagnetic  Pulse 

EXSUM 

Executive  Summary 

FAA 

Federal  Aviation  Administration 

FARC 

Revolutionary  Armed  Forces  of  Colombia 

FBI 

Federal  Bureau  of  Investigation 

FEMA 

Federal  Emergency  Management  Agency 

FID 

Foreign  Internal  Defense 

FIE 

Finance,  Intelligence,  and  Law  Enforcement 

FOB 

Forward  Operating  Base 

CCCS 

Global  Command  and  Control  System 

CPS 

Global  Positioning  System 

CSPC 

Salafist  Group  for  Call  and  Combat 

CWOT 

Global  War  On  Terror(ism) 

HD 

Homeland  Defense 

HLS 

Homeland  Security 

HMMWVs 

High  Mobility  Multipurpose  Wheeled  Vehicles 

HSI 

Homeland  Security  Institute 

HTRAC 

Hard  Target  Research  and  Analysis  Center 

HTT 

Human  Terrain  Team 

IA 

Iraqi  Advisor 

IDA 

Institute  for  Defense  Analyses 

IDF 

Israel  Defense  Force 

IED 

Improvised  Explosive  Device 

ICS 

Integrated  Gaming  System 

IO 

Information  Operations 

IOATF 

Information  Operations  Advisory  Task  Force 

IPB 

Intelligence  Preparation  of  the  Battlefield 

IQATF 

Iraqi  Advisory  Task  Force 

IRA 

Irish  Republican  Army 

IRI 

International  Republican  Institute 

ISR 

Intelligence,  Surveillance,  and  Reconnaissance 

ITEM 

Integrated  Theater  Engagement  Model 
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IW 

JAS 

JCS 

JETS 

JHU/APL 

Irregular  Warfare 

Joint  Analysis  System 

Joint  Chiefs  of  Staff 

Joint  Effects  Targeting  System 

The  Johns  Hopkins  University  Applied  Physics 
Laboratory 

JICM 

JP 

J-SOTF 

JWARS 

M&S 

MA 

MFT 

MND 

MNFI 

MOA 

MOP 

MORS 

MRLS 

NCTC 

NDIA 

NGO 

NHSP 

NIC 

NIE 

NORAD 

NORTHCOM 

NPR 

NROTC 

NSA 

NSC 

NSHS 

NSS 

NVA 

O&M 

ODNI 

ODPA&E 

Joint  Integrated  Contingency  Model 

Joint  Publication 

Joint  Special  OPS  Task  Force 

Joint  Warfare  Simulation 

Modeling  and  Simulation 

Military  Analyst 

Multifunctional  Team 

Multinational  Division 

Multinational  Forces,  Iraq 

Memorandum  of  Agreement 

Massive  Ordnance  Penetrator 

Military  Operations  Research  Society 

Multiple  Launch  Rocket  System 

National  Counterterrorism  Center 

National  Defense  Industrial  Association 
Non-Governmental  Organization 

National  Homeland  Security  Plan 

National  Security  Council 

National  Intelligence  Estimate 

North  American  Aerospace  Defense  Command 
Northern  Command 

National  Public  Radio 

Navy  Reserve  Officer  Training  Corps 

National  Security  Agency 

National  Security  Council 

National  Strategy  for  Homeland  Security 

National  Security  Strategy 

North  Vietnamese  Army 

Operations  and  Maintenance 

Office  of  the  Director  of  National  Intelligence 

Office  of  the  Secretary  of  Defense,  Program  Analysis 
and  Evaluation 

OMB 

ORSA 

OSD 

PA 

Office  of  Management  and  Budget 

Operations  Research  and  System  Analysis 

Office  of  the  Secretary  of  Defense 

Palestinian  Authority 
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PAWS  A 

PCA 

PCC-TF 

PMF 

POD 

PRT 

PSOM 

PSYOP 

QDR 

QHSR 

RCT 

RCTC 

RD&A 

RFI 

ROTC 

S&T 

SA 

SAIS 

SCIFs 

SEAS 

SOCOM 

SOF 

SOLIC 

STIRS 

STORM 

STRATCOM 

TACWAR 

TISS 

TSC 

TSWC 

TTPs 

UDOP 

USAID 

USNORTHCOM 

USSOCOM 

USSTRATCOM 

VTC 

WMD 

WTRAC 


Ports  and  Waterways  Safety  Assessment 

Principal  Component  Analysis 

Policy  Coordinating  Committee  On  Terrorism 

Finance 

Presidential  Management  Fellows 
Partnership  and  Outreach  Division 
Provincial  Reconstruction  Team 
Peace  Support  Operations  Model 
Psychological  Operations 
Quadrennial  Defense  Review 
Quadrennial  Homeland  Security  Review 
Regimental  Combat  Team 

Research  and  Technology  Coordinating  Committee 

Research,  Development,  and  Acquisition 

Request  for  Intelligence 

Reserve  Officer  Training  Corps 

Science  and  Technology 

Special  Advisor 

School  of  Advanced  International  Studies 
Secure  Classified  Information  Facilities 
Synthetic  Environment  for  Analysis  and  Simulation 
Special  Operations  Command 
Special  Operations  Forces 
Special  Operations,  and  Low-Intensity  Conflict 
Smart  Threads  Integrated  Radiation  Sensor 
Synthetic  Theater  Operations  Research  Model 
Strategic  Command 

Tactical  Warfare  Integrated  Environment 
Triangle  Institute  for  Security  Studies 
Theater  Security 

Technical  Support  Working  Group 

Tactics,  Techniques,  and  Procedures 

User-Defined  Operational  Picture 

United  States  Agency  for  International  Development 

U.S.  Northern  Command 

U.S.  Special  Operations  Command 

U.S.  Strategic  Command 

Video  Teleconference 

Weapons  of  Mass  Destruction 

WMD  Threat  Research  and  Analysis  Center 


